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1 INTRODUCTION

1.1 Scope of the document

The most characteristic aspect of the InteropEHRate project is the fact that the EHR of a Citizen resides on
his/her mobile device. The Citizen, using the dedicated mobile app (S-EHR app) is able to coordinate the
exchange of health data between his/her mobile device and the governmental eHealth systems that,
depending on the case, may act as sender or receiver of health data. Every exchange of health data among
software applications adhering to InteropEHRate specifications, must be realized using the data exchange
protocols defined by the InteropEHRate platform: the D2D protocol for short range distance transmission,
and the R2D protocols (i.e. R2D Access, R2D Emergency, R2D Backup) for remote (long range) transmission
over the internet. Both the D2D and the R2D protocols will’be used for standardizing how software
applications exchange health data with the mobile application (S-EHR app) of the citizen, including
additionally - in the case of the D2D protocol - the application (HCP app) ofithe healthcare practitioner.

The main focus of this document is to define the technical specifications of these protocols, providing also
detailed descriptions of their contexts of use, outlining a detailed description of their functionality,
accompanied by an explanation of their separate purpeses of existence. Moreover, the deliverable
describes the research that was undertakenyfor each different field regarding short range and remote, data
- and health data - exchange, for specifying each corresponding protocol.

The D2D protocol is based on a short range communicatien protocal (i.e. Bluetooth), and it specifies a
series of bluetooth messages regarding the information that is being exchanged (e.g. in terms of successful
or failed data exchange) and the healthcare related data betweena healthcare practitioner (utilizing a web
application (HCP app)) and,a citizen'(utilizing a mobile application (S-EHR app)), without the usage of
internet connection. Having innmind that there exist'several short-range communication techniques that
could be used for the, process ofiexchanging data without using internet connection (e.g. Wi-Fi Direct,
Bluetooth Low Energy, Bluetooth Classic), uponspecific research, the final version of the D2D protocol is
still specified based on the Bluetooth Classic, and more‘specifically the Bluetooth SPP and PAN profiles. The
reason for this,choice is explained.in Section3, and consequently any developer that would like to use the
D2D protocolcanybe based on the listed operations and exchanged messages, in order to implement the
corresponding data exchange process.

Differently from the D2D protocol; the R2D Access protocol works over the internet and defines the set of
operations for acquiring the health data of a citizen from an EHR (National EHR, or the EHR of hospitals).
Moreover, it is used for initiallimport of health data to the mobile device and for the subsequent periodic
synchronization operations.

Similar to the R2D Access protocol, the R2D Backup protocol is a protocol defined by the InteropEHRate
project to work over the internet. The R2D Backup protocol defines the set of operations used by the
citizens in order to safely back up and store their health data on the S-EHR Cloud. In addition, it allows the
citizens to gain access to the data that is stored in the S-EHR Cloud from another S-EHR mobile application.

The R2D Emergency protocol on the other side is also used for the communication with the S-EHR Cloud
but from the HCP’s perspective. In more detail, the R2D Emergency protocol, which similar to the R2D
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Backup and R2D Access protocols makes use of the internet, allows authorized HCPs to communicate with
S-EHR Cloud providers during emergency situations and gain access to the health data of the citizen in
need. Not only that, with the use of the R2D Emergency protocol, an authorized HCP may upload health
data related to the specific emergency on the S-EHR Cloud.

To this end, it should be also mentioned that the current document received as input the reference
architecture as elaborated in deliverable D2.6 - InteropEHRate Architecture - V2 [D2.6], and the user
requirements that were analysed and presented in deliverable D2.3 - User Requirements for cross-border
HR integration - V2 [D2.3].

1.2 Intended audience

The current document is mainly intended for developers, and manufacturers that are interested in
designing and building either mobile or web applications that need to exploit and reuse either the D2D or
the R2D protocols, or both of these two protocols, inhe context of their applications. As a result, this
audience will be able to offer the aforementioned separate functionalities'in their developed applications,
since both the D2D and the R2D protocols can ‘be easily integrated and reused by other systems and
applications. Apart from this, the document is intended for researchers as well, as they may be interested
in understanding the way that these two protocols exchange messages (and their content), be influenced
by them, and possibly extend and update their specification.

1.3 Structure of the documeRE
The current document is organized in the following Sections:

e Section 1 (theurrent section)introduces the.overall conceptiof the document, defining its scope,
intended audience, and relation to the other project tasks and reports.

® Section 2 deals with the vision_and the common parts of the D2D and the R2D protocols,
show€asing the common data model innwhich both protocols are based upon for the overall data
exchange process, while italso,includes a'short.introduction to all the involved applications.

e ‘Section 3 outlines the short range health data‘exchange protocol (D2D), describing in deep detail
the purpose of the existence of the protocol, whereas stating the research that was undertaken for
concluding into the design of the protocoel, and the overall description of it.

e Section 4'describes the remote health data exchange Access protocol (R2D Access), explaining in
deep detail the purpose of the existence of the protocol, whereas stating the research that was
undertaken for concluding into the design of the protocol, and the overall description of it. It also
includes a description of all the involved operations.

e Section 5 describes the remote health data exchange Backup protocol (R2D Backup), explaining in
deep detail the purpose of the existence of the protocol, stating the research that was undertaken
for concluding into the design of the protocol, and the overall description of it. It also includes a
description of all the involved operations.

e Section 6 describes the remote health data exchange Emergency protocol (R2D Emergency),
explaining in deep detail the purpose of the existence of the protocol, stating the research that was
undertaken for concluding into the design of the protocol, and the overall description of it. It also
includes a description of all the involved operations.
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Section 7 outlines the conclusions of the current document, including the updates and the future
development plans for the D2D and R2D protocols.

1.4 Updates with respect to previous version (if any)
With regards to the previous version of the deliverable (D4.2 Specification of remote and D2D protocol and

APIs for HR exchange V2 [D4.2]), the following changes have been performed for each separate section of

the current document.

Section 1 - Introduction:

The introduction has been updated including a new description for the D2D Protocol, the R2D
Access Protocol, the R2D Backup Protocol, and the R2D Emergency Protocol, since D4.3 has been
structured in a different way than the previous versions‘of the deliverable.

The Structure of the document has been updated asiwell, basedion the new content.

Section 2 - D2D and R2D Protocols vision and common parts:

The section provides an overall view of D2D and all R2D protocols. This section has been enhanced
to better show the relationships between all'the, protocols, their similarities and their differences.
To ease the understanding of all the operations of the protocols, this section also contains a first
initial mapping between classes defined in the commaon conceptual data model and FHIR resources.
This section has been also redesigned to contain a short description of the applications which are
involved in the context of the D2D and R2D protocols, so that these descriptions are not duplicated
within this document.

Section 3 - D2D Protocol: Short Range Health Data Exchange:

Additional related work has been provided with similar research works which aim on exchanging
health data both in_short-rangemand in long-range distances in order to better identify the
importance and,the benefits of the D2D protocol

A comparative study.has been provided that was undertaken for the bluetooth profiles that can be
supported by the D2D protocol, for the main market operating systems. This has been provided in
order to not only conclude that Bluetooth is the best solution for the D2D protocol, but also to
identify. the most efficient Bluetooth profile to be used, for accelerating and improving the overall
performance of the protocal.

The D2D protocol operations, as well as the interfaces providing these operations, have been
redesigned since thexD2D protocol has been redesigned in order for the HCP app to be able to send
requests in the form of Bluetooth messages, and the S-EHR app to reply with specific responses. All
these messages are clearly stated in the technical specification of the D2D protocol, categorized
into four (4) main categories that specify the overall protocol. The reason for this update is mainly
to make the D2D protocol more generic and independent from the scenario in which it is involved,
and to better align it with the R2D Access protocol so as to be more easily understandable by the
stakeholders.

It has been added a specification on how the DICOM images (i.e., large image files) can be
supported in the case of the D2D protocol in order to specify the way that additional types of data
can be exchanged over Bluetooth

InteropEHRate -



Section 4 - R2D Access Protocol: Remote Health Data Exchange:

The section has been split from the ones describing the other two protocols of the R2D family (i.e.
R2D Backup and R2D Emergency).
Also, the section has been restructured to provide a first technical overview before introducing
technical specification of the R2D Access protocol. This technical overview introduces two new
topics that represents the most important changes between V2 and V3:

O introduction of the asynchronous pattern for processing R2D Access requests.

o Addition of new operations to support the matching of the Citizen’s elDAS identity with the

patient identity of the HCO.

Addition of specifications regarding the search narrowing applied to resources status, to retrieve
only committed health data from an R2D Access server.
Addition of new instance level operations to simplify rétrieval of large amount of data in a single
operation:

o PatientSeverything;

o EncounterSeverything;

o DiagnosticReportSeverything;

o CompositionSdocument.
Addition of the support for the following resources:

o Condition
Allergylntolerance
Immunization
Procedure
Composition

O O O O O

DocumentReference

o0 DocumentManifest
The support for parameters /include, revinclude has been removed and it has been replaced by
the aforementioned operations (operations are simpler to use than _include and _revinclude
parameters).
Although the International Patient Summary defines the FHIR structure of a Patient Summary
document, it does not constrain“how to store it, therefore different repositories could use two
different approaches. So retrieval of the Patient Summary has been changed to supported searches
on the Composition resource (in case it is stored as a Composition according to IPS) or in the
DocumentReference resource (in case it is stored as a Bundle or as a PDF document).
It has added the support‘for the interface R2DAccessDICOM, to exploit the standard WADO-RS to
download DICOM images not embedded within the FHIR resources, but just referred to by them.

Section 5 - R2D Backup Protocol: Backup Health Data on the S-EHR Cloud

This is a totally new section which derived after splitting the R2D Backup protocol from the R2D
generic section. The rationale behind the creation of a section dedicated to the R2D Backup
protocol is to separate the R2D Backup protocol from the R2D Access and provide its specification
in a way that highlights the differences and purpose between the R2D Backup and R2D Access
protocols.

It has been provided a clear definition of the R2D Backup protocol

The following subsections have been added:
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O R2D Backup Protocol’s scope

O Related Work

O R2D Backup Protocol’s technical description including a detailed overview of its usage and
interactions

o R2D Backup Protocol’s technical specification, containing the basic operations in the form
of exposed interfaces

Section 6 - R2D Emergency Protocol: Emergency access of Health Data from the S-EHR Cloud
e This is a totally new section which derived after splitting the R2D Emergency protocol from the R2D
generic section. The rationale behind the creation of a section dedicated to the R2D Emergency
protocol is to separate the R2D Emergency protocol ffom the R2D Access and provide its
specification in a way that highlights the differences and purpose between the R2D Emergency and
R2D Access protocols.
e |t has been provided a clear definition of the R2DEmergency protocol
e The following subsections have been added:
o0 R2D Emergency Protocol’s scope
O Related Work
o R2D Emergency Protocol’s technical description including a detailed overview of its usage
and interactions
o0 R2D Emergency Protocol’s technical specification) containing the basic operations in the
form of exposed interfaces
e Similarly to R2DAccess, now also R2DEmergency exploits the new'interface R2DAccessDICOM.

Section 7 - Conclusion and Next Steps:
e The conclusions and, next steps have been updated based on the current specification and our
future plans
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2 D2D AND R2D PROTOCOLS VISION AND COMMON PARTS
“True healthcare interoperability means that information can flow wherever it is needed, across borders
and health systems” [IHE IPS].

In the InteropEHRate standard architecture (i.e. the European architecture for health data exchange
proposed by the project) [D2.6], data flows from an EHR system of a healthcare organisation in Country A
to the EHR of another healthcare organization in Country B, with the mediation of the citizen. All data
transfers are performed over the InteropEHRate protocols: R2D and D2D, where R2D is a family of
protocols Internet-based (R2D Access, R2D Backup, R2D Emergency) while D2D is a unique protocol
Bluetooth-based.

The operations depicted in Figure 1, do not happen simultaneously.,Firstly, the citizen is importing (using
R2D Access or D2D) his/her health records stored within the EHR of axhealthcare organization of his/her
Country (e.g. a hospital) to his/her smart mobile device! Only after this'operation has been executed, the
citizen is able to transfer his/her health records (using D2D) to an HCP in Coeuntry B for a medical visit
abroad. If, during this medical visit, new health data are produced they can be immediately transferred to
the citizen's smartphone using D2D, otherwise the citizemwill importsthem later using R2D Access.

\’ea R2D Emergency e SRS (‘a R2D Emergency
= R2D Cloud API - —

Y

{.® R2D Backup
Country A Country B

------------- — T
'

R2D | D2D Providers

1 -
8 D2D 3 /@\
D2D ;_»D GP Office  Hospital
APl | °

— e
HCP
app HCP

Citizen of Country A

Eigureyl - Usage of the D2D and the R2D protocols

It is very likely that after having'imported health data from several healthcare organizations, the citizen has
created a unique aggregated health data repository on his/her mobile phone. And this is where the R2D
Backup enters the scene, supporting the citizen in periodically saving to the S-EHR Cloud the local health
data repository so that the citizen may restore it in case the mobile phone gets damaged, lost or stolen.
Finally, data stored in the S-EHR Cloud, may be accessed using the R2D Emergency protocol by healthcare
organizations during an emergency situation (abroad) if the citizen is unconscious.

Except for the emergency scenario just mentioned, all the incoming and outgoing operations are
coordinated by the citizen using the S-EHR app: the citizen owns the full control of his/her health data. Data
importing through the R2D Access is possible only if the citizen provides a valid elDAS identity, while data
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exchange with D2D is possible only after the citizen has been identified by the HCP receiving his/her
demographic details, and the citizen has given the needed consent to the healthcare organization of the
HCP.

D2D and all the R2D protocols deal with the same types of health data, all the protocols share the same
data model, not only from a conceptual point of view, but also from a technical point of view. This aspect is
fully described in the specification sections of the two protocols, however it is useful to anticipate a
description of the common data model, to facilitate the understanding of the operations provided by the
protocols.

2.1 Conceptual D2D and R2D Protocol Data Modél
The following UML class diagram (Figure 2) depicts this data model, showing the main classes and their
relationships (each class is fully described in the specific table):

Bundle Provenance <<enum:>>
HealthRecordType

+ PATIENT SUMMARY : HealthRecordType
0.1 + LABORATORY REPORT : HealthRecordType
+ IMAGE_REPORT : HealthRecordType

+ type | + DIAGNOSTIC REPORT : HealthRecordType
+ PRESCRIPTION : HealthRecordType

+ DOCUMENT : HealthRecordType
+ related + OBSERVATION : HealthRecordType
1. ) 1 + PROBLEM : HealthRecordType
1 -\ + entries + ENCOUNTER : HealthRecordType
HealthRecord + IMMUNIZATION : HealthRecordType
4+ ALLERGY : HealthRecordType
0-_*
1.* 1
1 + heps HealthCareProfessional
0__#
* + practitioner | 1..%
1 | + subject 0..1 | + custodian
Ratet HealthCareOrganization | *
1.*% 1 1
1.* Consent 1.*
+ patient + performer

Figure 2 - Conceptual data model

The two central classes of the data model are (i) the Patient class that represents the citizen, and (ii) the
HealthRecord class that represents the health data of one of the following types: patient summary,
prescriptions, dispensation, laboratory report, medical image, or discharge report (health data types
indicated by EU guidelines about European Electronic Health Record exchange format [EUCBEHR REC]). In
the following table (Table 1), a brief description of each class of the data model and their relationships are
provided:
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HealthRecord

It represents any possible health data (simple or complex, structured and
unstructured) of the patient (Patient Summary, laboratory reports, etc.).
Relationships:
® Patient: this mandatory relationship is used to link an instance of
HealthRecord to the patient whose health data refers to.
e HealthCareProfessional: this optional relationship links an instance of
HealthRecord to all the instances of HealthCareProfessionals that have
(or had) an active role as care providers in the life cycle of this
HealthRecord.
e HealthCareOrganization: optionaldelationship defining the organization
that is the custodian of an instance of HealthRecord.
® HealthRecord: optional relationship (named related) linking an instance
of HealthData with another instance of HealthData (belonging to the
same patient).
® HealthRecordType:.< mandatory relationshipy, linking an instance of
HealthRecord tof(an instance of HealthRecordType. This relationship is
used to specify the type of an HealthRecord.
® Provenance: optional relationship relating an instance, of HealthRecord
to an instance of Provenance. This relationship is used'when provenance
information is;added to an instance of HealthRecord.

HealthRecordType

An enumeration representingithe set of defined types of health data. Its values
are:
PATIENT_SUMMARY
LABORATORY_REPORT
IMAGE. REPORT
DIAGNOSTIC_REPORT
PRESCRIPTION
DOCUMENT
OBSERVATION
PROBLEM
ENCOUNTER
IMMUNIZATION
e ALLERGY
It will likely be extended in the future to support any health data that may also
be represented using the FHIR standard.

Patient

It represents an individual receiving care or other health-related services.
Relationships:
® HealthRecord: this mandatory relationship links an instance of Patient to
his / her set of HealthRecords.
® HealthCareProfessional: this mandatory relationship links an instance of
Patient to the set of nominated care providers.
e (Consent: this relationship links a Patient to the set of Consent that he/
she has given.

HealthCareProfession
al

It represents an individual providing care or other health-related services to a
patient.
Relationships:
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® HealthCareOrganization: this mandatory relationship links an instance of
HealthCareProfessional to the set of HealthCareOrganizations instances
where he/she provides care.

e HealthRecord: this optional relationship links an instance of
HealthCareProfessional to an instance of HealthRecord (this link is
necessary for reasons of care providing and really depends on the kind of
HealthRecord).

® Patient: this mandatory relationship represents the link between an
HealthCareProfessional and the set of Patients under his/her care.

HealthCareOrganizati | It represents any organization offering health-related services.

on Relationships:

e HealthCareProfessional: this relationship represents the link between an
HealthCareOrganization and the set of HealthCareProfessional that
collaborates (or have collaborated) withithe organization.

® HealthRecord: this rélationship represents the link between an
HealthCareOrganization and the set of '‘HealthRecord where the
organization acts(as custodian.

® (onsent: this relationship represents the link between an
HealthCareOrganization and the sét of Consent that have been given (by
patients)ito the organizationiitself.

Consent It is used to express a consent regarding healthcare, given by a patient (grantee)
to a healthcare provider (grantor).
Relationships:
® Patient: this mandatory relationship links a Consent with the grantee (a
Patient).
e HealthCareOrganization: this mandatory relationship links a Consent
with the grantor (an HealthCareOrganization).

Bundle It is a container for setsiof instances of the HealthRecord class.
Relationships:
e HealthRecords: this'mandatory relationship, links a Bundle to the set of
contained HealthRecord.

Provenance Provenance represents information about the producer of an instance of health
data.

Tabley! - Description of the data model classes

Providing a concrete representation of this abstract data model is not an objective of this deliverable, (it is
an objective of deliverable [D2.9]), but to better understand the operations exposed by protocols it is
important to anticipate that the whole conceptual data model has been implemented using FHIR data
model release 4 [FHIR R4].

Health data types defined in the conceptual data model (Figure 3) (values of the enumeration
HealthRecordType) have been mapped to FHIR R4 resources as specified in the following table (Table 2):
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Conceptual data model type Mapped FHIR Resource

DIAGNOSTIC_REPORT

DiagnosticReport

PRESCRIPTION

MedicationRequest

DOCUMENT e DocumentReference
e DocumentManifest

OBSERVATION Observation

PROBLEM Condition

ENCOUNTER

IMMUNIZATION

ALLERGY

PATIENT_SUMMARY

LABORATORY_REPORT

IMAGE_REPOR

L]
L
"
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]
org.hl7.fhir.r4
Bundle
o
!
_|> e P
‘ + entries
Appointment 1%
- entries| ~ "
DiagnosticReport Patient Encounter DocumentReference Condition Composition
1
DocumentManifest MedicationRequest
1
0.+
- result Observation AllergyIntolerance Immunization Medication
0.*
1
0.*
- hasMember

Figelee 3 - Concepté@lfdata model types

2.2 Involved Applications
This section provides a brief description of the applications that are involved in the use of D2D and R2D
Protocols. In more detail, the applications,are involved-as follows:
e D2D Protocol: The D2D protocol involves the S-EHR app and the HCP app
e R2D Protocols:
O R2D Access Protocol: The R2D Access protocol involves the S-EHR app and the EHR Provider
(Extended NCP, National or Local EHR through the R2D Access server)
o R2D Backup, Protocol: The R2D Backup protocol involves the S-EHR app and the S-EHR
Cloud
0 R2D Emergency Protocol: The R2D Emergency protocol involves the HCP app and the S-EHR
Cloud

2.2.1 S-EHR App
A S-EHR app is any application installed on a personal mobile device, that is able to store the personal
health data of a user in a secure (encrypted) way according to the constraints specified by [D3.4] and that
supports the InteropEHRate protocols defined in the current deliverable and in [D4.8]. Different vendors
may develop different S-EHR applications. A S-EHR app contains health data of the user, produced and
signed (for traceability and trustability) by the healthcare organization that produces them, but can also
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contain data directly stored and produced by citizens or by sensors. The provenance and author of each
health data is unambiguously persisted on the S-EHR and the principles of integrity and non repudiation are
guaranteed. More details on what is supported by a S-EHR app can be found in [D2.6].

2.2.2 HCP App
An HCP app is a software application designed to provide medical staff with the ability to access and
operate upon citizens’ data from S-EHR apps, S-EHR Cloud and EHR of the Healthcare Organization. In other
words, the HCP app is an application used by the HCPs to securely exchange identification data and request
healthcare data with any S-EHR app and to read health data stored in S-EHR Cloud using the InteropEHRate
protocols. More details on what is supported by an HCP app can be found in [D2.6].

2.2.3 R2D Access server
The R2D Access server is a server application deployed by¢HCOs that want to provide an access point to
citizens that want to retrieve their health data in a machine readable format. R2D Access server must be
compliant to the specifications defined in this deliverable, providing the interfaces defined in [D2.6].

2.2.4 S-EHR Cloud
A S-EHR Cloud is a service used by citizens for the safe storage of their health data. The citizens can utilize
this storage service through their S-EHR Application in orderto backup their health data."In addition, the S-
EHR Cloud service can be used by authorized HCPs in order to access the health data of a citizen in need
during an emergency, and to upload information related. to that emergency (i.e. Patient Discharge Report)
once the emergency is over. More details on what is supported by a S-EHR\.Cloud can be found in [D6.7].
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3 D2D PROTOCOL: SHORT RANGE HEALTH DATA EXCHANGE

The D2D protocol defines the set of operations that allow the exchange of health data between a S-EHR
app and an HCP app in short-range distance (i.e. in the context of a distance of up to 100m long) using
Bluetooth, without the usage of internet connection (in opposition to the R2D protocol that is the protocol
to exchange health data remotely in a long-range distance, including the usage of internet connection).

The next section of this document, provides a detailed description on the technologies that have been
studied and implemented towards the realization of the D2D protocol, the context in which the D2D
protocol will be used, and of all the conditions that have influenced the decisions taken in the process
carried out to specify the D2D protocol.

3.1 D2D Protocol Scope

The purpose of the D2D protocol is to propose a series of Bluetooth messages regarding the information
that is being exchanged (e.g. in terms of successful or/failed data exchange) and healthcare related data,
between a healthcare practitioner and a citizen, without the usage of internet connection. This protocol is
based on short-range wireless technologies and in‘particular Bluetooth, to be adopted at EU level, for the
secure exchange of health records between a smart mobile device.and a health information system in the
form of a web application. The smart_device will use ‘the,S-EHR app (i.e. application, that serves the
purposes of the D2D from the side of the citizen), while the health information system will use the HCP app
(i.e. application that serves the purposes of the D2D,from the side of the healthcare practitioner), that will
be used by the citizen and the healthcare practitioner accordingly (Figure 4).

Health Organization

@ l D2D @
' = Bluetooth ——

: II S-EHR HCP
'Citizen | mobile app app HCP

Figure 4 - D2D protocol scope

Bluetooth technology'is most commonly associated with exchanging data between two bluetooth enabled
devices in short-range distance(£100 meters), through which a bluetooth-enabled device as soon as it
receives the initialization advertisement message from another bluetooth-enabled device, it establishes a
connection to it, being thus able to exchange and display information between them, without needing any
other technologies or types of connection (e.g. internet connection). Adopting a similar paradigm, the
proposed D2D protocol will facilitate the information exchange between citizens (i.e. through smart mobile
devices) and healthcare practitioners (i.e. through a computer with a bluetooth adapter), without the usage
of central cloud services or internet connection.

In order to accomplish all the aforementioned tasks, the D2D protocol will define the Bluetooth services to
be offered by a healthcare organization to request health data contained in the S-EHR app, as well as the
Bluetooth services to be offered by the S-EHR app for receiving requests from the HCP app of the

4
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Healthcare Organization Information System and provide specific responses. The D2D protocol will also
exploit the D2D Security protocol for performing ldentity Management, Consent Management, and
Authorization Management that will be integrated into the overall functionality of the D2D protocol.

3.2 Related Work
3.2.1 Short Range Wireless Communication

Short-range wireless communication systems have to do with a wide range of scenarios, technologies and
requirements. There is not any specific definition of such systems though one can always classify short-
range wireless systems according to their typical reach or coverage. Henceforth, short-range wireless
communications can be defined as the systems that aim to provide®wireless connectivity within a local
sphere of interaction. Short-range wireless systems deal with transferring of data from millimetres to a few
hundreds of meters, which are not only providing wireless connectivity in the immediate proximity, butin a
broader area they can be defined as technologies that aredsed to construct service access in local areas.
Together with wide/metropolitan area cellular systems, short-range wireless systems represent the two
main developing directions in today’s wireless communications scene having certain common parts as well
as various differences from cellular systems. The main goal is to maximize the supported data throughput
for both types of wireless networks, and as a result a detailed comparison between them is not easily
implemented. There is a great deal of cooperation between shortérange and cellular networks, and in many
cases exploiting their full characteristics results in very efficient solutions.

The short-range wireless systems include NFC for very clese connectivity, RFID ranging from centimetres up
to a few hundred meters, WBAN providing wireless access inithe close vicinity of a person, WPAN offering
users in their surroundings of up to,ten meters or so, WLAN, the de facto local connectivity for indoor
scenarios covering typically up to a hundred meters around the access point, VAN involving distances of up
to several hundred meters and WSN, reaching even further. Short-range wireless communication systems
include a great diversity in possible aif interface solutions; topologies as well as achievable data throughput
and supported mobility. In general, short-range networks have ad hoc distributed architectures allowing
direct and multi-hop connectivity among nodes. Centralized access is also possible, as in WLAN, which in
fact supports both centralized and distributed topologies. Data throughput requirements for short-range
wireless systems are very broad, from some hundred bits per second in simple RFID systems up to 10 Gbps
and beyond in WLAN systems, foriinstance.

One of the key requirements for/short-range wireless systems is low power consumption , particularly
taking into account that transceivers are in many cases battery-driven. Particular attention is necessary
when designing short-range wireless devices while minimizing the power consumption at the three basic
conditions of the transceiver, namely transmitting, receiving and idle states. Low cost is another important
factor to take into consideration when designing short-range wireless systems. Furthermore, minimizing
size and weight are also quite often imperative engineering principles that need to be applied by the
designer of such communication systems. Another important aspect of short-range wireless
communications networks is their relationship to other existing wireless networks and their possible
interaction.

These days, there is more wireless technology in use than ever before. Wireless technology is portable,
easy to install, flexible and eliminates the cost of expensive wiring. With the explosion of available wireless
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devices, there has also been a big increase of wireless protocols and standards to support all of that
technology. These include several short-range wireless communication technologies that transmit shorter
distances than other long range technologies, making them great for certain applications. Below is a short
list of the most commonly used short-range wireless communication standards and technologies.

3.2.1.1 ANT+

ANT and ANT+ [ANT+] are sensor network technologies used for collecting and transferring sensor data.
This short-range wireless communication technology is a type of personal-area network (PAN) that features
low power consumption and long battery life. It divides the 2.4 GHz band into 1 MHz channels and
accommodates multiple sensors. It is primarily used for short-range, low-data-rate sensor applications such
as sports monitors, wearables, wellness products, home health monitoring, vehicle tire pressure sensing
and in household items that can be controlled remotely such as TVs, lights and appliances. It can be
configured to spend long periods in a low-power “sleep” mode (consuming of the order of microamps of
current), wake up briefly to communicate (when consumption rises to aypeak of 22mA (at -5dB) during
reception and 13.5mA (at -5 dB) during transmission) and return to sleep mode. Average current
consumption for low message rates is less than 60'microamps on some devices. Each ANT channel consists
of one or more transmitting nodes and one or more‘receiving nodes, depending on the network topology.
Any node can transmit or receive, so the channels are bi-directional.” ANT accommadates three types of
messaging: broadcast, acknowledged, and burst.

e Broadcast is a one-way communication from one node to another (or many). The receiving node(s)
transmit no acknowledgement, but\the receiving node may still send messages back to the
transmitting node. This technique is suited to sensor applications and is the most economical
method of operation.

® Acknowledged‘messaging canfirms receipt of data packets. The transmitter is informed of success
or failure, although there are no retransmissions. This technique is suited to control applications.

e Burst messaging is‘a multi-message transmission technique using the full data bandwidth and
running to completion. The'receiving node acknowledges receipt and informs of corrupted packets
that the transmitter then re=sends. The packets are sequence numbered for traceability. This
technique is suitedto data block transfer wherethe integrity of the data is paramount.

Se20.2  BluetootiR&BluetootigBow Energy

Bluetooth [BLUETQOTH] is covered by the IEEE 802.15.1 standard. Originally created as an alternative to
cabled RS-232, Bluetooth,is now used to send data from PANs and fixed and mobile devices. This plug-and-
play technology utilizesthe,2.4 #2.485 GHz band and has a standard range of 10 meters, but it can be
extended to 100 meters at‘maximum power with a clear path. BLE has a simpler design and is a direct
competitor of ANT+, focusing on health and medical applications.

Bluetooth is a packet-based short-range wireless communication technology with a master/slave
architecture, where the devices can switch roles, by agreement, and the slave can become the master. One
master may communicate with up to seven slaves in a piconet. All devices share the master's clock. Packet
exchange is based on the basic clock, defined by the master, which ticks at 312.5 ps intervals. Two clock
ticks make up a slot of 625 ps, and two slots make up a slot pair of 1250 ps. In the simple case of single-slot
packets, the master transmits in even slots and receives in odd slots. The slave, conversely, receives in even
slots and transmits in odd slots. Packets may be 1, 3 or 5 slots long, but in all cases the master's
transmission begins in even slots and the slave's in odd slots. The master chooses which slave device to
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address by switching rapidly from one device to another in a round-robin fashion. Since it is the master that
chooses which slave to address, whereas a slave is supposed to listen in each receive slot, being a master is
a lighter burden than being a slave. Being a master of seven slaves is possible; being a slave of more than
one master is possible. The specification is vague as to required behaviour in scatternets. To use Bluetooth
wireless technology, a device must be able to interpret certain Bluetooth profiles, which are definitions of
possible applications and specify general behaviours that Bluetooth-enabled devices use to communicate
with other Bluetooth devices. These profiles include settings to parameterize and to control the
communication from the start. Adherence to profiles saves the time for transmitting the parameters anew
before the bi-directional link becomes effective. There are a wide range of Bluetooth profiles that describe
many different types of applications or use cases for devices. Bluetooth has different versions, with either
minor or major differences among them, based on their implementation and usage. The version history of
Bluetooth is depicted below:

e Bluetooth 1.0 and 1.0B: This version had many problems, and manufacturers had difficulty making
their products interoperable. They included .mandatory Bluetooth hardware device address
transmission in the Connecting process, which was a major setback for.certain services planned for
use in Bluetooth environments

e Bluetooth 1.1: This version was ratified as an IEEE Standard 802.15.1-2002. It included many error
fixes from the v1.0B specifications, including the possibility of'non-encrypted channels, and Signal
Strength Indicator for the received data.

® Bluetooth 1.2: This version included faster. Connection and, Discovery, adaptive frequency-hopping
spread spectrum, which improved'the resistance to radio frequency interference by avoiding the
use of crowded frequencies in the hopping sequence. It alsoincluded higher transmission speeds
than in v1.1, and.improved quality of audio links by allowing retransmissions of corrupted packets,
and increasingfaudio latency to provide better.€oncurrent data transfer.

e Bluetooth 2.0: This,version of the Bluetooth Core Specification was released in 2004. The main
difference is the introduction' of .an EDR for faster data transfer. The bit rate of EDR is 3 Mbit/s,
althetigh themmaximum data transfernrate is 2.1 Mbit/s. EDR can provide a lower power
consumption through a reduced duty cycle. The specification is published as Bluetooth v2.0 + EDR,
which implies that EDRuis an optional feature. Aside from EDR, the v2.0 specification contains other
minor improvements, and\products may claim compliance to "Bluetooth v2.0" without supporting
the highendata rate.

e Bluetooth' 2.1: This version of Bluetooth Core Specification includes secure simple pairing,
improving the pairing experience for Bluetooth devices, while increasing the use and strength of
security. It also allows improvements, including extended inquiry response, which provides more
information during the inquiry procedure to allow better filtering of devices before connection, and
sniff subrating that reduces the power consumption in low-power mode.

e Bluetooth 3.0: This version of the Bluetooth Core Specification was adopted in 2009. Bluetooth v3.0
provides theoretical data transfer speeds of up to 24 Mbit/s, though not over the Bluetooth link
itself. Instead, the Bluetooth link is used for negotiation and establishment, and the high data rate
traffic is carried over a colocated 802.11 link. The main new feature is Alternative MAC/PHY, the
addition of 802.11 as a high-speed transport. The high-speed part of the specification is not
mandatory, and hence only devices that display the "+HS" logo actually support Bluetooth over
802.11 high-speed data transfer. A Bluetooth v3.0 device without the "+HS" suffix is only required

*" InteropEHRate -




to support features introduced in Core Specification Version 3.0 or earlier Core Specification
Addendum 1.

e Bluetooth 4.0: This version of the Bluetooth Core Specification version 4.0 (Bluetooth Smart) has
been adopted as of 2010. It includes Classic Bluetooth, Bluetooth high speed and BLE short-range
wireless communication technologies. Bluetooth high speed is based on Wi-Fi, and Classic
Bluetooth consists of legacy Bluetooth short-range wireless communication technologies. BLE,
previously known as Wibree, is a subset of Bluetooth v4.0 with an entirely new short-range wireless
communication technology stack for rapid build-up of simple links. As an alternative to the
Bluetooth standard short-range wireless communication technologies that were introduced in
Bluetooth v1.0 to v3.0, it is aimed at very low power applications powered by a coin cell. Chip
designs allow for two types of implementation, dual-mode, single-mode and enhanced past
versions. Compared to Classic Bluetooth, BLE is intendéd to provide considerably reduced power
consumption and cost while maintaining a similar communication range. In a single-mode
implementation, only the low energy short-range wireless communication technology stack is
implemented. The compliant architecture shares all of Classic Bluetooth's existing radio and
functionality resulting in a negligible cost increase compared to ClassicyBluetooth. Cost-reduced
single-mode chips, which enable highly integrated and compact devices, feature a lightweight Link
Layer providing ultra-low power idle mode operation, simple device discovery, and reliable point-
to-multipoint data transfer with advanced power-save and secure encrypted connections at the
lowest possible cost. General improvements in version»4.0 include the changes necessary to
facilitate BLE modes, as well as the GATT and Security Manager services with Advanced Encryption
Standard.

e Bluetooth 4.1: This version'is an incremental software update to Bluetooth Specification v4.0, and
not a hardwarée update. The'update incorporatés some Bluetooth Core Specifications and adds new
features that improve consumer usability. These include increased co-existence support for LTE,
bulk data exchange rates, and aid. developer innhovation by allowing devices to support multiple
roles” simultaneously. “New features 'of this' specification include mobile Wireless Service
Coexistence Signalling, Train Nudging and'Generalized Interlaced Scanning, Low Duty Cycle Directed
Advertising, L2ZCAP Connection Oriented and Dedicated Channels with Credit-Based Flow Control,
Dual Mode and Topolagy; LE Link Layer Topology, 802.11n PAL, Audio Architecture Updates for
Wide Band Speech, Fast Data Advertising Interval, and Limited Discovery Time.

e Bluetooth 4.2: This version includes major areas of improvement in the domain of Low Energy
Secure Connection with Data Packet Length Extension. It also includes Link Layer Privacy with
Extended Scanner FilterPolicies, Internet Protocol Support Profile version 6 ready for Bluetooth
Smart things to support connected home, and supports the fact that older Bluetooth hardware may
receive 4.2 features such as Data Packet Length Extension and improved privacy via firmware
updates.

e® Bluetooth 5.0: This version has new features mainly focusing on emerging Internet of Things
technology. Bluetooth 5.0 provides for BLE, options that can double the speed (2 Mbit/s burst) at
the expense of range, or up to fourfold the range at the expense of data rate, and eightfold the
data broadcasting capacity of transmissions, by increasing the packet lengths. The increase in
transmissions could be important for Internet of Things devices, where many nodes connect
throughout the whole house. Bluetooth 5 adds functionality for connectionless services such as
location-relevant navigation of low-energy Bluetooth connections.
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e Bluetooth 5.1: This version supports major areas of improvement including AoA and AoD which are
used for location and tracking of devices, Advertising Channel Index, GATT Caching.

3.2.1.3 EnOcean

This system is self-powered and able to wirelessly transmit data by using ultra-low power consumption and
energy collecting technology. Instead of a power supply, EnOcean’s wireless sensor technology [ENOCEAN
collects energy from the air. Energy from the environment, such as light, pressure, kinetic motion and
temperature differences, is harvested and used to transmit a signal up to 30 meters indoors using a very
small amount of energy. In the US, EnOcean runs on the 315 MHz and 902 MHz bands. In Europe, it uses
the 868 MHz frequency band and in Japan, it operates on the 315 MHz and 928 MHz frequency bands.
EnOcean technology is based on the energetically efficient exploitation of slight mechanical motion and
other potentials from the environment, such as indoor light and temperature differences, using the
principles of energy harvesting. In order to transform such energy fluctuations into usable electrical energy,
electromagnetic, solar, and thermoelectric energy converters are used. EnOcean-based products (such as
sensors and light switches) perform without batteries and are engineered to operate maintenance-free.
The radio signals from these sensors and switche§ can be transmitted wirelessly,over a distance of up to
300 meters in the open and up to 30 meters inside buildings. Early designs fromthe company used piezo
generators, but were later replaced with electromagnetic energy sources to reduce the operating force (3.5
newtons), and increase the service lifeo 200 operations a'day for more than 25 years.'EnOcean wireless
data packets are relatively small, with the packet being only 14 bytes long and are transmitted at 125
kbit/s. RF energy is only transmitted for the 1's of the binary data, reducing the amount of power required.
Three packets are sent at pseudo-random intervals reducingithe possihility of RF packet collisions. Modules
optimized for switching applications, transmit additional data packets on‘release of push-button switches,
enabling other features such as light dimming to be implemented. The transmission frequencies used for
the devices are 902 MHz, 928.35 MHz, 868.3 MHz and 315 MHz. In 2017, EnOcean unveiled a series of light
switches utilizing BLE radio (2.4GHz).

3.2.1.4 Qe Field QOumunicationCikC)
NFC [NEC] is an ultra-short-range technoloegy created for contactless communication between devices. It is
often used for secure payment applications) fast passes and similar applications. Operating on the 13.56
MHz ISM frequeney, NFC has a maximum range of around 20 cm, which provides a more secure connection
that is usually encrypted. Many 'smart phones already include an NFC tag. NFC short-range wireless
communication technologies established a generally supported standard. When one of the connected
devices has Internet connectivity; the other can exchange data with online services. NFC-enabled portable
devices can be provided with application software, for example, to read electronic tags or make payments
when connected to an NFC-compliant apparatus. Earlier close-range communication used technology that
was proprietary to the manufacturer for applications such as stock tickets, access control and payment
readers. Like other "proximity card" technologies, NFC employs electromagnetic induction between two
loop antennas when NFC-enabled devices—for example a smartphone and a printer—exchange
information, operating within the globally available unlicensed radio frequency ISM band of 13.56 MHz on
ISO/IEC 18000-3 air interface at rates ranging from 106 to 424 kbit/s. NFC tags contain data and are
typically read-only, but may be writable. They can be custom-encoded by their manufacturers or use NFC
Forum specifications. The tags can securely store personal data such as debit and credit card information,
loyalty program data, PINs and networking contacts, among other information. The NFC Forum defines four

*" InteropEHRate -




types of tags that provide different communication speeds and capabilities in terms of configurability,
memory, security, data retention and write endurance. Tags currently offer between 96 and 4,096 bytes of
memory.

The two modes for NFC are:

e Passive: The initiator device provides a carrier field and the target device answers by modulating
the existing field. In this mode, the target device may draw its operating power from the initiator-
provided electromagnetic field, thus making the target device a transponder.

e Active: Both initiator and target device communicate by alternately generating their own fields. A
device deactivates its RF field while it is waiting for data. In this mode, both devices typically have
power supplies.

It should be noted that each full NFC device can work in three modes:

e NFC card emulation: It deals with NFC-enabled devices_such as smartphones to act like smart cards,
allowing users to perform transactions such as paymeént or ticketing.

® NFC reader/writer: It enables NFC-enabled devicés to read information stored on inexpensive NFC
tags embedded in labels or smart posters.

® NFC peer-to-peer: It enables two NFC-énabled devices to communicate with each other to
exchange information in an ad hoc fashion.

3.2.1.5 RFID

RFID [RFID] uses small, flat, cheap tags that can be attached te anything and used for identification,
location, tracking and inventory management. When a,reader unit is'\nearby, it transmits a high-power RF
signal to the tags and reads the data stored in\their memory. Low frequency RFID uses the 125-134 kHz
band, high frequency RFID uses the,13.56 MHz ISM bandfand Ultra-high frequency RFID uses the 125-134
kHz band. With multiple ISO/IEC standards available for RFID, this technology has replaced bar codes in
some industries. It uses electromagnetic fields to automatically identify and track tags attached to objects.
The tags contain electronically stored/information. Passive tags collect energy from a nearby RFID reader's
interrogatingradio waves. Active tags have alecal power source (such as a battery) and may operate
hundreds of meters from the RFIDreader. Unlike'a barcode, the tag need not be within the line of sight of
the reader,so it may be embedded in the tracked object. RFID is one method of automatic identification
and data capture.

3.206), ZigBee
ZigBee [ZIGBEE] is the standard of the ZigBee Alliance. The path of a message in this network zig-zags like a
bee, hence the name. It is, a software short-range wireless communication technology that uses the
802.15.4 transceiver as a base and is meant to be cheaper and simpler than other WPANSs, like Wi-Fi or
Bluetooth. ZigBee is able to build large mesh networks for sensor monitoring, handling up to 65,000 nodes,
and it can also support multiple types of radio networks such as point-to-point and point-to-multipoint. It
has a data rate of 250 kB/s and can transfer wireless data over a distance of up to 100m. ZigBee can be
used for a range of applications including remote patient monitoring, wireless lighting and electrical
meters, traffic management systems, consumer TV and factory automation, to name a few.
Zigbee devices are of three kinds:
® Zigbee Coordinator: The most capable device, the Coordinator forms the root of the network tree
and might bridge to other networks. There is precisely one Zigbee Coordinator in each network
since it is the device that started the network originally (the Zigbee LightlLink specification also
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allows operation without a Zigbee Coordinator, making it more usable for off-the-shelf home
products). It stores information about the network, including acting as the Trust Center &
repository for security keys.
® Zigbee Router: As well as running an application function, a Router can act as an intermediate
router, passing on data from other devices.
® Zigbee End Device: Contains just enough functionality to talk to the parent node (either the
Coordinator or a Router); it cannot relay data from other devices. This relationship allows the node
to be asleep a significant amount of the time thereby giving long battery life. A Zigbee End Device
requires the least amount of memory, and, therefore, can be less expensive to manufacture than a
Zigbee Router or Zigbee Coordinator.
The current Zigbee short-range wireless communication technologies support beacon and non-beacon
enabled networks.
® |n non-beacon-enabled networks, an unslotted CSMA/CA channel access mechanism is used. In this
type of network, Zigbee Routers typically have th€ir receivers continuously active, requiring a more
robust power supply. However, this allowsfor heterogeneous networks in which some devices
receive continuously, while others only transmit when an external stimulus is detected. The typical
example of a heterogeneous network is a wireless light switch: The Zigbee hode at the lamp may
constantly receive, since it is connected to the mains supply, while a battery-powered light switch
would remain asleep until the switch,is thrown. The switch then wakes up, sends'a command to the
lamp, receives an acknowledgment, and returns to sleep. In such a network the lamp node will be
at least a Zigbee Router, if not the Zigbee Coordinator; the switch node is typically a Zigbee End
Device.
® In beacon-enabled networks, the special\network nodes,called Zigbee Routers transmit periodic
beacons to confirm their presence to other network nodes. Nodes may sleep between beacons,
thus lowering theiriduty cycle and extending their battery life. Beacon intervals depend on data
rate; they may rangefrom /15.36_milliseconds, to 251.65824 seconds at 250 kbit/s, from 24
milliseconds t0.393.216 seconds at 40 kbit/s and from 48 milliseconds to 786.432 seconds at 20
kbit/s. However, low duty cycle operation‘withylong beacon intervals requires precise timing, which
can,conflict with the need for lowproduct cost.
In general, the Zighee short-range\wireless communication technologies minimize the time the radio is on,
so as to reduce power use. In beaconing networks, nodes only need to be active while a beacon is being
transmitted. In non=beacon-enabled networks, power consumption is decidedly asymmetrical: Some
devices are always activeiwhile others spend most of their time sleeping.

3.2.1.7 Wi-FDirect
Wi-Fi Direct [WIFIDIRECT], initially called Wi-Fi P2P, is a Wi-Fi standard enabling devices to easily connect
with each other without requiring a wireless access point. Wi-Fi Direct allows two devices to establish a
direct Wi-Fi connection without requiring a wireless router. Hence, Wi-Fi Direct is single radio hop
communication, not multihop wireless communication, unlike wireless ad hoc networks and mobile ad hoc
networks. Wi-Fi ad hoc mode, however, supports multi-hop radio communications, with intermediate Wi-Fi
nodes as packet relays. One advantage of Wi-Fi Direct is the ability to connect devices even if they are from
different manufacturers. Only one of the Wi-Fi devices needs to be compliant with Wi-Fi Direct to establish
a peer-to-peer connection that transfers data directly between them with greatly reduced setup. Wi-Fi
Direct negotiates the link with a Wi-Fi Protected Setup system that assigns each device a limited wireless
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access point. The “pairing” of Wi-Fi Direct devices can be set up to require the proximity of a near field
communication, a Bluetooth signal, or a button press on one or all the devices. When a device enters the
range of the Wi-Fi Direct host, it can connect to it, and then gather setup information using a Protected
Setup-style transfer. Connection and setup is so simplified that it may replace Bluetooth in some situations.
Wi-Fi Direct-certified devices can connect one-to-one or one-to-many and not all connected products need
to be Wi-Fi Direct-certified. One Wi-Fi Direct enabled device can connect to legacy Wi-Fi certified devices.
The Wi-Fi Direct certification program is developed and administered by the Wi-Fi Alliance, the industry
group that owns the “Wi-Fi” trademark. The specification is available for purchase from the Wi-Fi Alliance

3.2.1.8 Z-Wave

Z-Wave [ZWAVE] is a wireless communications short-range wiréless communication technology used
primarily for home automation. It is a mesh network using low*energy radio waves to communicate from
appliance to appliance, allowing for wireless control of residential appliances and other devices. A Z-Wave
system can be controlled via the Internet from a smartphone, tablet or computer, and locally through a
smart speaker, wireless keyfob, or wall-mounted panel with a Z-Wave gateway or central control device
serving as both the hub controller and portal to the outside. Z-Wave is designed,to provide reliable, low-
latency transmission of small data packets at data rates up to 100kbit/s. The throughput is 40kbit/s
(9.6kbit/s using old chips) and suitable for control and sensor applications, unlike"Wi-Fi and other IEEE
802.11-based wireless LAN systems thathare designed primarily for high data rates. Communication
distance between two nodes is about 30'meters (40 meters with 500 series chip), and with message ability
to hop up to four times between nodes, it'gives enough coverage forimost residential houses. Modulation
is by Manchester channel encoding. Z-Wave uses the Part 15 unlicensed,ISM band. It operates at 868.42
MHz in Europe, at 908.42¢MHz in North America and uses other'frequencies in other countries depending
on their regulations. This band competes with some cordless telephones and other consumer electronics
devices, but avoids interference with Wi-Fi, Bluetooth and other systems that operate on the crowded 2.4
GHz band. The lower layers, MAC and'PHY, are described by ITU-T G.9959 and fully backwards compatible.
In 2012, thedTU included the Z-Wave PHYand MAC layersias an option in its G.9959 standard for wireless
devices dnder 1 GHz. Datayrates include 9600 bps and 40 kbps, with output power at 1 mW or 0 dBm.
Devices can communicate toone another by using intermediate nodes to actively route around and
circumvent household obstacles or radio dead spots that might occur in the multipath environment of a
house. A messagefrom node A to node C can'be'successfully delivered even if the two nodes are not within
range, providing that a third node B can communicate with nodes A and C. If the preferred route is
unavailable, the message originator will attempt other routes until a path is found to the C node. Therefore,
a Z-Wave network can span,much farther than the radio range of a single unit; however, with several of
these hops a slight delay may be introduced between the control command and the desired result.

3.2.2 Related Work similar to the D2D approach
Current research promises to solve the challenge of maintaining and facilitating the exchange, sharing and
analysis of healthcare information. Nevertheless, when this information must be shared between
healthcare ecosystem entities, this happens by specifically designed medical applications, protocols or even
by the patients themselves, who often bring their files from appointment to appointment. In the current
deliverable, the D2D Protocol is being specified, in the form of a secure communication protocol for
exchanging messages and healthcare-related data between two nearby smart devices, adopting short range
communication technologies, and in particular Bluetooth v4.0. Shortly, the D2D protocol is being specified
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as an open specification protocol that can give the ability to EU citizens to exchange health information
stored in their smart devices directly with Healthcare Institutions. This health information is structured in a
common format with respect to the widely adopted HL7 FHIR standard, whereas the D2D protocol can
check the conformance of the exchanged information based on specifically parameterized HL7 FHIR
interoperability profiles. Furthermore, the D2D protocol provides a fully encrypted communication channel
with easily usable symmetric key authentication, supporting data encryption and decryption mechanisms,
without allowing any third-party to access this communication. Hence, through adopting the D2D protocol,
the idea of securely exchanging HL7 FHIR structured health information even in cases where internet
connection is not available, can become a reality.

Currently, the European Commission is presenting the need for a secure system that will enable citizens to
access their electronic health records in all Member States of the European Union by 2021
[Marco][Europa][eHealth]. The aim is to facilitate European citizens' access to their health data wherever

they are in the EU, to have the ability to easily exchange it;, to improve medical monitoring and to make
emergency care more efficient. In France, the Shared Médical Records (SMR — Dossier Medical Partagé in
French) [SMR] was officially launched in November 2018. This can be best described as an electronic health
record that stores, centralizes, and secures all patient health information (reimbursements, pathologies,
treatments, consultation and hospitalization reports, examination results, etc.). Furthermore, the northern
European countries (Finland, Sweden, Denmark, and Estonia) .are pioneers in the digitization of their
administrations [Europa]. Online services, connected identity cards, nearly all citizens now use the Internet
for their administrative procedures. The samenapplies to health services. In Denmark, the Medcom
[MedCom] initiative was launched in 1994"as\a national health data network, with an Internet portal that
collects and distributes medical data between health professionals and citizens. Sweden adopted a national
e-health strategy in 20064The Swedish Medical Record (NPO) [NRO] is accessible to authorised personnel,
and any existing computer system can, be connected(to it. In southern Europe, in Spain, the Andalusian
region has launched the Diraya program [Diraya], which aims at ensuring the continuity of care by
harmonizing information so that.it is accessible to everyone, patients and doctors alike. A single medical file
has been setiup and the information is centralized on specialized websites. It is undeniable that a European
system of health data exchange would have many advantages since it would make it easier for European
citizens'to move from one country to another without having to worry about their current medical
prescriptions or treatments. In‘addition, in the context of emergency care abroad, the patient file would be
accessible more quickly. Hence, citizens would be treated more quickly and securely, and with the
appropriate care.

Nevertheless, there existi.several competitor technologies and research projects, with a similar purpose as
the D2D protocol, aiming towards the Health Information Exchange (HIE) initiative. Among the research
projects - which are not however using short-range wireless communication technologies to exchange
health information, there exist several solutions. The Direct Secure Messaging_[Direct] is a digital messaging
tool which is used in healthcare for such communication as referrals, admissions, discharges, and transfers,
pharmacy prescriptions, automated push-event notifications, and even messaging directly with patients.
Direct can be used with several different interfaces such as an email client, healthcare IT portals, mobile
devices, or an automated date delivery feed. Depending on the intended workflow, Direct can integrate
with healthcare IT systems in multiple ways. To participate, both sender and receiver need a specific Direct
email address. Carequality [Carequality] provides a national-level, consensus-built, common
interoperability framework to enable data exchange between and among health data sharing networks.
CommonWell Health Alliance members and service providers have created and deployed a vendor-neutral
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platform for health data exchange. Major EHR vendors such as Cerner and Greenway Health are
CommonWell members but also can exchange data through Carequality. In addition to hospitals and
physicians, networks have been made for radiologists for images, as well as ambulatory care centers, home
health, laboratories, and post-acute care providers. Capabilities include sharing Consolidated-Clinical
Document Architecture (CCDA) documents. Those who belong to a particular network can query records
from various providers on the other networks as part of the Carequality framework— regardless of
geography. With cloud fax [CloudFax], digital documents and reports can be efficiently routed into folders
and organized in a larger document solution or in your own user interface without the need to touch
physical paper. Cloud fax can plan an integral role in achieving functional interoperability, both among
highly connected healthcare providers and those that may lag en the technology front. KONFIDO
[KONFIDO] is a research project aiming to develop a holistic paradigm for secure cross-border health data
exchange. It builds its solution upon existing/evolving Europeanframeworks, such as OpenNCP [OpenNCP],
the open-source NCP reference software implementation’ part of project epSOS [epSOS], and elDAS
[eIDAS]. Another research is [Gavrilov] where the authors'propose a model for an Electronic Health Record
(EHR) for Health Data Exchange based on a Saa$S (Software as a service) service model developed on top of
cloud computing technology. In the proposed maédel EHRs are stored in the cloud and can be accessed
through a web portal or background web services through SOA. The system is using Health Level Seven
International (HL7) standard and can store information on: healthcare processes, resources, users, and
authorization, also capable of recording ofsall data on the patient history, diagnostic test data, therapy,
decisions request for further investigations, and treatment. Furthermore, in [Masud] the authors
implemented an anonymous, query-based, on the fly'secure data exchange protocol between two clouds
for collaborative cloud-based healthcare environments. It used pairing-based cryptography without the use
of a public key. The healthcare service providers are helpéed by the cloud based big data frameworks. Each
cloud source acts autonomously and creates an‘on-the-fly data exchange session to exchange data with
another cloud. The framewaorks contain a platform for exchanging medical data in multiple clouds. The
healthcare providers use the cloud based.big data frameworks to store, manage, share, and analyze health
data. For the'exchange,of the data‘each cloud determines the acquaintance in a pair wise fashion with the
other clouds. Firstly, a secret session, key is randomly generated by each cloud for each data sharing
session. After that, a verification is conducted to provethat the protocol prevents masquerade, replay and
man in the middle attacks. As s@on. as this‘process is terminated, the exchange of health data may begin.

As for the research projects aiming in short-range distance communication protocols for exchanging
healthcare data, in [Basjaruddin] the authors developed a medical record system based on Near Field
Communication (NFC). NFC is a short-range wireless technology consisting of a set of communication
protocols. It is used for contactless small amounts of data exchange. With NFC technology, mobile phones
can store data securely as well as send data to other mobile phones which are equipped with NFC without
the use of the internet. The authors considered the average level of Internet service availability in hospitals,
which is not high, so they wanted to exchange healthcare data offline in a secure way. The authors
developed an electronic medical record (EMR) application where it is used by doctors and patients. The
patients use the application only for reading the content while the doctors can view and change the EMR
content, even add a new patient EMR. Firstly, both must register on the application. The first time that a
doctor examines a new patient, the doctor has to tap between his/her phone and the patient’s phone to
get the patient’s EMR. After that, the doctor can send the latest EMR to the patient application through
NFC and the EMR is stored in the patient's phone. The patient can visit other doctors and send his/her EMR
to the doctor's phone using NFC in the same way. Another technology that can be used towards the Health
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Information Exchange initiative is Wi-Fi Direct, also known as Wi-Fi P2P. The authors in [Khan] performed
research in Wi-Fi Direct in which WPAZ2, devices such as smartphones, laptops etc. can establish a direct Wi-
Fi connection without using a wireless access point. Traffic overload can be caused in the communication
through the wireless access point, so Wi-Fi Direct can be the solution to this problem. In the same context,
the authors in [Jin] also did research in Wi-Fi Direct and they proposed a real-time data transmission system
by using Wi-Fi Direct for the transfer of healthcare data. Generally, Wi-Fi Direct networks include the Wi-Fi
Direct owner and the Wi-Fi Direct Clients. The device that implements the wireless access point is called
Wi-Fi Direct owner and all the other devices are called Wi-Fi Direct Clients and act like clients. A transmitter
requests to establish a Wi-Fi Direct connection to a receiver. If the receiver confirms the request, a secure
communication is established, and the data exchange may initiate. The,authors evaluated the performance
of Wi-Fi Direct using a test bed and compared it to Wi-Fi. The résults of the research showed that the
healthcare data are transported with greater reliability through Wi-Fi Direct than through Wi-Fi, so they
recommended the Wi-Fi Direct for health data transfer.

With regards to the research conducted using a mix of.distance communication protocols for exchanging
data of any type (i.e., not only healthcare data), the authors in [Mockel] present a Bluetooth scatternet
protocol (SNP) that provides the user with a serial link to all connected membersiin a transparent wireless
Bluetooth (BT) network. The authors show how their software layer simplifies a variety of tasks like the
synchronization of central pattern generator controllersfonactuators, collecting sensory,data and building
modular robot structures. The whole BT software stack including their newly proposed‘scatternet layer is
implemented on a single Bluetooth and memory:chip. In [Qiu]‘the authors propose a secure data storage
and sharing method consisting of a selective encryption algorithmy,combined with fragmentation and
dispersion to protect the data safety and privacy even when,both transmission media (e.g., cloud servers)
and keys are compromised. This method is based on a<user-centric design that protects the data on a
trusted device such as¢the end-users' smartphone anddets the end-user,control the access for data sharing.
Furthermore, similarly to the previous research, the authors in [Chong] describe an ‘image beacon' system
that is capable of broadcasting colour images over a very.long period (years, as opposed to days or weeks)
using a set.of cheap,llow-power, memory-constrained Bluetooth Low Energy (BLE) beacon devices. They
have designed an image processing pipeline that considers the background and foreground information of
an image and then applies‘an adaptive encoding method which prioritizes more important regions of an
image during encoding, to achieve the best\quality image under a very strict size limit. To this end, the
authors in [Chung] proposed a ‘data sharing method among multi smart devices at close range using
inaudible frequencies,and Wi-Fi. Most of the near data sharing methods are unable to be operated using
different operating systems. This research tried to correct this problem by using the inner speaker and the
microphone of smart devices. The transmitter generates inner signals consisting of inaudible sound. The
receivers receive the shared'data from the transmitter via Wi-Fi. The proposed method was compared with
the Bump application and indeed the proposed method is more useful than Bump. More specifically, with
the use of inaudible frequencies the transmitter generates an inner signal from an inner speaker and sends
the data and its current GPS information to the sharing server. The receivers, which are located near the
transmitter, receive the sound-data through their microphone. In the case that they understand that the
sound they received is the data-sharing signal, they also send their current GPS information to the server.
Finally, they download the shared data from the server.

However, among the previous implementations, some of them can lead to a time-consuming process which
can result in inaccurate information, with increased inefficiencies, leading to care of low value. Among the
problems that the Health Information Exchange (HIE) initiative is facing are (i) that third party health data
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cannot be accessed without internet connection - which cannot be always available, (ii) that there exist
crucial delays in accessing current citizens’ data, while (iii) a major obstacle is that direct exchange of health
information can only happen among Healthcare Institutions, without the active participation or
involvement of the current data owners (i.e., citizens). Moreover, there exist several smart devices’
applications that are offering the ability to exchange health information between citizens and healthcare
practitioners, which are however using vendor-specific and non-interoperable protocols, without
respecting any common data representation or terminology structures. Finally, the usage of multiple
credentials to authenticate citizens and Healthcare Institutions - even in the same countries, could also be a
major barrier towards this objective. Among the above difficulties, the D2D protocol is being specified to
solve each one of these issues.

3.2.3 D2D over Bluetooth

A comparison study took place with specified criteria, for i e most ideal short-range wireless

personal computer (i.e. HCP App). In mc

e Range (in centimetres/ meters)

e Data Rate (in bps)

e Security (Low, Mediu i ss communication technology
specification)
Platform Appli rating systems (iOS, Android))

e Ease of use (Lov i ‘ e short-range wireless communication technology

specification)

on the short-range wireless communication

p to 180 Up to 100m Up to 10m Up to 4cm
Upt Up to 25 Mbps Up to 200kbps Up to 424kbps

High High High Medium
Android: Host Wi-Fi Android: Android:
: Applicable Applicable
. network by Android or PP Android: Applicable pp
Applicability PC iOS: Needs i0S: Applicable

N iOS: GATT-based API
certification under

MFI program

i0S: Manually join
hosted network by the

(data transfer by
NFC packets to
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PC be understood)

High High High High

Power
Consumption

High Medium Low Low

Table 3 - Comparison between short-range wireless communication technologies

In terms of process, a list of requirements was circulated to the hospitals of the InteropEHRate consortium
(i.e. users), in order to identify their needs and specifications. This list (including the users’ answers) can be
seen in the ANNEX of the current document. Based on the results that are displayed in Table 3, as well as
the needs and the criteria that were set, the two most likely candidate'short-range wireless communication
technologies for the D2D protocol were Bluetooth v4.0 and BLE. In general, one of the primary advantages
of Bluetooth is that it is enabled in almost any Andfoid, Windows or Apple iOS device, allowing these
devices to transmit data wirelessly. This advantagé can be translated to more specific benefits including
wirelessly connecting or “pairing” devices to create a wireless personal area network or WPAN, wireless
synchronization, as well as conveniently sending and/or receiving filesywithout the trouble of carrying and
using cables or other hardware interfacingitechnology such'as the USB standard or Thunderbolt technology.
That is why complementary devices have been'developed and marketed because Bluetooth has seemingly
become a standard feature of modern computers, specifically laptops and mobile devices. These devices
included wireless speakers and headphones, smart devices such as smartwatches and other wearable
technologies for monitoring activities, and' Bluetooth-enabled smart shome appliances and office
equipment, among others. Moreover), pairing devicesswith built-in Bluetooth radio is considerably easy.
There is no need to instalbadditional'software or drivers to establish-.communication between Bluetooth-
enabled devices. There is also'no rigorous setup process for two devices to communicate. The technology
simplifies the.entirespairing process‘by making:enabled'devices readily discoverable to one another as long
as their Bluetooth radios, are turned on, and they are within the coverage radius. In addition, the
technology also includes a protocol for. identifying services using the Service Discovery Protocol and
Universal Unigue Identifier to'list\down specific services or features of a particular device. These protocols
allow anotherdevice to readily determine and display the name and class of a device it intends to pair with,
as well as its services,or features and technical information. Furthermore, Bluetooth technology is relatively
energy efficient, thus promoting further the benefits and convenience that come with wireless data
transmission. This is particularly true for the BLE or BLE standard. The ultra-low power requirement of BLE
makes it ideal for small devices, including wearable technologies, in which minimal battery life requirement
and small form factor are critical design and engineering considerations.

However, since both Bluetooth v4.0 and BLE were still two different candidates, this research was
continued for identifying the most efficient solution for the InteropEHRate project. It was identified that
BLE could be considered ideal for devices that must operate for long periods of time on small energy
sources. In general, devices that utilize BLE today range in intelligence from heart rate monitors to smart
watches, where BLE is particularly well suited for receiving small data updates, such as the current heart
rate, every few seconds. In that case, the “pairing” process is also very simple since BLE devices can
advertise themselves (at Peripheral state) and multiple BLE devices can be connected to another device (at
Central state), such as a smartphone. However, BLE cannot be considered as the answer for every loT
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device or scenario, especially in the case that our goal is to transmit moderately sized files (including texts
of a few kilobytes, or images of a few megabytes (Mbytes)). As it can be seen in Table 4, the users
demanded from the D2D protocol to exchange - among others, image files of a few megabytes, for the
identified types of examinations.

Type of Examination Weight evaluation by category (Mbytes)

Radiology

Mammography

Angiographies

Positron Emission Tomography - PET

Other Nuclear Medicine
examinations

Radiotherapy

Reports

/les that can be exchanged through the D2D protocol

In more detail, with hroughput is as high as 25 Mbps, so once two devices are paired,
sending 100 Mbytes of
applications requiring Bluet
licensing and other fees in exchange for this functionality. It should be noted that this is not an issue on
Android, but what was needed was the used devices to be compatible with both major mobile operating

systems. In that scenario, BLE could be considered as the most convenient solution, since Apple iOS devices

e a very small amount of time to be transmitted. In order to develop
cess in Apple iOS devices, this can be cost-prohibitive, as Apple collects

support BLE out of the box, without the need to enrol into the MFI program, and many Android devices are
being manufactured with BLE as well. In the case of BLE, in order to send large data files, one needs to
break apart the payload into 20-byte chunks, where on the receiving end, these chunks are recombined.
Four such chunks can be sent per connection interval, which can vary from one device to the next. Android
devices support intervals as low as 7.5 ms, while Apple iOS devices support connection intervals in the 30
ms range. At this rate, with BLE a 500KB image file would take over three minutes to transfer. Some
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workarounds for reducing this amount of data transfer time could be the usage of data partitioning,
serialization, and compression which could help in reducing payload sizes, but in the case of InteropEHRate,
this could not satisfy the users’ needs and requirements who demand low transfer times and high data
transfer rates. Consequently, due to its specifications, Bluetooth v4.0 has been identified as the most
convenient and suitable candidate for short-range wireless communication data exchange, for being
implemented in the D2D protocol in the InteropEHRate project.

In order for the Bluetooth pairing and connection between the devices that host the S-EHR app and the
HCP app to be realized, a specific process between the client and the server application must be followed.
In our case, both the S-EHR app and the HCP app will behave as a true peer-to-peer endpoint by exposing
both server and client behaviour. Typically, the pairing process_that is being followed is based on the

Discover
Nearby Devices
& Senvices

following figure (Figure 5).

Client
Consume
Actor Discovered
Services
Adevertise
Sernvices
Wait for and Sermver

Handle Clients

Stop
Advertising
Services

Bigure 5 - Bluetooth pairing process

In general, in order for Bluetooth-enabled devices to transmit data between each other, they must first
form a channel of communication using a pairing process. One device, a discoverable device, makes itself
available for incoming connection requests. Another device finds the discoverable device using a service
discovery process. After the discoverable device accepts the pairing request, the two devices complete a
bonding process where they exchange security keys. The devices cache these keys for later use. After the
pairing and bonding processes are complete, the two devices exchange information. When the session is
complete, the device that initiated the pairing request releases the channel that had linked it to the
discoverable device. The two devices remain bonded, however, so they can reconnect automatically during
a future session as long as they're in range of each other and neither device has removed the bond.

This process can be summarized as follows:
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Initialization: All bluetooth enabled applications must first initialize the Bluetooth stack.
Client: A client consumes the remote services. This is done by first discovering any nearby devices,
and afterwards for each discovered device it searches for services of interest.

3. Server: A server makes the services available to clients. It registers them in the SDDB [SDDB], in
effect advertising them. It then waits for incoming connections, accepts them as they come in, and
serves the clients that make them. Finally, when the service is no longer needed, the application
removes it from the SDDB.

In general, in order to use Bluetooth, a device must be compatible with the subset of Bluetooth profiles,
meaning a set of rules, which are necessary to use the desired services,defined by these rules. A Bluetooth
profile is a specification regarding an aspect of Bluetooth-based wireless communication between devices
that resides on top of the Bluetooth Core Specification and (optionally) additional protocols [BCS]. The way
a device uses Bluetooth depends on its profile capabilities while the profiles provide standards which
manufacturers follow to allow devices to use Bluetooth in‘the intended manner.

3.2.3.1 Bluetooth Profiles

In the case of Bluetooth, a device should understand specific Bluetooth profiles,‘in the form of definitions
of specific applications which have a predefined nature that Bluetooth devices use to communicate with
each other. In these profiles it candbenfound the settings to change and to manage the overall
communication from the start. Through using, Bluetooth profile, it saves time for transmitting the
parameters anew before the bi-directional\ link' becomes effective. As a result, for two devices to
communicate to complete a specific task, both devices mustiuse a common profile. As depicted in Figure 6,
there exist several Bluetooth Profiles, according to the task that.must be performed and the domain in
which they should be applied. These domains are categorized into fivex(5) main categories, with regards to
the Medical domain (i.e.,; Medical Group) that deals'with medical devices supporting Bluetooth connection,
Serial Port Profile domain (i.e.,'SPP Group).that consists of devices that emulate serial cable data transfer,
Telephony domain (i‘e:, TelephonyGroup) that deals with smart Bluetooth connected devices that support
mobile phones and communication devices, PersonalhAccess Network domain (i.e., PAN Group) consisting
of devices that have the ability:to create local network groups to communicate over Bluetooth, and Audio/
Video domaini(i.e., A/V Group) that supports,Bluetooth devices that deal with audio and video files, which
in most cases are of large data size and complexity. Some of these profiles are depicted below: Advanced
Audio Distribution Profile (A2DP), Audio/Video Remote Control Profile (AVRCP), Common ISDN Access
Profile (CIP), General Audio/Video/Distribution Profile (GAVDP), Generic Object Exchange Profile (GOEP),
Hard Copy Cable Replacement<Profile (HCRP), Human Interface Device Profile (HID), Personal Area
Networking Profile (PAN), Phone Book Access Profile (PBAP), Serial Port Profile (SPP), Service Discovery
Profile (SDAP), SIM Access Profile (SAP, SIM), Video Distribution Profile (VDP), Wireless Application Protocol
Bearer (WAPB), Basic Imaging Profile (BIP), Basic Printing Profile (BPP), Cordless Telephony Profile (CTP),
Device ID Profile (DID), Dial-up Networking Profile (DUN), Fax Profile (FAX), File Transfer Profile (FTP),
Generic Access Profile (GAP), Hands-Free Profile (HFP), Headset Profile (HSP), Intercom Profile (ICP), Object
Push Profile (OPP), or Synchronization Profile (SYNCH). Among this extensive list of Bluetooth profiles, since
the D2D protocol is being used among devices running the most commonly installed Operating Systems
(OS) (Android, Windows and i0S/iPadOS Operating Systems), the three best candidates are the Serial Port
Profile (SPP), Personal Area Networking Profile (PAN), and the Generic Object Exchange Profile (GOEP)
which are designed to be supported by the latter vendors.
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Bigyure 6 - BluetootNgrofiles:

3.2.3.1.1 Bluetooth Serial Port Profile

The Bluetooth SPP profile [SPP] defines the requirements. for Bluetooth devices that are necessary for
creating emulated serial cable connections using the RFCOMM protocol between the involved devices. The
requirements can be described as services which arefprovided to the involved applications, as well as
through the definition“of \the features and processes that are needed for communication among the

interacting devices.

In the Bluétooth SPP profile, the following roles are defined:
e (lnitiator: it initiates.a connection'to another device.
e Acceptor: it waits for another deviceito initiate the connection.

Figure 7 shows the protocols and entities used in the Bluetooth SPP profile. Shortly, the Baseband, LMP and
L2CAP are the OSI layerof the Bluetooth protocols. RFCOMM is the Bluetooth adaptation of GSM TS 07.10,
providing the needed serial portéemulation, while SDP is the Bluetooth Service Discovery Protocol. The
required procedures that should be defined in the Bluetooth SPP profile are divided in three different steps,
referring to the (i) establishment of a link and the set-up of a Virtual Serial Connection, (ii) the acceptance
of the link and the establishment of a Virtual Serial Connection, and (iii) the registration of the Service
Record in a local SDP database.

L
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SDP

LMP

Baseband

L2CAP

Figure 7 - Bluetooidi’sékierl port profile (SPP)

3.2.3.1.2 Bluetooth Personal Area Network (PAN) Profile

The Bluetooth PAN profile [PAN] describes,the way that two er'more Bluetooth devices can create an ad-
hoc network and how it can be re-used for accessing a remote network through a network access point. For
the PAN profile, two general scenarios are usually discussed: (1) the Network access points, and (2) the
Group Ad-hoc Networks. Each case has unique network architecture and requirements, creating multiple
combinations of a PAN profile.

In the Bluetooth PAN profile, the following roles are defined:

e Group Ad-hoc\Network (GN) and GN'service can be considered as a Bluetooth device that
supports the ‘GN, service for,forwarding Ethernet packets to each of the connected
Bluetoothidevices, speaking about the PAN users, as needed.

® PAN User (PANU) is a Bluetooth device that can use either the NAP or the GN service. PANU
supports the client role for both the NAP and GN roles.

Figure 8 shows the protocols and entities used in the Bluetooth PAN profile. The Baseband, LMP and L2CAP
are the parts of the Bluetooth protocols that reside in the OSI layer. As in the previous case, SDP is the
Bluetooth Service Discovery. Protocol, while the Management Entity (ME) is the entity that coordinates the
procedures for the initialization, parameterization, and connection management.

SDP BNEP BNEP SDP

ME | L2CAP L2CAP | ME

LMP

LMP

Figure 8 - Bluetooth personal area network (PAN) profile
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The required procedures that should be defined in the Bluetooth PAN profile are divided in two categories,
following different steps based on whether the PANU wants to connect to a GN or the GN wants to connect
to a PANU in order to finally create an ad-hoc network.

3.2.3.1.3 Generic Object Exchange Profile (GOEP)

The Bluetooth GOEP profile [GOEP] describes the protocols and procedures that the involved applications
must use, providing the usage models for facilitating the overall object exchange capabilities. Such models
can be a Synchronization, File Transfer, or Object Push model. In the Bluetooth GOEP profile, the following
roles are defined:

® Server: it provides an object exchange server to and from whichidata objects have the ability to be
pushed and pulled, respectively.
e C(Client: it can push or/and pull data object(s) to and from the Server

Serial port emulation or other API Serial port emulation or other API
OBEX OBEX
RFCOMM SDP RFCOMM SDP
LMP L2CAP LMP L2CAP

Baseband Baseband

Figure 9&Bletooth geneticiabjecteéXchange profile (GOEP)

Figure 9 shows the protocols and entities,used in the Bluetooth GOEP profile. The Baseband, LMP and
L2CAP are the OSI layer 1 and 2 Bluetooth protocols. RFCOMM is the Bluetooth adaptation of GSM TS
07.10. SDP is the Bluetooth Service Discovery Protocol, while OBEX is the Bluetooth adaptation of IrOBEX.
The Application Clientilayer gives the ability to send and retrieve data objects from the side of the Server
using the OBEX operations. The application Server is offering storage capabilities for the data to and from
which the data object can'be sent or retrieved.

3.2.3.1.4 Bluetooth Profiles Comparison & Evaluation

To compare the Bluetooth SPP profile, the Bluetooth PAN profile, and the Bluetooth GOEP profile, the
following evaluation metrics were considered for the three profiles, for their further comparison with
regards to the purposes of the D2D protocol.

e Transmission time: This metric refers to the transmission time (transfer rate), in which a data
exchange process takes place with each different Bluetooth profile.

e Power Consumption: This metric refers to the power that the devices consume when using the
Bluetooth profiles.
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Probability of packet flush: A specific flush timer is initiated when a packet enters the transmit
buffer of the controller. In the case of timeout, the packet is flushed. Each data packet must have a
specific number of slots in order to have a successful data exchange. Generally, the Bluetooth
baseband uses an Automatic Repeat Request (ARQ) in order to send again baseband packets that
contain errors. ARQ retransmissions can happen for a specific number of times, denoted by the
number of transmissions, before a timeout occurs.

Probability of L2CAP retransmission: A L2CAP retransmission happens in the case that there is a
timeout in the retransmission timer. Such a thing can happen if the original packet or its
acknowledgment is flushed.

Probability of packet loss: Packets which are not retransmitted by L2CAP are lost in the case of
flushing. This can happen to all streaming packets and packets that use the Bluetooth SPP and
Bluetooth GOEP profiles. Hence, for these profiles thedoss probabilities are equal to the flushing
probabilities, while for the Bluetooth PAN profile, the loss probabilities are the L2CAP
retransmission failure probabilities.

Based on the aforementioned metrics, all the threé different Bluetooth profiles were evaluated under the

same conditions, while their evaluation results are being,depicted in Figure 10.
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Bluetooth SPP Profile Bluetooth PAN Profile Bluetooth GOEP Profike Bluetooth SPP Profile Bluetooth PAN Profile Bluetooth GOEP Profike

Figure 10 - Bluetooth profiles comparison

Among the different evaluation metrics, the Bluetooth SPP profile can be considered as the best candidate

for the purposes of the D2D protocol. It performs much better, achieving higher transmission time with

decreased probabilities of packet loss, flush and L2CAP retransmission. In more detail it can be seen that

with regards to the Transmission time, the Bluetooth SPP profile performs better since its average mean

was almost 6 sec., in comparison with the Bluetooth PAN profile which was 7 sec. and the Bluetooth GOEP

profile which was 8 sec. Such a difference is caused due to the fact that the Bluetooth SPP profile follows a

different protocol stack than the other two, minimizing the overall obligatory pairing and data exchange

interactions. As for the Power consumption, in all cases there was not any significant difference, since for

the three Bluetooth profiles there was not calculated any major battery consumption of the interacting
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devices. With regards to the Probability of packet flush, the Bluetooth GOEP profile dealt with most packet
flushes, since it is built for exchanging binary objects having a nature similar to client-server applications,
and as a result the exchanging of roles between the involved parties was leading to more packet flushes,
increased L2CAP retransmission and as a result, an increased probability of packet loss. On the other hand,
as for the Probability of packet flush the Bluetooth SPP profile was slightly better than the Bluetooth PAN
profile, since the nature of the D2D protocol is more identical to the environment created and supported
by the Bluetooth SPP profile. Consequently, by the time that the D2D protocol follows the paradigm of
emulating a serial cable data transfer instead of creating a local area network, this resulted in less L2CAP
retransmission and packet losses for the Bluetooth SPP profile, resulting in being the most appropriate
candidate for the overall D2D protocol communication. Nevertheless, it should be considered that the
overall implementation was performed mainly for devices supporting Android operating systems. However,
it should be also mentioned that the overall purpose of the D2D protocol is to be supported by the top
market OS, including the support of the operating systems of Windowsiand Apple devices. Despite the fact
that Windows devices do not have any specific restrictions and requirements, it has been studied that
Apple generally supports a short list of Bluetooth profiles, such as the Hands-Free Profile (HFP), the Phone
Book Access Profile (PBAP), or the Advanced Audio Distribution Profile (A2DP), which however cannot serve
the purposes of the D2D protocol. Among the supported Bluetooth profiles, the Bluetooth PAN profile is
considered as the most appropriate for the current D2D protocolspecification for Apple.devices, since the
Bluetooth SPP profile cannot be supported by the latter due to Apple’s development restrictions.
Consequently, the overall study results that in the case that the D2D protocol would not be considered to
be vendor specific but would only be considered tobe efficient and effective, then the Bluetooth SPP
profile should be the only choice among the different. Bluetooth» profiles. However, taking into
consideration the desired nature of the D2D ‘protocol to be fully supported by the main market OS, it
should be specified forfalso supporting the Bluetooth PAN profile for the cases of Apple devices.

3.2.3.2 Andw@igkside PZB.aver BluetoQth
Regarding thé devices,that run Android OS, since the D2D. protocol will be based on the Bluetooth v4.0,
based on' the research that,was performed to the different Bluetooth profiles that are supported by the
Bluetooth Core Specification version 4.0 [BSC], it was identified that the Bluetooth Serial Port Profile [SPP]
was the most suitable Bluetooth profile to be,used for the purposes of the D2D protocol for the cases that
the S-EHR device is running Android OS.

3.2.3.3QU8S-side DZR@ver Bluetooth

Regarding the devices that, rundiOS (i.e. Apple’s Operating System), based on the research that was
performed to the different Bluetooth profiles that are supported by the Bluetooth Core Specification
version 4.0 [BCS], it was identified that the Bluetooth Personal Area Networking Profile [PAN] was the most
suitable Bluetooth profile to be used for the purposes of the D2D protocol for the cases that the S-EHR
device is running i0S. As already discussed, it should be mentioned that Apple supports a short list of
Bluetooth profiles, such as the Hands-Free Profile (HFP), The Phone Book Access Profile (PBAP), or the
Advanced Audio Distribution Profile (A2DP), which however cannot serve the purposes of the D2D protocol
[APPLE BT]. Among the supported Bluetooth profiles, the PAN profile is considered as the most appropriate
for the current D2D protocol specification.
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3.3 D2D Protocol Overview
The D2D protocol defines the Bluetooth operations represented by the interface that will be offered by the
mobile application to the healthcare organization's application speaking of the S-EHR app and the HCP app
accordingly. The citizens and the HCPs (i.e. actors) will be the only involved ones in the overall interaction,
for exchanging identification and healthcare related data, as well as evaluation data (i.e. healthcare data in
the form of evaluation data, which are created after the examination of the HCP) accordingly.

In order for the D2D protocol to realize the communication and interaction with the two parties, two
different interfaces are designed and realized. The first interface (D2D) will be mainly responsible for
offering the bluetooth operations to the HCP app in order to invoke them and consequently creating
specifically structured messages. These messages will have the fofm of a request, which will be provided
from the HCP app over the Bluetooth connection and as soon as these will be received from the S-EHR app,
they will be identified and specific responses will be created. The second interface (D2DClientSecurity) will
be responsible for offering the bluetooth operations to the\S-EHR app for performing successful and secure
Bluetooth connection with the HCP app.

As discussed in Section 3.2-Related Work, the overall communication will be based on the Bluetooth short-
range wireless communication technology, hence the'initial step of the overall D2D protocol will be the two
involved actors to pair and bond their devices, prior to exchanging any messages. Figure 11 displays the
overall connection between a citizen and anyHCP, including the aforementioned interfaces, as well as the

involved applications.

Citilzen HICP
| |
X Consults and produces HRs |
uses ' X
N/ Vi

< <Mobile App>> R Healthcare Organization Information System gz |
S-EHR Mobile App

~ < <FHIR DM>>
D2D Service L )  Bluetoothe = D2D Client
D2D
< <FHIR DM> > I'd

I
1
1
< <Bluetooth> > N\ !
]
1

D2DClientSecurity
Uses knowledge defined by
Vi
Central Knowledge Provider $:|

Figure 11 - D2D protocol interfaces

The interactions between the‘interfaces S-EHR app and the HCP app are explained and visualized through
the Sequence Diagram of Figure 12 in high-level detail, in order to provide the sequence that should be
followed according to the D2D protocol specification. It should be also noted that the step dealing with the
health data request from the side of the HCP is being also described in high-level details (i.e., being
classified in an operation called getResources), since the purpose of this diagram is to illustrate the
described interactions and the specification of the D2D protocol. For this assumption, more detail is being
provided in the explanation of Step 8 of the current Figure. It should be noted that this is a conceptual
sequence diagram where the requested operations are embedded in the messages that are being
exchanged through the D2D protocol, they are then interpreted by the receiver and are finally executed.
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Hglike 12 - D2D pro®écol interactions

The steps of Figure 12 are classified into four (4) main categories for the easier understanding of the D2D
protocol specification. These categories are the (i) Establishment of Bluetooth Connection, (ii) Security
Handshake, (iii) Exchange Request of Healthcare Data, and (iv) Bluetooth Connection Closure.

(i) Establishment of Bluetooth,Connection:

e Step 1 - openConnection: The S-EHR app invokes this operation for getting the connection’s unique
session identifier, in the form of a String. This String will be used by both sides (S-EHR app and HCP
app), for the current’s connection identification purposes. It should be mentioned that the overall
pairing and connection process is based on the Bluetooth short-range distance communication
technology, and more specifically on the Bluetooth Serial Port Profile (SPP) (for Android OS devices)
and Bluetooth Personal Area Network (PAN) (for iOS (i.e. Apple) devices). As a result, in the case of
the D2D protocol specification it is avoided repeating the sequence of the exchanged messages for
the Bluetooth (Bluetooth SPP and Bluetooth PAN profiles) pairing and connection process, since the
D2D protocol is specified on top of them (i.e. reusing Bluetooth). More details regarding this
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process are provided in Section 3.2.3, where the involved protocols and interactions are thoroughly
described.

(ii) Security Handshake:

Step 2 - helloSEHR: The next step is for the S-EHR app to invoke this operation for getting the
Practitioner’s details (i.e. Healthcare Organization), for identifying whether the identity is valid or
not.
Step 3-4: As soon as the decision has been made about the Healthcare Organization identity, this
operation is invoked by the HCP app for getting the decision from the side of the S-EHR app,
regarding whether the provided Health Organization identity issapproved or not. This operation will
return, one of the two following options:
- A connection closure message (closeConnection) in the form of a String, indicating that the
Health Organization identity was not approvéd, hence the connection will be closed.
- The demographic data of the S-EHR approwner (helloHCRPApp) in the form of an object
(Patient).
It must be mentioned that after this step, the creation and exchange of. specific public keys and
symmetric keys takes place in order to secure and create a trusted communication. More detail
regarding this process is provided in Section, 3.4<and in the context of deliverables
[D3.4][D3.6][D3.8].

Step 5-6: In the case that the Healthcare Organization identityshas been approved, this operation is
invoked by the S-EHR app for getting'the decision from the side of the HCP app, regarding whether
the provided demographic'data is approved or not. As in the previous cases, this operation will
return, one of the two following options:
- A connection closure message (closeConnection) in the form of a String, indicating that the
demographic data was not.approved, hence the connection will be closed.
<" The temporary consent requestyof the "HCP app owner (HCOConsent) in the form of an
object(Consent), requesting access tordata stored in the S-EHR app.
Step 7-8: In the case that the temporary consent has been provided, this operation is invoked by
the' HCP app for getting the decision from the side of the S-EHR app, regarding whether the consent
for requesting the S-EHR app owner’s data has been approved or not. As in the previous cases, this
operation'wilkreturn, one of the two following options:
- A connection closure message (closeConnection) in the form of a String, indicating that the
temporary censent was not approved, hence the connection will be closed.
- The digitally'signed consent of the S-EHR app owner (citizenSignedConsent).

(iii) Exchange Requests of Healthcare Data:

Step 9 - getResources: In the case that the secure and trusted Bluetooth connection has been
established, the HCP app invokes this method for requesting the healthcare data (HL7 FHIR
Resources) from the side of the S-EHR app in the form of a request, in order to be securely
transmitted over the Bluetooth channel, and to be provided as a response back to the HCP app.
This step can be replaced by the following operations, indicating the need of the HCP to read or
search on top of specific healthcare data:

o getResources
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getResourcesByCategories
getResourcesByCategory

O O O

getMosRecentResourcesByCategory
O getResourcesBylds
Moreover, in order for the HCP app to provide healthcare data (HL7 FHIR Resources) towards the
side of the S-EHR app, this can happen along with the previously mentioned operations, following
the operation, indicating the need of the HCP to write specific healthcare data:
O setHealthData
All these operations are clearly identified in Section 3.4.3, where their overall meaning, parameters
and return values are thoroughly explained. It should be clarified that there exist the three (3)
following categories of requests:
O read operation: it is an operation where the HEP app sends the identifier (id) of a specific
resource, and the S-EHR app replies with thefrequestedihealthcare data
O search operation: it is a complex operation,where there are different kinds of requests that
can be sent from the HCP to the S-EHR app for searching a specific resource, where the S-
EHR app executes different actions depending on the content ofithe search request (e.g.,
sending of a specific resource for a specific date)
O write request: it is a request that initiates from the HCP app and is used to provide
healthcare data to be stored to the S-EHR app (e.g., the sending of evaluation data from
the HCP app to the S-EHR app)

(iv) Bluetooth Connection Closure:

e Step 10 - getConnectionClosureMessage: The last step.includes this operation that has to be
invoked by thé HCP app for getting the final message of connection closure, after the overall
interaction has successfully ended. It should be mentioned that this method can also be invoked
from the S-EHR app and has exactly the same functionality. Nevertheless, the D2D protocol
specifies that'this method should beinvoked from the HCP app.

3. 282D Protocoigiechni€@hSpecificalion
The Conceptual D2D defines the basic operations that the protocol could contain, for the exchange of
specific data in'the form of specifically designed messages between the HCP and the citizen through the
HCP app and the S-EHR app accordingly. Moreover, it must be clarified that regarding the steps of (i)
Establishment of Bluetooth Connection, (ii) Security Handshake, and (iii) Bluetooth Connection Closure, the
exchanged messages for achieving a secure Bluetooth connection are identified within [D3.4][D3.6][D3.8] in

the context of the Security Protocol. Nevertheless, Figure 13 is depicting a high-level sequence diagram of
the process defined in Figure 12, including additional details in the context of the security-related tasks, for
achieving a secure Bluetooth connection prior to exchanging any health-related data. Shortly, the overall
process that is being followed is that the HCP app is providing a public key from its side (step 1) while the S-
EHR app is also answering through a public key from the other side (step 2), in the case that citizen identity
has been approved by the HCP. Consequently, the exchange of public keys takes place between the
involved applications, and finally the exchange of consent happens from the HCP app to the S-EHR app to
access the S-EHR app’s data (step 3). In the case that this is approved, the consent is digitally signed from
the S-EHR app and provided to the HCP app (step 4). As soon as all these steps have been finalized, then the
Exchange of Requests of Healthcare Data takes place, where different messages are structured from the
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HCP app as requests of different HL7 FHIR resources, until the closure of the Bluetooth connection. These
requests are sent through the secure Bluetooth connection to the S-EHR app, where these messages are
identified, and specific responses are being created from the S-EHR app to be provided as a reply to the
HCP app. All the different types of messages in terms of requests and responses are provided in Section
3.4.3.

Q

S-EHR‘: D2D HCP App : DZFCIientSecurity
\ \
| 1
[Citizenlidentity approved by HCP] |
\
|

alt

1: HCPPublicKey(publicKey:String) : void

Y

2: citizenPublicKey(publicKey:String) : void

3: HCOConsent(consent:byte[ 1) : void

=

alt [Co+sent is approved and signed by Citizen]

| 4: citizenSigned Consent(signed Consent:byte[ 1) : void

e A .,

Figugesd8.= D2D protoc@fiSecurity interactions

The following figure (Figure 14) shows a UML class diagram representing the involved interfaces of the D2D
protocol. D2D is the name of the interface that is offered to the HCP app regarding the D2D protocol,
containing the operations for letting the HEP app to perform tasks related to the S-EHR app, by invoking
these operations. The D2DServerSecurity and the D2DClientSecurity interfaces contain the operations for
letting the HCP appyand the S-EHR app establish a secure Bluetooth Connection following the process of
Figure 13. More detail can be found in the context of [D3.4][D3.6][D3.8].
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< <interface>> < <interface>>

D2DServerSecurity | . D2DClientSecurity
+ helloSEHR(org : Organization) : void + helloHCPApp(patient : Patient) : void
+ HCPPublicKey(publicKey : String) : void + citizenPublicKey(publicKey : String) : void
+ HCOConsent(consent : byte{ J) : void |-------------~ A + citizenSignedConsent(signedConsent : byte[ ]) : void

i

< <interface>>
D2D

+ getResources(from : Date, isSummary : boolean) : Bundle

+ getResourcesByCategories(categories : ResourceCategory( ], from : Date, isSummary : boolean) : Bundle

+ getResourcesByCategory(category : ResourceCategory, from : Date, isSummary : boolean) : Bundle

+ getResourcesByCategory(category : ResourceCategory, from : Date, subCategory : String, type : String, isSummary : boolean) : Bundle

+ getMostRecentResourcesByCategory(category : ResourceCategory, mostRecentSize : int, isSummary : boolean) : Bundle

+ getMostRecentResourcesByCategory(category : Resource Category, subCategory : String, type : String, mostRecentSize : int, isSummary : boolean) : Bundle
+ getResourcesBylds(ids : String[ ]) : Bundle

+ setHealthData(healthData : Bundle) : void

Figure 14 - D2D protocol interf@ge operatiohs

3.4.1 General Structure of Request@Wlessages

The tables below provide a complete description of all'the, messages in order for the HCP to be able to
request different types of resources basedion the parameters that are defined in each operation whose
invoke creates a specific request message. In detail, each different,request creates a specific JSON request
which is sent over the Bluetooth connection, it then triggers the creation of a different type of response
from the side of the S-EHR app, and initiates the creationnof a JSON response which is sent back to the
requestor. It should be noted that'each read operation and search operation (as specified in Section 3.3)
should follow the JSON'structure provided below:

Ilidll:llll'
"header":

{

"itemsPerPage":,

"timeStamp™:"",
"agent":””'
"protocol":"D2D",

"version":

1

"operation":"",
"parameters":[{"name":"","value":""}]

Shortly, the JSON attributes represent the following:
e id: It is a random string in the form of identifier, created for both specifying and identifying the
current request
e header: It is a JSON array containing the values for the itemsPerPage, timeStamp, agent, protocol,
and version of the current request
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o itemsPerPage: It is a non-negative integer that represents the total number of items that
will be returned as a response for each different page that will be provided (i.e.,
pagination)
o timeStamp: It represents the current date time of the request following the pattern of
yyyy-mm-dd’T’"HH:mm:ss:SSSZ
O agent: It is a string that represents the current JRE as well as the Operating System being
used along with its version.
o protocol: It is a fixed string having the value of “D2D”
O version: It is a string representing the current version of the library being used from the
side of the HCP app
e operation: It is a string that represents the type of operation (i.e., request) that is provided having
one of the following values: READ, SEARCH, CLOSE_CONNECTION
® parameters: It is a JSON array that includes the names and the values of the parameters that are
provided through the request. These parametersdmay have the following values:
o0 name: SUMMARY, value: true | false
name: ID, value: a String containing the ID of the requested resource
name: DATE, value: YYYY-MM-DD | null
name: MOST_RECENT, value: a non negative.integer
name: CATEGORY, valué: PATIENT_SUMMARY | IMAGE_REPORT | LABORATORY_REPORT |
PATIENT | DOCUMENT_REFERENCE | DOCUMENTI_MANIFEST | DIAGNOSTIC_REPORT |
MEDICATION_REQUEST | “CONDITION, | IMMUNIZATION | ALLERGY_INTOLERANCE |
OBSERVATION | ENCOUNTER'| COMPOSITION | PROCEDURE
O name: SUB_CATEGORY, value: It is a String, where in some cases it is code from LOINC or
SNOMED with the following format: SYSTEM_NAME | CODE
O name: TYPE; value: Itis a String, where in some cases it is code from LOINC or SNOMED
with the following format: SYSTEM_NAME | CODE

O O O O

Moreovetr, It should be'noted that each write requesti(as specified in Section 3.3) should follow the format
provided below:

{
i
"header":
{
"itemsPerPage™:,
"timeStamp™:"",
"agent":"",
"protocol":"D2D",
"version":""
b
"operation":"WRITE",
"body":""

}

Shortly, the JSON values represent the following:
e id: It is a random string in the form of identifier, created for both specifying and identifying the
current request
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e header: It is a JSON array containing the values for the itemsPerPage, timeStamp, agent, protocol,
and version of the current request
o itemsPerPage: It is a non-negative integer that represents the total number of items that
will be returned as a response for each different page that will be provided (i.e.,
pagination)
o timeStamp: It represents the current date time of the request following the pattern of
yyyy-mm-dd’T’"HH:mm:ss:SSSZ
O agent: It is a string that represents the current JRE as well as the Operating System being
used along with its version.
o protocol: It is a fixed string having the value of “D2D”
O version: It is an string representing the current version of the library being used from the
side of the HCP app
e operation: It is a string that represents the type of operation (i:e., request) that is provided having
the following value: WRITE
e body: it is an encrypted string containing the body of the write request that is provided from the
HCP app

A detailed explanation of the JSON-schema for defining the structure of the D2D request messages can be
seen in the ANNEX of the current document:

3.4.2 General Structure of R@spong@iMessages
The following tables provide a complete description of thesstructure that the response messages should
follow for the S-EHR app. It musthbe mentioned that_each different response creates a specific JSON
response which is sent over the Bluetooth connection‘back to the requestor. It should be noted that each
read operation and search operation (as specified in'Section 3.3) should follow the JSON structure provided
below:

{
"bOdy":"",

"header™:

{
"page":,
"requestld":"™",
"totalPages™:"",
"agent":"",
"protocol":"D2D",
"timestamp™:"",
"version":""

}

"id,

"status":""

}

Shortly, the JSON values represent the following:
e body: It is a string containing the encrypted content of the response with the healthcare data that
will be provided to the HCP app
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e header: It is a JSON array containing the values for the itemsPerPage, timeStamp, agent, protocol,

and version of the current request

o

page: It represents a non-negative integer showing the current number of page that will be
provided as a response

requestld: It is a string that has to be the same as the id of request in order to avoid
possible conflicts of sending different responses to different requests

totalPages: It represents a non-negative integer that contains the total number of pages
that are about to be provided to the requestor

agent: It is a string that represents the current JRE as well as the Operating System being
used along with its version.

protocol: It is a fixed string having the value of “D2D”

timestamp: It represents the current date timé of the response following the pattern of
yyyy-mm-dd’T’"HH:mm:ss:SSSZ

version: It is an integer representing the/urrent version of.the library being used from the
side of the S-EHR app

e id: It is a random string in the form of identifier, created for both specifying and identifying the

current response
e status: It is an integer showcasing the status of'the,current response, having one of the following

values:

(@]

O O O O

200: Request was successfully executed

300: Request was executed but ended with an exception
400: The received request does not have a valid format
410: The réceived response does not havef valid format
500: An exception was raised in D2D classes

A detailed explanation of the JSON-schema. for defining the structure of the D2D response messages can be
seen in the ANNEX ofithe current document.

3.3 Specificafion of D2BARequests and Responses
Below, an example of each different requestiis provided, through the explanation of the operation of the

D2D interface thaticreates this message, being followed by an example of the corresponding response.

3.4.3.1\Q8earch all thesresource types

This is considered as a search operation that can be used for requesting all the available resources (of

whatever type) from a specific date, considering whether it will be provided in the form of a summary or

not.

Description

getResources

A search operation that can be used for requesting all the available resources
from a specific date, considering whether it will be provided in the form of a
summary or not.
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Arguments

from: a parameter containing the date from which the available
resources will be provided

isSummary: a boolean showcasing whether the provided resources will
be in the form of a summary or not

Return Value FHIR Bundle containing the requested data

Exceptions

Security exceptions related to the Bluetooth connection
Network exceptions related to Bluetooth connection failure

Preconditions

The Bluetooth connection e he mobile phone that includes the
S-EHR app
The smart mobile dev etooth v4.0 and above

The session is still

Example of JSON Request created through the getResou

"header":

{

"itemsPerPage":0,

"id":"f2336f76-3412-4a21-86¢7-d5b95

{

"body":"SPBOFjJ//IHEXMPpnW6c12Wxx7xzuBDBRRga6imC8AOvga+mApuWT+m8UcYsxBQQ#",
"header":
{
"page":1,
"requestld":"82cb82f8-8c54-4abd-8a47-785ddcfa87fd",
"totalPages":1,
"agent":"JRE O - Linux 4.4.111-21654000",
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"protocol":"D2D",
"timeStamp":"2021-06-18T13:07:31.345Z",
"version":"1"
}I
"id":"cd0777b6-cfbe-45be-ba67-a15e9fc61749",
"status":200

}

3.4.3.2 Search the Resources that belong to specific cgtegories

This is considered as a search operation that can be used for requ all the available resources from a
specific date, considering whether it will be provided in the fo
categories in which these resources belong to.

summary or not, providing also the

getResourcesByCategories

Description i ble resources

Arguments ies: 3 2 ultiple times (depending on
ies) and can have the values

EGORY, value: PATIENT_SUMMARY |
LABORATORY_REPORT | PATIENT |
I

| DOCUMENT_MANIFEST

eter containing the date from which the available
rces will be provided

mary: a boolean showcasing whether the provided resources will
the form of a summary or not

Return Value ndle containing the requested data

Exceptions ® Security exceptions related to the Bluetooth connection
e Network exceptions related to Bluetooth connection failure

Preconditions e The Bluetooth connection exists in the mobile phone that includes the
S-EHR app
e The smart mobile device is enabled with Bluetooth v4.0 and above
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e The session is still valid

Example of JSON Request created through the getResourcesByCategories:

{
"id":"af67b3e9-b7fc-43ce-82e0-6ce018c6082e",
"header":

{
"itemsPerPage":0,
"timeStamp":"2021-06-18T12:22:54.757Z",
"agent":"JRE 1.8.0_261 - Windows 10 10.0",
"protocol":"D2D",
"version":"1"
2
"operation":"SEARCH",
"parameters":
[{"name":"DATE","value":"2019-02-

":"CATEGORY","value":"OBSERVATION"}]
}

14"},{"name":"SUMMARY","value":false},{"name":"CATEGORY","value":"LABORATORY_REPORT"},{"name

On the request for getting all the available resources from a specific date, considering whether it will be

provided in the form of a summary or/not;providing also the categories in which these resources belong to,

an example©f the corresponding response is provided below.

{

"header":

{
"page":1,
"requestld":"82cb82f8-8¢c54-4abd-8a47-785ddcfa87fd",
"totalPages":1,
"agent":"JRE O - Linux 4.4.111-21654000",
"protocol":"D2D",
"timeStamp":"2021-06-18T13:07:31.3452",
"version":"1"

2

"id":"f3be5eb6-ff82-4810-a616-5206a23faa03",

"status":200

}

"body":"SPBOFjJ//IHEXMPpnW6e12Wxx7xzuBDBRRga6imC8AOvga+mApuWT+m8UcYsxBQQ##",

L
k4
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3.4.3.3 Search the Resources that belong to a single category
This is considered as a search operation that can be used for requesting all the available resources from a
specific date, considering whether it will be provided in the form of a summary or not, providing also the
single category in which these resources belong to.

_ getResourcesByCategory

Description A search operation that can be used for requesting all the available resources
Il be provided in the form of a

from a specific date, considering whethe

summary or not, providing also the ategory in which these resources

belong to.

Arguments : i i ingle time that can have the

n2as follows:
value: NT_SUMMARY

EDICATION_REQUEST | CONDITION |
INTOLERANCE | OBSERVATION |

Return Value

Exceptions

Preconditions 3luetooth connection exists in the mobile phone that includes the

e smart mobile device is enabled with Bluetooth v4.0 and above

e The session is still valid

Example of JSON Request created through the getResourcesByCategory:

{
"id":"af67b3e9-b7fc-43ce-82e0-6ce018c6082e",
"header":
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"itemsPerPage":0,
"timeStamp":"2021-06-18T12:22:54.757Z",
"agent":"JRE 1.8.0_261 - Windows 10 10.0",
"protocol":"D2D",

"version":"1"
2
"operation":"SEARCH",
"parameters":

[{"name":"DATE","value":"2019-02-
14"},{"name":"CATEGORY","value":"PATIENT_SUMMARY"},{"name":"SUMMARY","value":"false"}]
}

On the request for getting all the available resourcesfrom a specific date, considering whether it will be
provided in the form of a summary or not, providing also the single categoryjin which these resources
belong to, an example of the corresponding response is\provided below.

{
"body":"SPBOFjJ//IHEXMPpnW6c12Wxx7xzuBDBRRga6imC8AOvga+mApuWT+m8UcYsxBQQ# ",
"header":

{
"page":1,
"requestld":"82cb82f8-8c54-4abd-8a47-785ddcfa87fd",
"totalPages":1,
"agent":"JRE O - Linux 4.4.111-21654000",
"protocol":"D2D",
"timeStamp":"2021-06-18713:07:31.3452",
"version":"1"
2
"id":"f3be5eh6-ff82-4810-a616-5206a23faa03",
"status":200

}

3.4.3.4 Search the Resources that belong to a single category and subcategory
This is considered as a search operation that can be used for requesting all the available resources from a
specific date, considering whether it will be provided in the form of a summary or not, providing also the
single category in which these resources belong to, their subcategory and their type.
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getResourcesByCategory

Description A search operation that can be used for requesting all the available resources
from a specific date, considering whether it will be provided in the form of a
summary or not, providing also the single category in which these resources
belong to, their subcategory and their type.

Arguments e category: a String that may be provided a single time that can have the
values specified in Section 2 as follows:

O hame: CATEGORY,
IMAGE_REPORT |
DOCUMENT_REFER
DIAGNOSTIC_REP

PATIENT_SUMMARY |
TORY_REPORT | PATIENT |
DOCUMENT_MANIFEST |
ION_REQUEST | CONDITION |

rom LOINC or

Return Value

Exceptions

Preconditions connection exists in the mobile phone that includes the
R app

art mobile device is enabled with Bluetooth v4.0 and above
session is still valid

Example of JSON Request created through the getResourcesByCategory:

{
"id":"af67b3e9-b7fc-43ce-82e0-6ce018c6082e",
"header":

{
"itemsPerPage":0,
"timeStamp":"2021-06-18T12:22:54.757Z",
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"agent":"JRE 1.8.0_261 - Windows 10 10.0",
"protocol":"D2D",
"version":"1"

b

"operation":"SEARCH",

"parameters":
[{"name":"CATEGORY","value":"OBSERVATION"},{"name":"SUB_CATEGORY","value":"vital-
signs"},{"name":"DATE","value":"2019-02-04"},{"name":"SUMMARY","value":"false"}]

}

On the request for getting all the available resources from a specific date, considering whether it will be
provided in the form of a summary or not, providing also.the single, category in which these resources
belong to, their subcategory and their type, an example of.the corresponding response is provided below:

"body":"SPBOFjJ//IHEXMPpnW6c12Wxx7xzuBDBRRga6imC8AOoXVeEoqZ6gnox8eFN1zZIStZKfOBQ3/TR##
kuTk+EPLvwxr3ZUdY1fA3v52E0++V72gtNOOIf4uj2/EETMXI+FFEdwqqw9zt46UQ9folxir6fPtH##FSSAY092)+Q
nrjK+PNotksA+mMWsPAX269jlBoobx1EQNxx0UQIlggdEeu2uubgsUSrcXaPDPUovt##dgGZhTOAWzPcQbhC
0+johlFJpDPZFhchltQd6sxEHI1jRy69NtmpbOIKKtU+jMgfPIWQiAolvh3a#tFxYXQEKHOj080CymyQJpMY13
kQseyAB9f4A)5zSYFvellEbTME",
"header":
{
"page™:1,
"requestld":"82cb82f8-8¢54-4abd-8a47-785ddcfa87fd",
"totalPages":1,
"agent";"JRE O - Linux 4:4.111-21654000",
"protocol":"D2D",
"timeStamp":"2021-06-18T13:07:31.3452",
"version":"1"
2
"id":"f66a46d4-ff51-488d-881e-008b45414be5",
"status":200

}

3.4.3.5 Search the most recent Resources that belong to a single category
This is considered as a search operation that can be used for requesting the most recent resources with a
specific size, considering whether it will be provided in the form of a summary or not, providing also the
single category in which these resources belong to.

_ getMostRecentResourcesByCategory
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Description A search operation that can be used for requesting the most recent resources
with a specific size, considering whether it will be provided in the form of a
summary or not, providing also the single category in which these resources
belong to.

Arguments e category: a String that may be provided a single time that can have the
values specified in Section 2 as follows:

O name: CATEGORY, value: PATIENT_SUMMARY [
IMAGE_REPORT | LABORATORY_REPORT | PATIENT |
DOCUMENT_REFERENCE DOCUMENT_MANIFEST |
DIAGNOSTIC_REPORT | TION_REQUEST | CONDITION |
IMMUNIZATION | A INTOLERANCE | OBSERVATION |
ENCOUNTER | CO

resources
isSummary: a bo ovided resources will

Return Value

Exceptions

Preconditions

ession is

Example of JS tMostRecentResourcesByCategory:

"id":"f2336f76-3412-4

"header":

{
"itemsPerPage":0,
"timeStamp":"2021-06-18712:19:40.6932",
"agent":"JRE 1.8.0_261 - Windows 10",
"protocol":"D2D",

95a250f54",

"version":"1"

|3
"operation":"SEARCH",
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"parameters":
[{"name":"CATEGORY","value":"IMAGE_REPORT"},{"name":"MOST_RECENT","value":2},{"name":"SUMM
ARY","value":"true"}]

}

On the request for getting the most recent resources with a specific size, considering whether it will be
provided in the form of a summary or not, providing also the single category in which these resources
belong to, an example of the corresponding response is provided below.

{
"body":"SPBOFjJ//IHEXMPpnW6c12Wxx7xzuBDBRRga6imC

"header":
{
"page":1,
"requestld":"82ch82f8-8c54-4abd-8a47-785d
"totalPages":1,
"agent":"JRE O - Linux 4.4.111-21654000",
"protocol":"D2D",
"timeStamp":"2021-06-18T13:07:31.
"version":"1"
2
"id":"f3be5eb6-ff82-4
"status":200

MApuWT+m8UcYsxBQQ##",

fd",

}

Description A search operation that can be used for requesting the most recent resources
with a specific size, considering whether it will be provided in the form of a
summary or not, providing also the single category in which these resources
belong to, their subcategory and their type.

Arguments e category: a String that may be provided a single time that can have the
values specified in Section 2 as follows:

O name: CATEGORY, value: PATIENT_SUMMARY [

IMAGE_REPORT | LABORATORY_REPORT | PATIENT |

®
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DOCUMENT_REFERENCE | DOCUMENT_MANIFEST |
DIAGNOSTIC_REPORT | MEDICATION_REQUEST | CONDITION |
IMMUNIZATION | ALLERGY_INTOLERANCE | OBSERVATION |
ENCOUNTER | COMPOSITION | PROCEDURE
® subCategory: It is a String, where in some cases it is code from LOINC or
SNOMED with the following format: SYSTEM_NAME | CODE
e type: It is a String, where in some cases it is code from LOINC or
SNOMED with the following format: SYSTEM_NAME | CODE
e mostRecentSize: an integer showcasing the total size of the requested
resources
® isSummary: a boolean showcasi ether the provided resources will
be in the form of a summa

Return Value

Exceptions

Preconditions : 4 the mobile phone that includes the

Example of JSON Request cre

76-3412-43221-&

"itemsPerPage
“timeStamp":"202
"agent":"JRE 1.8.0_26
"protocol":"D2D",
"version":"1"
2
"operation":"SEARCH",
"parameters":
[{"name":"CATEGORY","value":"LABORATORY_REPORT"},{"name":"MOST_RECENT","value":2},{"name":"
SUB_CATEGORY","value":"vital signs"},{"name":"SUMMARY","value":"true"}]
}
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On the request for getting the most recent resources with a specific size, considering whether it will be
provided in the form of a summary or not, providing also the single category in which these resources
belong to, their subcategory and their type, an example of the corresponding response is provided below.

{
"body":"SPBOFjJ//IHEXMPpnW6c12Wxx7xzuBDBRRga6imC8AOvga+mApuWT+m8UcYsxBQQ##",

"header":
{
"page":1,
"requestld":"82cb82f8-8c54-4abd-8a47-785ddcfa87fd",
"totalPages":1,
"agent":"JRE O - Linux 4.4.111-21654000",
"protocol":"D2D",
"timeStamp":"2021-06-18T13:07:31.3452",
"version":"1"
|2
"id":"f66a46d4-ff51-488d-881e-008b45414be5",
"status":200

}

3.4.3.7 Read specific Resouré
This is considered as a re ion that ca cific resources with a specific

identifiers.

Description ad operation that ca used for requesting specific resources with a

identif

Arguments ids: a list of strings that provides the unique identifiers of the requesting
rces

Return Value R containing the requested data

Exceptions e Security exceptions related to the Bluetooth connection
o Network exceptions related to Bluetooth connection failure

Preconditions e The Bluetooth connection exists in the mobile phone that includes the
S-EHR app

The smart mobile device is enabled with Bluetooth v4.0 and above

The session is still valid
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Example of JSON Request created through the getResourcesByld:

{
"id":"f2336f76-3412-4a21-86¢c7-d5b95a250f54",

"header":
{
"itemsPerPage":0,
"timeStamp":"2021-06-18T12:19:40.693Z",
"agent":"JRE 1.8.0_261 - Windows 10",
"protocol":"D2D",
"version":"1"
2
"operation":"READ",
"parameters":
[{"name":"ID","value":"4134134-341234-5674-76534"} {"name":"ID","value":"97979-2342342-776567-
12345"}]

}

On the request for getting specific resources with specific identifiers, an example of the corresponding
response is provided below:

{
"body":"SPBOFjJ//IHEXMPpnW6c12Wxx7xzuBDBRRga6imC8AOvga+mApuWT+m8UcYsxBQQ##",

"header":

{
"page":1,
"requestld":"82cb82f8-8¢c54-4abd-8a47-785ddcfa87fd",
"totalPages':1,
"agent":"JRE 0»- Linux 4.4.111-21654000",
“protocol":"D2D"}
"timeStamp":"2021-06-18T13:07:31.3452",
"version":"1"

2

"id":"f66a46d4-ff51-488d-881e-008b45414be5",

"status":200

}

3.4.3.8 Write specific Resources
This is considered as a write operation that can be used for sending specific resources with a specific
identifier that should be written to the S-EHR app.
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setHealthData

Description A write operation that can be used for sending specific resources with a specific
identifier that should be written to the S-EHR app

Arguments e healthData: a Bundle message containing the body of the resource to
be written

Return Value This operation is void

Exceptions ® Security exceptions related to etooth connection

Network exceptions relate h connection failure

Preconditions e The Bluetooth co n exists in the mo hone that includes the

S-EHR app
e The smart mobile de and above

e The session is still valid

Example of JSON Request created through tf

"id":"f2336f76-3412-4 86¢7-d5h95a250f54",

"version":"1

"operation":"WRITE",
"body":"CYCXDCwk09Wx4 aNq1Npco3+RRHRFojAyCzEgnZssh/tyOiO2LyNhFRxmnYxZnKzIvGiKhiH
QT53dloyoK/C5jTeiZbh1VnPcax3DQW6KrnWXzEe+MFNXYaYUQo025/Wy5nusu7dTc88//ZR6PVOR3JIBQFRB
1gckOuiNkhaN7j"

}

3.4.4 Management of Large Image Files
Complex diagnostic investigations that require images are not based on single jpeg files, but usually on a
DICOM study (a series of large images compliant with the DICOM standard). The DICOM protocol is the
standard for the communication and management of medical imaging information and related data, it is
most commonly used for storing and transmitting medical images enabling the integration of medical
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imaging devices and picture archiving and communication systems (PACS) from multiple manufacturers.
HL7 FHIR specifications define the ImagingStudy resource for representing a DICOM study, where this
resource can be referenced by an instance of DiagnosticReport. So, an instance of a DiagnosticReport may:
e contain one or more media files.
e reference to an instance of ImagingStudy.

In the latter case the ImagingStudy itself does not contain any image, it only contains all the needed
references to access a WADO-RS [WADO-RS] server to download the images of the DICOM study. WADO-RS
is an HTTP protocol that is part of the wider standard protocol called DICOMWeb [DICOMWEB], defining
the operations for retrieving DICOM objects over the HTTP protocol.

In the case where the citizen has to provide large image files«to the side of the HCP, the S-EHR app can
provide the DiagnosticReport as defined in Section 3.4, and@afterwards,the HCP app can use the reference
that is found into the imaging study to access a DICOMstudy following the process defined in the R2D
Emergency protocol for the DICOM supporting (Sectioh 6.4.7).
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4 R2D ACCESS PROTOCOL: REMOTE HEALTH DATA EXCHANGE

While the D2D protocol allows to exchange health data between a S-EHR and a HCP App of a healthcare
organisation at short distance, the R2D Access protocol (Figure 15) defines the set of operations used for

downloading (in a standard way) health data from a healthcare organisation to an application (S-EHR app)

acting on behalf of a patient. The healthcare organisation may be a healthcare provider (e.g. a hospital, a

private laboratory or a general practitioner), or a national EHR provider. The R2D Access allows a S-EHR app

to download health data of a citizen in a standard way from heterogeneous sources of data even pertaining

to different countries.

European R2D Providers

BiE g

[ ]
YV
Private HCP Hospital National
Laboratory EHR

Figure 15 - R2DMACcess overview

European Citizen

Health data of a citizen is distributed across several different HCOs (mostly private laboratories and

hospitals), so it is expected that a citizentwill import health data from several HCOs, creating in this way an
integrated EHR on his / her mobile (Figure 16).

Country B

Country A
~ R2D Access Provider1 |
=
API
Hospital

Citizen of Country A

Figure 16 - R2D Access example

The remainder of this chapter is structured as following:
R2D Access Related Works: state of the art of Cross Border Health Data Exchange related to R2D

Access goals.

Hospital

R2D Access Overview: high level description of the R2D Access protocol, defining the building

blocks of R2D Access and the overall structure of a R2D Access typical tra

nsaction.

4
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® R2D Access Technical Specification: concrete specification of the R2D Access protocol (defines the
list of the supported operations, the accepted parameters, the returned values and the possible
exceptions).

4.1 R2D Access Related Works
This section describes four relevant initiatives that have goals similar to R2D Access.

4.1.1 eHDSI
Many steps have been performed by the EU in order to foster interoperability between European eHealth
systems, especially through the activities of the eHealth Network (established under Article 14 of Directive
2011/24/EU of the European Parliament and of the Council) and the/CEF Programme [CEF].

The most important project regarding cross border health data exchange financed by the EU is the
European eHealth Digital Services Infrastructure (eHDSI)pwhose objectives are the initial deployment and
operation of services for cross-border health data exchange under the CEE. The architecture of eHDSI
(Figure 17) is based on a closed and trusted federation of National Contact Points (NCP) one for each
Member State named eHDSI Circle of Trust; an NCP is,a service representing a Member State’s EHR, it
provides a reduced-but-common API designed for allowing:EHRs of EUscountries to InteropEHRate in order
to exchange health data.

Common
Country A eHDSI domain Country B

NCP A NCP B

E National ‘ " ad hoc ad hoc National E
. EHR Connector Connector EHR .
A
proprietary proprietary
protacol protocol
i
v H

Y

( National - HCOs / HCPs > ( National - HCOs / HCPs. )

. : % . H L
+

: 0 s W

Pharmacy Hospital General
Pragtitioner

Pharmacy Hospital General
Practitioner

Figure 17 - eHDSI system architecture

The above figure shows the eHDSI System Architecture [EHDSI SYS SPECS], stressing the role of the NCPs
federation as a common integration layer between the different EHRs of Member States. An NCP has the
following responsibilities:
e forwarding requests of health data coming from its country to the NCPs of other countries that
owns the requested data;

e handling incoming requests coming from other NCPs;
converting data from eHDSI data representation to owner country data representation.
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An HCP of Country A, that wants access to health data of a citizen of Country B, needs to access to National
Infrastructure of his country (Country A) and use the provided cross border health data exchange
functionalities to submit requests to Country B via NCP (requests are delegated to NCP of Country A, that
forwards them to NCP of Country B). The HCP (requestor of health data of citizens) interacts only with his
National Infrastructure, and in the background the two involved national systems exchange data using
eHDSI as a common integration layer. An important aspect to underline is that in eHDSI transactions, the
citizen does not have an active role. According to [EUCBEHR REC] (EU Commission Recommendation of the
sixth of February 2019 on a European Electronic Health Record exchange format), the baseline for the
exchange contains the following health data:

e Patient Summary;
ePrescription / eDispensation;
Laboratory results;
Medical imaging and reports;

Hospital discharge reports.

R2D and eHDSI protocols share many objectives((mainly the cross-border exchange of health data in a
standard way), however, they show also some relevant differences:

e eHDSI is available only to HCOs and HCPs, it has hot beén designed considering the citizen as a
primary actor. In eHDSI, a citizen cahnot submit requests to his/her or his reference NCP (NCP of his
country). Differently, in InteropEHRate the citizen is at the centre of the data exchange process.
They can download their health data from-anyx(local or national) EHR that supports R2D Access (or
D2D) to their smart mobile device, and provide the required health data directly to the HCP.

e eHDSI uses a standard representation of data (HL7/CDA)»but it does not adopt any of the existing
eHealth standard API, like for instance the APl! proposedyby OpenEHR project [OPENEHR].
Differently, R2D-Access adopts a subset of'the standard FHIR APl and data model. It means that
every application already interacting with a FHIR.compliant repository, may be easily converted to
use.R2D Access.

Note that the adoption of FHIR is also under consideration of eHDSI. The European Commission outlined
this in [EUCBEHR ANNEX] (ANNEX to the Commission Recommendation on a European Electronic Health
Record exchange format): “The refinement of the exchange format should consider the possibility offered

by resource driven iinformation models (such as Health Level Seven Fast Healthcare Interoperability
Resources (HL7 FHIR@)".

4.1.2 Internatign@bPatient Summary Project

Another important European project (2015-2018) that certifies the growing diffusion of FHIR is the
International Patient Summary Project [IPSP]. This joint project, participated by HL7 and European
Committee for Standardization (CEN), had as objective the world-wide specifications (in FHIR) of an
International Patient Summary to become an European Standard, following guidelines adopted by the
European eHealth Network (eHN). The project has followed two main development lines: one to define the
specifications and the other one to obtain the status of standard by CEN. The project started by the initial
proposition of the Patient Summary dataset proposed by eHN in 2013, then produced the official IPS
specifications adopted by eHN and published in 2019 (The IPS specifications are primarily designed to
support cross-border emergency and unplanned care).
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IPS project had several official contacts with eHDSI, first of all eHDSI was tasked with an experimental
project across member states using the eHN PS guidelines as part of their work. Furthermore, a new
European eHAction roadmap (2018-2020) seeks to leverage the work of the IPS Project going forward so as
to support the eHDSI initiative.

The Patient Summary data model proposed by the IPS project is adopted by R2D Access protocol as the
standard structured representation of a Patient Summary. The IPS project is focused on a Patient Summary
standard representation in FHIR, while it does not define any standard operation to retrieve it from a FHIR
server, so regarding this last topic the R2D Access provides several operations to search and retrieve the
Patient Summary of a citizen.

4.1.3 Argonaut Project
“The Argonaut Project is a private sector initiative to advance industry adoption of modern, open
interoperability standards. The purpose of the Argonaut Project is to rapidly develop a first-generation
FHIR-based APl and Core Data Services specification to enable expanded information sharing for electronic
health records and other health information technology based on Internet standards and architectural

patterns and styles” [ARGONAUT].

It is important to underline that Argonaut is not an organization for the definition of new standards;
objectives of the project are to accelerate and promote the adoption of FHIR and OAuth in eHealth care
provisioning. The Argonaut Project consortium is: i) composed by leading technology vendors (Accenture,
Apple) and private provider organizations (Mayo Clinic, Beth Israel Deaconess Medical Center), ii) financed
by private sector, iii) collaborating with the most important FHIR official initiatives (SMART-on-FHIR and the
Health Systems Platform Consortium) and organizations (FHIR Foundation).

One of the most important results of the Argonaut project is the adoption of FHIR by Apple in its Health
app. This app allows citizens to aggregate their health data, retrieved by multiple institutions, in their
(Apple) mobile device. The interoperability standard adopted is FHIR, and this is an excerpt from the Apple
web site:

“The connection between your electronic health record (EHR) and a user’s Health app utilizes FHIR (Fast
Healthcare Interoperability Resources) standard APls as defined by the Argonaut Project. Supported data
types are allergies, conditions, immunizations, lab results, medications, procedures, and vitals” [APPLE

HEALTH].

The Argonaut project is a U.S. initiative thus it is based on a care provisioning model that is different from
the European one. This makes it difficult to adopt this model for European Healthcare Organizations. Apart
from this, the strong support to the adoption of FHIR by important IT players members of the Argonaut
initiative (the motto of the initiative is Accelerating FHIR) and the use of the smartphone as a citizen EHR
proposed by Apple are important connecting points between Argonaut and R2D Access, promoting the
technical choices made while designing R2D Access protocol.

4.1.4 IHE Project
IHE is a joint initiative, globally extended, developed with the aim of creating one methodology, shared and
effective, to make systems and IT entities of the health sector interact with each other. The IHE experience

** InteropEHRate “




saw the light in 1998 in the United States in response to growing problems of interoperability in the field of
radiology. The Fatherhood of the organization is attributable to two user associations: the RSNA
(Radiological Society of North America) and HIMSS (Healthcare Information and Management Systems
Society). After a few years IHE also took hold in European countries and, at present, the structure of the
initiative is divided into three wide Regions of interest (North America, Europe, Asia) in turn organized by
nations. Although its committee is made up of users (and manufacturers) of these systems, the IHE
organization was born as non-profit, the main objective of the initiative is, in fact, to promote the culture of
integration, through an accurate definition of clinical needs and a combined use of the most important
standards. The ultimate goal of this strategy is, in essence, to speed up and make health integration more
efficient, and clinical practice in general.

IHE produces three main outputs: i) eHealth related use cases, ii) definition of the IHE Profiles iii) definition
of the Technical Frameworks related to a profile. An IHE profile is a description of the context and of the
architecture of the technical solution for implementing a use case, while the Technical Framework provides
all the concrete interoperability specification: APl exposed by each component involved and the type and
structure of exchanged data.

The IHE consortium, collaborating with HL7, is actually defining the IHE profile for accessing the
International Patient Summary [IHE IPS] in order to execute the second step of the IPS standardization that
regards how to access and retrieve in a standard way an instance of Patient Summary from an eHealth
System. The IHE IPS Profile will expand the specification to ‘cover four scenarios: unscheduled care,
scheduled care, cross-border care and within-border care.

While the IHE IPS projectds focused.only on IPS access, itfis worth mentioning a new IHE/HL7 project at a
very initial stage (November 2019), named International Patient Access, [IHE IPA] focused on the definition
of an IHE profile for the'standardized'access to “patient records anywhere in the world”. The objective of
the project is to identify a minimal but significant set of access methods and rules that are true everywhere
in the worlds

This International Patient Access specification describes how to access patient records anywhere in the
world. It provides a very minimahset of access methods and rules about the medical contents that are true
everywhere. The, following list 'shows the ‘sethof FHIR resources identified by the IPA project as target
resources:

Basic patient details

Problems / Conditions

Encounters

Current and past medications
Immunization history

Allergies and intolerances

Diagnostic reports (e.g. labs, imaging)
Vital signs and other clinical observations
Patient forms / questionnaires

Clinical notes & other patient documents

Care plans and Care teams
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R2D Access and IPA share a common approach mainly because they are both designed for the citizen, and
they are both based on FHIR. Unlike R2D Access, IPA has the objective to define a minimum set of
operations to access “patient records anywhere in the world” while the reference context of R2D Access is
Europe. The wider scope of IPA obviously makes it a more generic protocol than R2D Access, R2D Access is
tailored to European health care processes and adopts elDAS, the European standard for citizen
identification. At the moment (2021) it is not clear how the project is proceeding, specification is stuck at
version 0.1.0 and this does not help to compare the two protocols.

4.2 R2D Access Overview
R2D Access is an internet based protocol, its operations are exposed as RESTful services. A strong
requirement from the InteropEHRate consortium was to define/R2D" Access operations using already
existing eHealth standards thus avoiding the definition of a<completely new protocol: the reference
standard chosen is FHIR [HL7 FHIR]. FHIR is a well accepted standard supported by HL7, its importance and
adoption is increasing constantly (as described in the previous state of the'art section).

Unlike other protocols, FHIR not only defines a data model (how to represent data), but also defines a set
of RESTful operations (how to manage data) [FHIR API SPEC] for creating, updating, deleting and searching
health data. R2D Access has been defined applying constraints anddrestrictions to the FHIR RESTful API. The
main reason behind these constraints is defining an easy to implement specification, and also facilitating
healthcare organizations that have already adopted the FHIR RESTful API. The simplification of the protocol
has been achieved by following guidelines:

1. Limiting the types of data (handled by the R2D Access) only to health data relevant for the citizen.
FHIR defines, depending on the version, between 130nand 150 types of data, organized in the
following categories: Foundation, Base, Clinical; Financial, Specialized. R2D Access is only designed
to exchange health,data of the citizen, so'the types of health data managed by R2D Access has
been limited only to the ones (Patient, Condition, Allergylntolerance, Immunization, Procedure,
Observation;, MedicationRéquest, DocumentReference, DocumentManifest, DiagnosticReport,
Encounter, Composition) that,have been marked as relevant by the InteropEHRate stakeholders.
Despite this restriction, R2D" Access handles all the types of data defined by eHDSI (Patient
Summary, Prescription, Laboratory Reports, Medical Images and Discharge Reports) plus several
others (i.e. DocumentReference, Observation, Encounter and every kind of Diagnostic Report).

2. Providingaccess only to citizens and authorizing citizens only to retrieve their own data. Narrowing
searches to thecurrent authenticated citizen (Patient’s Compartment using FHIR geargon) avoids
the need for the clients to explicitly add a search parameter specifying the subject of the search
operation. Every operation provided by R2D Access works at the Patient level, so the conceptual
operation “give me all"the DiagnosticReport” means “give me all the DiagnosticReport of the
authenticated citizen” (and not “give me all the DiagnosticReport of your database”).

3. Limiting the number of parameters that can be used in the search operations to the ones required
by the InteropEHRate scenarios. The most important parameters needed by a client are the
parameters used for defining the time interval of a search operation (as stated before in every R2D
Access operation there is always an implicit search parameter that is the authenticated citizen).

4. Limiting the possible values of search parameters regarding the status of a health data. Health data
retrieved by R2D Access are for the citizen, this implies that only committed and final data must be
provided through R2D Access. Temporary health data, or health data that must still be elaborated
(by HCPs or by software) must not be provided through R2D Access. So, depending on the specific
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type of health data, search narrowing is also applied on the status attribute’s value. So, the
conceptual operation “give me all the DiagnosticReport” means “give me all the DiagnosticReport

|”

of the authenticated citizen whose status is final” (and not “give me all the DiagnosticReport of

your database with whatever status”).

An R2D Access request is a FHIR compliant request, corresponding to an invocation of a RESTful service
using the HTTP protocol and FHIR/JSON serialization. Other than the restrictions described before, there
are additional points that makes R2D Access a specialised version of FHIR:

e The specific usage of asynchronicity for some of the R2D Access transactions. This is a new feature
of R2D Access v.3, required by the InteropEHRate medical partners to support cases where the
health data cannot be shared with the patient in real time.

e The usage of elDAS as the reference identity provider for any R2D Access server. It means that R2D
Access implementers MUST process requests that«€ontain valid elDAS tokens. European citizens
authenticate to every instance of R2D Access/@verywhere in_Europe using their unique elDAS
identity.

e The definition of an optional operation for citizen’s registration »exposed by healthcare
organisations to receive identity attributes that are currently not supported by elDAS and that are
required by healthcare organisations that do not know yet the elDAS identity)of the citizen and
need to associate it to a legacy patient’s identity.

e The optional support of WADO-RS operations for retrieving images (DICOM studies), also
integrated with elDAS.

The following chapters describe in detail the abave, points:

4.2.1 Health@ata coml@teness an@@synchronous interactions
The FHIR specification assumesithat a search operation returns any health data matching the request and
available, in€lectronici(FHIR) format, withinthe invoked FHIR repository. The R2D Access specification adds
a strongest business constraint: an'HCO.serving an R2D:Access request must return all matching health data
produced by.the HCO that the patient has the legal right to obtain.

Providing the R2D,Access protocol, the HCO 'commits to satisfy the above constraint. If a portion of the
patient’s health data are still available only in paper format, the HCO cannot return an incomplete response
containing only the health data that have been already converted in electronic format. The HCO will exploit
the asynchronous feature of R2D Access to take the needed time to make all the required health data
available in an electronic (structured or unstructured) format.

More in general, serving synchronous responses to a S-EHR may be difficult, because health data of the
citizens resides in several legacy systems of the HCO and they need to be extracted and converted to the
FHIR representation. Depending on the specific legacy systems and the specific business processes of the
HCO, these operations may require a relevant amount of time. Moreover, for security and management
reasons the healthcare organisation may prefer to maintain the health data to be shared with the patients
in a repository separated from the internal EHR.

For these reasons, the traditional HTTP synchronous pattern may be too limiting. Likely, the current FHIR
standard also supports an asynchronous interaction [FHIR ASYNC API], following the pattern specified by
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IETF [rfc 7240]. In order to support the aforementioned needs, every R2D Access server MUST support the
FHIR asynchronous interactions for specific data exchange operations.

Note that, although HTTP is based only on synchronous transactions, [rfc 7240] standardised how to
perform asynchronous transactions by using several synchronous messages. In a traditional HTTP
transaction a client sends a request to a server, and waits for the results. The transaction ends when data
are returned to the client, or a timeout error is raised. Instead in the asynchronous HTTP pattern, a client
sends an initial request to a server (asking for some data), the server does not reply with the requested
data, but only notifying the client that the request has been accepted and will be processed as soon as
possible. In this initial response, the server provides an additional URL.that the client can use to check if the
processing of the request is finished. The client can periodically sénd a GET request to the provided URL
monitoring the returned HTTP code: 202 means that the request is still under processing, while 200 means
the request has terminated. In this case the server provides the URLs that the client shall use to retrieve the
requested data. The following sequence diagram (Figure 18) shows, the overall structure of an
asynchronous transaction between a S-EHR and a R2D'Access server:

InteropEHRate -



Citizen mobile phone Y \IT of an healthcare organization ﬁ
% R2DAccessIdentification
: S-EHR App R2DAccess
|

|
| 1: token = requestAuthenticate(country) : void B

1.1: authenticate (cyedentials)

h 2: outcome = getHealthDatd(params, token, “respond-async”)

2.1: isReguestAuthorized = verifyToken(token)

e

al ) | Horized == false]

2.2: operationOutcome = requestNotAuthorized ()

lisR ized == true]

2.3: ipnOutcome = asyncRequestAccepted()

FI

S ——

operationOutcome
————————————————————— S il s
L | |
| L |
aU[outcume.sllkms =202) | :
|
loop [while requestStatus.code == 202 ]) | I
t |
|
| 3:r = g q 5 ationOutcome. contentLocation, token) |
,,,,,,,,,,,,,,,,,,,,, re Ju,eﬂseluj,,,,,,,,,,,,,,,,,,,,ﬂ
ml
| |
4: pause(interval) | |
| |
H | |
L | |
| : |
| ! |
| |
ar [requeststatus.code == 200] | |
M |
5: healthData = di IthData(re questStatus.output, token) |

f
|
_____________________ EFa_"ﬂJa_“_____________________]]

¢ 8: showErrorToCitizen()

Figliee 18 - Asynchronous request processing

e step 1: the citizen authenticates to eIDAS. The authentication process represented in this diagram
is a simplified one. Thedetails of the authentication process are reported in deliverable [D3.4].

e step 2: the citizen sends a request to the R2D Access server of a HCO to download his or her health
data. This step is executed invoking one of the operations defined by R2D Access (defined later).
The overall process is the same whatever is the invoked operation.

O step 2.1: the R2D Access server checks if the provided elDAS token is valid.

o step 2.2: if the token is not valid, the server replies with a NOT AUTHENTICATED (HTTP
STATUS 401) response and the processing of request is finished.

o step 2.3: if the token is valid, the server replies with a REQUEST ACCEPTED outcome (HTTP
STATUS 202). In case the client is submitting too many requests in the unit of time, the
server can reject them using the following HTTP status: 429 Too Many Requests.
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e step 3 and step 4: These steps are executed if the initial request has been accepted by the server
(return code 202). In this case the S-EHR starts a polling loop for periodically checking the status of
the request processing. When the request returns a code different from 200, the loop ends and the
S-EHR can process the return code.

o step 5: if the polling returns a status of 200, it means that the requested data is available,
so the S-EHR uses the returned URLs to retrieve the health data.

O step 6: the S-EHR app stores locally the retrieved health data.

o step 7: if the polling returns a status not equals to 200, it means that the server raised an
error while retrieving the requested data. The S-EHR app shows the error to the citizen.

e step 8: this step is executed if the first initial request was not,accepted by the server. The S-EHR
app shows the error to the citizen.

[rfc 7240] states that the asynchronous processing is requésted by the client using the Prefer header
parameter with the value respond-async. A serverireceiving the Prefer header parameter can
choose if to honour or not the asynchronous processing requested by the client. This implies that servers
should be able to use both patterns, synchronouds and asynchronous depending on how clients request
data. This complete freedom of choice (given to the'client) does not suit well with the objective of easing
the implementation of the R2D Access, because it implies that both the S-EHR and the R2D Access server
should be able to process requests using both patterns (synchronous and asynchronous). An R2D Access
server MUST support the asynchronous‘requestiprocessing pattern as the default one. Implementers of
R2D Access are free to offer ALSO the synchronous processing pattern. if they consider it advantageous to
them, but if the Prefer header attribute specified by S-EHR requires an asynchronous interaction then
the server MUST honour the request.

From the client point of view, it means that if a client requests data synchronously (without using the
Prefer header parameter)it is NOT guaranteed that it\will be processed synchronously. The R2D Access
MAY choose to process. the request asynchronously. When submitting a synchronous request to a R2D
Access server, S-EHR apps have to evaluate the returnicode to determine if the request has been handled
synchronously or asynchronously by theyserver. The 202 return code means that the request will be
handled asynchronously, while'the,200 return,code means that the request has been (synchronous) served
successfully.

4.2.2 Citizéhidentification
R2D Access requires authenticating any citizen by means of an elDAS token transmitted in the HTTP request
as an header parameter with name Authorization (the value of the parameter must be preceded by
“Bearer “). An R2D Access server that supports all the operations defined in this deliverable, but does
not use an identity manager other than elDAS, MUST NOT be considered compliant to this specification.

The elDAS SAML attribute profile specification [EIDAS SAML] defines the following list of attributes for an
elDAS token identifying a natural person:
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“

FamilyName MANDATORY
FirstName MANDATORY
DateOfBirth MANDATORY
Personldentifier MANDATORY
Gender OPTIONAL
CurrentAddress OPTIONAL
PlaceOfBirth OPTIONAL
BirthName OPTIONAL

Regarding the attribute Pe ntifi as the f ing declaration:

Example: ES/AT/026355 elDNumber for an Austrian SP)”

elDAS does not provide any national identifier (i.e. identifier already used at national level, such as the
national social number of the ID card number) in the minimum mandatory data set, but uses its own code
composed of three parts: the first identifies the nationality of the citizen, the second identifies the
requesting country and the third is a constant unique code. The lack in the minimum dataset of a national
identifier and the absence of an official European service for mapping national and elDAS identifiers creates
a potential problem of citizen identification for software services accepting eIDAS tokens. We expect that in
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the future most healthcare organisations will know the elDAS identifier of their patients, but this is not yet
the current situation.

It is very likely that a citizen from Country A that receives care in a hospital of Country B, was registered by
the HCO using demographic data (name, surname, date of birth, place of birth) and maybe passport
number, therefore the mandatory dataset provided by elDAS does not guarantee the exact match
especially in some unlikely, but possible situations. This is the reason why, before allowing the access to the
services of an R2D Access server, the providing HCO, MAY require some additional identification data to the
citizen, to help the HCO to associate in a more secure way the requesting citizen to one of the patients in
their EHR. This identification process IS NOT mandatory because somesospitals may already have collected
the elDAS identity of their patients.

Requiring additional identification data is a process executed by the HCO following the security policies
defined by the HCO itself. The deployment (by two distinguished HCOs) of two R2D Access instances
implementing two different identification policies is passible and completely reasonable.

So, the first time an authenticated (by elDAS) citizen 'submit a request to an R2D"Access server, it MAY be
required to the citizen to perform a one-time operation toysendadditional identification data to help the
HCO to associate the requesting citizen to a,patient in the'HCO’s EHR. In this case the R2D Access server
replies with the HTTP status code 403 (FORBIDDEN) adding to the response an header attribute named
requested-identification-attrs containing the comma, separated list of the requested
identification attributes names. Following is the list of ithe defined(case sensitive) names for the
identification attributes:

® FiscalNumber

® FEmail

® MobilePhone

e TdentityCardsnumber

e (IdentityCard.issuer

e TdentityCard.issueDate (allowed format YYYY + “-“+ MM + “-“+ DD)
e TdentityCard.expiryDate (allowedformat YYYY + “-*“+ MM + “-“+ DD)
e TIdentityCard.frontPhoto (represented as jpeg)

e TIdentityCard.backPhoto (represented as jpeg)

e Gender (possible'values: Male | Female | Not Specified)

® PlaceOfBirth.name

® PlaceOfBirth.postCode

® PlaceOfBirth.district

® PlaceOfBirth.country

The HCO is free to choose the set of attributes that should be required to the citizen depending only on its
internal security policies and on the concrete data contained by the elDAS token (mandatory attributes and
values of optional attributes). The following sequence diagram (Figure 19) is a further development of the
previous one (in red are shown the additions), showing the citizen identification process:
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is a simplified one, it does not represent the real process that is executed to authenticate the
citizen. This objective is out of the scope of this deliverable, but it is a subject of the deliverable

(D3.4].

Figure 19 - Citizen identification process

step 1: the citizen authenticates to elDAS. The authentication process represented in this diagram

IntéropEHRate

70



e step 2: the citizen sends a request to the R2D Access server of a HCO to download his/her health
data. This step is executed invoking one of the operations defined by R2D Access (defined later), for
the purposes of this sequence diagram it is not useful to identify one specific operation, because
invoking one service or another does not affect the overall structure of this process.

O step 2.1: the R2D Access server checks if the provided elDAS token is valid.

o step 2.2: if the token is not valid, the server replies with the HTTP status code 401 (NOT
AUTHENTICATED) optionally adding a FHIR OperationOutcome providing a human readable
error message. The processing of the request is finished.

o step 2.3: if the token is valid the R2D Access server sends a request to the EHR requesting
the identification of the requesting citizen. In caseathe client is submitting too many
requests in the unit of time, the server is able toseject them using the HTTP status code
429 (TOO MANY REQUESTS) optionally adding a FHIR OperationOutcome providing a
human readable error message.

step 2.4: if it is not possible forsthe HCO to uniquely identify the citizen, or if the
hospital needs additional identifying information, thexserver MUST reply with the
HTTP status code 403 (FORBIDDEN) adding the response an header attribute
named requested-identiafication-attrs containing the comma
separated list of the requested identification attributes names and optionally
adding a FHIR QperationOutcome providing a human readable error message.

step 2.5: The identification process executed by the HCO cannot be considered as
completely automatie, but itis very likely that it requires human intervention.
During the execution of, this process.the client may still try to access R2D Access
services, innthis case the server MUSTureply with the HTTP status code 403
(FORBIDDEN) adding to theesponse the header attribute named pending-
identification set to'true and optionally adding a FHIR OperationOutcome
providing a human.readable error message.

step 2.6: if the token is'valid, the server replies with the HTTP status code of 202
(REQUEST ACCEPTED) and optienally adding a FHIR OperationOutcome providing a
humanireadable error message.

e step 3:.if the initial request has beeniaccepted by the server (return code 202), the S-EHR starts a
polling‘loop for periodically checking the status of the request processing: Until the returned status
is 202, thepolling loop goes on.

e step 4: if the polling returns a status of 200, it means that the requested data are available, so the
S-EHR uses the returnedURLs to retrieve the health data.

o step 5: the S-EHR app stores the retrieved health data.

e step 6: if the polling returns a status of 500, it means that the server raised an error while retrieving
the requested data. The S-EHR app shows the error to the citizen.

e step 7: this step is executed if the first initial request was not accepted by the server. The S-EHR
app shows the error to the citizen.
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4.3 R2D Access Specifications
The objective of this section is to define the technical specification of the RESTful operations that compose
the offered interfaces of an R2D Access server. These interfaces, introduced in the overall InteropEHRate
architecture deliverable [D2.6], are called R2DAccess, R2Dldentification and R2DAccessDICOM as shown by
the following diagram (Figure 20).

__________ Authenticates on national identty provider__ _________________3] <<Service Component>> |
r National Identity Provider

/N

l
i
i
I
I
| trusts Citizen's elD issued by
i
i
|

AR uses identity token issued by . <<Service Component>> ]
isizen e eIDAS EIDAS Node
i
! : )
|
|uses ! |
' i :
| | Itrusts Citizen's elD issued by
1 1 \ :
<<WADO-RS>> <<optional>> !
\/ ' R2DAccessDICOM B !
< <Mobile App>>
S-EHR Mobile App gl (O Healthcare Organization Information System g]
R2D Access Client N\
SRFHIRZ R2DAccess R2D Access Service

T
I
( | Uses knowledge defined by
R2DAccessldentification '

|

AV4
Central Knowledge Provider @

Figlite 20 - R2DACEESSService interf0egs

The next class diagram (Figure»21) shows.a logical view of the R2DAccess interface providing a first initial
list of the methods it'defines:

<<interface> >
R2DAccess

+ getPatient(token : String) : Bundle

+ searchDocumentReference (category : String, type : String, from : Date, summary : boolean, token : String) : Bundle
+ searchDocumentManifest(category : String, type : String, from : Date, summary : boolean, token : String) : Bundle
+ searchCondition{category : String, type : String, from : Date, summary : boolean, token : String) : Bundle

+ searchAllergyintolerance(category : String, type : String, from : Date, summary : boolean, token : String) : Bundle
+ searchObservation(category : String, type : String, from : Date, summary : boolean, token : String) : Bundle

+ searchimmunization(category : String, type : String, from : Date, summary : boolean, token : String) : Bundle

+ searchMedicationRequest(category : String, type : String, from : Date, summary : boolean, token : String) : Bundle
+ searchProcedure (category : String, type : String, from : Date, summary : boolean, token : String) : Bundle

+ searchEncounter(from : Date, summary : boolean, token : String) : Bundle

+ searchDiagnosticRe port(category : String, type : String, from : Date, summary : boolean, token : String) : Bundle
+ searchComposition(category : String, type : String, from : Date, summary : boolean, token : String) : Bundle

+ getEverything(patient : Patient, token : String) : Bundle

+ getEverything(e ncounter : Encounter, token : String) : Bundle

+ getEverything(report : DiagnosticReport, token : String) : Bundle

+ getDocument(composition : Composition, token : String) : Bundle

Figure 21 - The R2D Access interface

As already stated, R2D Access is a RESTful protocol. Every operation defined by the R2D Access protocol is
described in a specific section of this chapter using an ad hoc template for RESTful services, the allows to
describe the following features:

4
. 8
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the HTTP method to be used;

the URL to be invoked;

the type of the FHIR resource that is the subject of the request;

the FHIR profile of the returned data;

the allowed parameters that may be added to the URL and the constraints defined for the allowed
values of each parameter;

the set of allowed header parameters and the constraints defined for the allowed values of each
parameter;

the set of possible HTTP return codes.

Following is the list of the FHIR resources supported by R2D AcceSs protocol. Every resource in the list

MUST be queryable by any S-EHR using the search parameters defined in the next sections:

Patient
DocumentReference
DocumentManifest
DiagnosticReport
MedicationRequest
Condition
Immunization
Allergylntolerance
Observation
Encounter
Composition
Procedure

The aforementioned list is‘only the list of the queryable resources, it is not the list of the resource types

downloadableswith, R2D Access.\For instance, while ‘downloading an Encounter it will be possible to

downloadfalso all"'the resources related by that instance of Encounter using specific operations to retrieve

all the thealth data related toa main‘one with a single action. The entire set of exchangeable resources is
defined by the InteropEHRate FHIR profiles [D2.9].
From a conceptual point of view, the set of‘resources queryable by R2D Access can divided into two main

classes:
[ ]

Atomic resources: Condition, Allergylntolerance, Immunization, MedicationRequest and
DocumentReference. Maost of these resource types are part of R2D Access, because they are
considered relevant from a medical point of view in a cross border health data exchange context. In
fact, they correspond also to required sections of the IPS specifications (Condition,
MedicationRequest, Allergyintolerance, Immunization, Procedure), or to health data exchanged by
eHDSI (PatientSummary, MedicationRequest).

Container resources: DocumentManifest, DiagnosticReport, Encounter, Composition and Patient.
These resources allow an organized download of health data by an R2DAccess Server following a
two-steps pattern: firstly it is submitted a query for retrieving the list of available resources of a
specific content type (e.g. “give me all my Encounters”) then, using specific operations (that work
at instance level), it is possible to retrieve all the related health data (e.g. “give me all the data
related to the Encounter X”). This pattern allows the retrieval of health data of citizens giving them
the possibility to choose what to download.
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Observations can be either an atomic or a container resource depending on the specific usage.

The following table contains the set of the operations that compose the R2D Access protocol:

Retrieval of the Patient

Search of Condition of the patient

Search of AllergyIntolerance of the patient

Search of Immunization of the patient

Search of Procedure of the patient

Search of Observation of the patient

Search of MedicationRequest of the patient

Search of DocumentReference of the patient

Search of DocumentManifest of the patient

Search of DiagnosticReport of the patient

Search of Encounter of the patient

Search of Composition of the patient

Retrieval of every health data of the patient

Retrieval of every health data related to an Encounter of the patient

Retrieval of every health data related to an DiagnosticReport of the patient

Retrieval of every health data related to a Composition of the patient

These R2D Access specification'mandates the use of the FHIR profiles defined by the InteropEHRate project,
documented by.deliverable [D2.9]. This deliverable and deliverable [D2.9] provide together all the technical
information needed te implement|the R2D Access protocol and to guarantee the interoperability among
any compliant S-EHR"app. and any compliant R2D Access Service. They define respectively: i) how two
systems interact to exchange health data, ii) what is the structure of the health data that can be exchanged
between the two.

4.3.1 URI schemas
As stated before, R2D Access is a FHIR protocol specified by applying restrictions and constraints to the
standard HL7 FHIR RESTFul API [FHIR API SPEC], without adding any new additional parameter. R2D Access
is a read-only protocol that operates on a specific subset of the FHIR resource. All operations requested are
constrained to the authenticated citizen (they do not require filtering criteria about the patient) and are
used mainly for periodic import of citizen’s health data from an EHR to their mobile device. These kinds of
import operations do not require all the capabilities provided by the complete [FHIR API SPEC].
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RESTful services can be invoked manually by specific HTTP clients (every known browser, CURL, Postman,
etc. etc.), or programmatically from almost every programming language that provides support for web
programming: Java, Javascript, Python, PHP. The most generic form of a R2D Access request is the
following:

GET [base]/[typel {?paramsAndOptions}

names surrounded by [ ] are placeholders for mandatory parameters, names surrounded by { } are
placeholders for repeatable parameters, while ‘?’ prefixes placeholders for optional parameters.

® GET: is the HTTP method used to submit a read or sear

supported by R2D Access (it is a read only protocol).

operation. it is the only method
e base: corresponds to the endpoint of the server providi R2D Access service.
e type: must be one of the queryable FHIR types sup Access and listed in the previous

section.

e The {?paramsAndOptions} tag is the al part of a R2 ess request. It contains a

series of encoded name-value pairs separ he filter criteria for the

y the & char and repres
query, as well as control parameters to mo i

he beha r of the R cess server such as

sorting the results or limiting the number of resu

4.3.2 Supported HTTP mé
R2D Access is a read only protocol used by ed HTTP method for citizens is the
GET method. Incoming requests,s i wing HTTP methods POST, PUT

protocol):

Whole System Interactions

e

capabilities Retrieve the capability statement of the R2D Access server SUPPORTED

batch/transa ) ) . . HAVE NOT TO BE
. Update, create or delete a set of resources in a single interaction

ction SUPPORTED

£ a®
p B
o
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, o HAVE NOT TO BE
search Search across all resource types based on some filter criteria
SUPPORTED
history Retrieve the change history for all resources NOT SUPPORTED

Type Level Interactions

i e e B

create Create a new resource with a server assigned id HAVE NOT TO BE
& SUPPORTED
search Search the resource type based on some filter criteria SUPPORTED
histor Retrieve the change history for a particular resource type HAVE NOT TO BE
¥ g yforap P SUPPORTED

& N\

Instance Level Interactions

e

HAVE NOT TO BE
read Read the current state of the resource
SUPPORTED
HAVE NOT TO BE
vread Read the state of a specific version of the resource
SUPPORTED
. L e HAVE NOT TO BE
update Update an existing resource by its id (or create it if it is new)
SUPPORTED
HAVE NOT TO BE
delete Delete a resource
SUPPORTED
- . . HAVE NOT TO BE
patch Update an existing resource by posting a set of changes to it
SUPPORTED
. . ) . HAVE NOT TO BE
history Retrieve the change history for a particular resource
SUPPORTED
SUPPORTED only for read-
operation Execute an operation over a resource only operations defined
below.
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According to FHIR specifications [FHIR API SPEC], the name of these interactions is the same name that
MUST be used in the capability statement of the R2D Access Server to state what operations are supported

for every resource type (see section Capability Statement).

4.3.4 Supported common search parameter and search options
FHIR defines a set of common (to all the resource types) search parameters and search options
(https://www.hl7.org/fhir/searchparameter-registry.html#fcommon), this section lists which common

parameters or options MUST be supported by any implementation of R2D Access. The following table show
the level of support provided by R2D Access for common search options:

Search Parameter R2D Access support

_sort SUPPORTED
_count SUPPORTED
_summary SUPPORTED

4.3.5 Search Narrowing
R2D Access is designed to be used only by citizens that candonly request their own data, they cannot
request for data of another citizen. For this reason, all the R2D Access operations always imply an (elDAS)
authenticated citizen that must match to an\existingypatient of the healthcare organization providing the
R2D Access server. For this reason, every R2D Access operation is always (and only) executed in the
compartment of the authenticatedicitizen. The following request:

[base] /DiagnosticReport?code=XYZ

must be handled in the compartment of the authenticated citizen as if it would be:

[base] /DiagnosticReport?subject=<auth citizen>&code=XYZ

This feature of the R2D Access protocol does not force S-EHR apps to provide the filtering criteria for the
patient when invoking an R2D Access operation so that the query is simpler.

From the other side, the R2D_Access server MUST process every incoming request according to the
following possible scenarios:

e The incoming request does not contain a filter criteria for the patient: the R2D Access
server MUST process it ONLY in the compartment of the authenticated citizen. R2D Access
server implementers are free to develop a proprietary mechanism to narrow the search to
the authenticated citizen without explicitly affecting the incoming query or as an

alternative CAN pre-process the query adding the missing parameter and binding it to the
identifier of the authenticated citizen.

e The incoming request contains a filter criteria for the patient: the R2D Access server MUST
reject this request using the HTTP status code 403 (Forbidden). The reason why a request
containing a filter parameter for the patient MUST be rejected is that the only way for a
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client to communicate who is the authenticated citizen, is the elDAS token, Any other
option using the query parameter MUST be considered as a not secure and not compliant
request, thus MUST be rejected.

e The incoming request does not contain the elDAS token: the R2D Access server MUST
reject this request using the HTTP status code 401 (Not Authorized).

Complete technical details about citizen identity and session management are specified in the deliverable
[D3.4].

Search narrowing is not only applied to the authenticated citizen, but also to the status of the requested
health data. Health data returned by R2D Access MUST be only thése whose is a final one. For instance,
temporary health data that still must be processed by clinicians™MUST NOT be returned to the citizen. As
the status attribute has different names and different values for, each resource type, this detailed
specification for every resource type can be found in the dedicated paragraph in the following sections.

4.3.6 Interface R2DAccess
This section contains the technical specifications of every operation of the R2D Access protocol introduced
in the previous sections. The R2D Access is a protocol ‘based on the HTTP specifications version 1.1,
providing details about these standards.is out of the scope of this document, complete knowledge of HTTP
specifications [rfc 2616] [rfc 7540] is required fora complete understanding of the present deliverable.

4.3.6.1 Search Patient
The Patient resource in FHIR is used. to represent demographics and other administrative information about
an individual receiving«care or other health-related sefvices. Full infermation about the Patient resource
can be found at this URL: https://www.hl7.org/fhir/patient.html.

The search operation over the Patient resource is part of the specifications of R2DAccess, but due to the
search narfowing applied over the authenticated\citizen, this search can return only the record of the
Patientdcorresponding to the authenticated citizen. This is the reason why this search does define any
search parameters available to the S-EHR app.

Endpoint and parameters

The following URL shows the| basic structure of the query for executing searches on the
DocumentReference resource:

GET [base]/Patient

Parameters under the responsibility of the S-EHR are the header parameters that can be added to a request
and that are used to provide contextual information affecting the request processing:
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Header parameters available to S-EHR

Type Mandatory Constraint

Authorization string YES elDAS token of the authenticated citizen

Accept string NO Default value is application/json

Prefer string YES Default pond-async

Return Value

he bundle are repr
Content-Type correspong rameter (default value is JSON).
e Version: FHIR R4

Return Codes

4.3.6.2 Sear® umentReference
The DocumentReference is the FHIR resource used to represent a reference to a document of any kind, it
provides metadata about the document so that the document can be discovered and managed. The scope
of a document is any serialized object with a mime-type, so includes formal patient centric documents
(CDA), clinical textual notes, scanned paper, PDF documents, images, etc. etc. Full information about the
DocumentReference resource can be found at this URL:
https://www.hl7.org/fhir/documentreference.html.

Endpoint and parameters
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The following URL shows the basic structure of the query for executing searches on the
DocumentReference resource:

GET [base]/DocumentReference{?paramsAndOptions}

The { ?paramsAndOptions} tag contains a series of encoded name-value pairs separated by the & char,
representing the filter criteria for the query, as well as control parameters to modify the behaviour of the
R2D Access server such as sorting the results or limiting the number of results to a specific value. Unlike the
FHIR specifications, R2DAccess only supports a small subset of filtering criteria for the DocumentReference
resource. The following tables show the list of the allowed parame -EHR MAY use, and a R2D Access
serve MUST process:

Search parameters available to S-EHR

=

category token aIueSet/docu classcodes

type

date

_sort

_count

_summary NO “true” | "false” | "text”

Search parameters under R2D Access control

—

subject reference YES Authenticated citizen
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status token YES “current”

The presence of two implicit parameters under R2D Access control (subject and status), strongly modify the
semantic of the search operation as it is intended in the FHIR specifications. It implies that every search of
DocumentReference MUST be executed narrowing the results to DocumentReference whose status is
equal to the literal “current” and that belongs to the authenticated citizen. R2D Access implementers MUST
guarantee the semantic equivalence between these two queries:

1. [base]/DocumentReference

2. [base]/DocumentReference?subject=<aut >&status=current

R2D Access implementers MUST execute every sear eference considering that the
subject and status search parameters are man onsibility of the R2D Access
server itself and not of the S-EHR. R2D Access im heir proprietary solution
to restrict searches of DocumentReference followin iteri i ications.

Examples of valid queries: .

[base] /DocumentReference?type=http://loinc.org|60591-5

[base] /DocumentReference?date=gt2019-01-01&date=1t2019-31-12&sort=-date

D 4

Additional parameters un HR are the header parameters that can be added

N reqw
Header parameters available to S-EHR

“ = —
SV YES elDAS token of the authenticated citizen

Accept string NO Default value is application/json

tion affecting the request processing:

Authorization

Prefer string YES Default value is respond-async
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Return Value

e Instance of Bundle of type searchset containing instances of DocumentReference
represented with Content-Type corresponding to requested Accept parameter (default
value is JSON).

e Version: FHIR R4

Return Codes

202 Accepted: asynchronous request accepted.

200 Successful: request successfully processed.

4XX Bad Request: search could not be processed or failed basic FHIR validation rules.
401 Not Authorized: authorization is required for the interaction that was attempted.
403 Forbidden: client is not allowed to access requested resources due to security policy.
404 Not Found: requested resource not found.

406 Not Acceptable: client requested a_not supported content-typeformat.

429 Too Many Requests: client has submitted too many requests in‘the,unit of time.

5XX Internal Server Error: the server encountered an unexpected internal error

R2D Access servers implementing this transaction shall provide a CapabilityStatement Resource stating the
transaction has been implemented.

4.3.6.3 Search DocumentManifest
The DocumentManifest isfthe FHIR resource used to group a'set of resources (pertaining to the same
patient) that share adclinical context. Typically, DocumentManifest, resources are used in document
indexing systems like IHE XDS (https://wiki.ihe.net/index.php/Cross-Enterprise_Document Sharing) or IHE
MHD  (https://wiki.ihe.net/index.php/Mobile access_te Health Documents (MHD)). Full information
about the DocumentManifest resource can be found at this URL:
https://www.h!7.org/fhir/decumentmanifest.html.

Endpoint'and parameters

The following URL'shows the basic structure of the query for executing searches on the DocumentManifest
resource:

GET [base]/DocumentManifest{?paramsAndOptions}

The { ?paramsAndOptions} tag contains a series of encoded name-value pairs separated by the & char,
representing the filter criteria for the query, as well as control parameters to modify the behaviour of the
R2D Access server such as sorting the results or limiting the number of results to a specific value. Unlike the
FHIR specifications, R2DAccess only supports a small subset of filtering criteria for the DocumentManifest
resource. The following tables show the list of the allowed parameters a S-EHR MAY use, and a R2D Access
serve MUST process:

a
°
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Search parameters available to S-EHR

Mandatory Constraint

type token NO http://terminology.hl7.org/ValueSet/v3-ActCode

created date NO

_sort text NO

_count integer NO

_summary

Search parameters under R2D Access control

ntlcated citizen

subject

status “current”

The presence of two impli ters under R2D Access control (subject and status), strongly modify the

semantic of the search opera as it is intended in the FHIR specifications. It implies that every search of
DocumentManifest MUST be executed narrowing the results to DocumentReference whose status is
equal to the literal “current” and that belongs to the authenticated citizen. R2D Access implementers MUST

guarantee the semantic equivalence between these two queries:
1. [base]/DocumentManifest
2. [base]/DocumentManifest?subject=<auth-ctz>&status=current

R2D Access implementers MUST execute every search of DocumentManifest considering that the
subject and status search parameters are mandatory and under the responsibility of the R2D Access
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server itself and not of the S-EHR. R2D Access implementers are free to develop their proprietary solution
to restrict searches of DocumentManifest following the criteria stated in these specifications.

Examples of valid queries:

[base] /DocumentManifest?created=gt2019-01-01&date=1t2019-31-12&sort=-date

Additional parameters under the responsibility of the S-EHR are the header parameters that can be added
to a request and that are used to provide contextual information affec"ig the request processing:

Header parameters available to S-EHR

“ =

Authorization string

Accept string Default valu plication/json

Prefer espond-async

aining instances of DocumentManifest
e corresponding to requested Accept parameter (default

Return Codes

202 Accepted: asynchronous request accepted.

200 Successful: request successfully processed.

4XX Bad Request: search could not be processed or failed basic FHIR validation rules.
401 Not Authorized: authorization is required for the interaction that was attempted.
403 Forbidden: client is not allowed to access requested resources due to security policy.
404 Not Found: requested resource not found.

406 Not Acceptable: client requested a not supported content-type format.

429 Too Many Requests: client has submitted too many requests in the unit of time.

5XX Internal Server Error: the server encountered an unexpected internal error
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R2D Access servers implementing this transaction shall provide a CapabilityStatement Resource stating the
transaction has been implemented.

4.3.6.4 Search Condition
The Condition is the FHIR resource used to represent a record of detailed information about a condition,
problem, diagnosis, or other event, situation, issue, or clinical concept that has risen to a level of concern.
Full  information about the Condition resource can be found at this URL:
https://www.hl7.org/fhir/condition.html.

The resource Condition is part of the mandatory data of the International Patient Summary specifications, it
has been added to the R2D Access protocol in order to let citizens
the HCOs used by the citizen do not provide a complete Patient S

load their set of Condition even if

Endpoint and parameters

The following URL shows the basic structure of thew executing se

GET [base]/Condition{?paramsAndOptions}

s on the Condition resource:

The { ?paramsAndOptions} tagco
representing the filter criteria for the que
R2D Access server such as sorting the resul
FHIR specifications, R2DAc
The following tables sh

me-value pairs separated by the & char,
eters to modify the behaviour of the
sults to a specific value. Unlike the
ria for the Condition resource.
use, and a R2D Access serve
MUST process:

Search parameters available to S-EHR

=

category http://hl7.org/fhir/ValueSet/condition-category
code token NO http://hl7.org/fhir/ValueSet/condition-code
recorded-date date NO

_sort text NO
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_count integer NO

II|

_summary text NO “true” | "false” | “text”

Search parameters under R2D Access control

Type Mandatory Constraint

subject Reference

verification-status “confirmed”

proprietary solu
specifications.

Examples of valid queries:

[base] /Condition?code=http://snomed.info/sct|45234553

[base]/Condition?category=problem-iten-list&date=gt2019-01-01&date=1t2019-31-12

Additional parameters under the responsibility of the S-EHR are the header parameters that can be added
to a request and that are used to provide contextual information affecting the request processing:
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Header parameters available to S-EHR

Type Mandatory Constraint

Authorization string YES elDAS token of the authenticated citizen

Accept string NO Default value is application/json

Prefer string YES Default pond-async

Return Value

e Instance of Bundle of type ances of DocumentReference

represented with Content-T ested Accept parameter (default
value is JSON).

e Version: FHIR R4

Return Codes

° d to access requested resources due to security policy.
° /

e 406 No requested a not supported content-type format.

e 429Too N lient has submitted too many requests in the unit of time.

e 5XX Internal : the server encountered an unexpected internal error

Some additional notes about the Condition resource:

e Condition defines two attributes for storing dates: one is recorded-date and the other one is
onset. The attribute recorded-date stores the date in which the Condition was first recorded
by the system, while the onset refers to when the Condition is supposed to begin, or was
discovered. It is very difficult or almost impossible to determine with certainty the onset of a
certain condition, this is the reason why this attribute may contain an incomplete date, or simply an
year or the age (of the patient) when the condition was discovered. Due to this uncertainty this
attribute cannot be used as a search parameter in R2D Access and the recorded-date was
preferred.
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e The Condition defines two status attributes, one is the clinical-status and the other one is
the verification-status. The clinical-status states if the Condition is active or not,
while the verification-status states if this condition was confirmed by a clinician. In R2D
Access only Condition whose verification-status is equal to “confirmed” are returned to
S-EHR, so it is the responsibility of the S-EHR to check the value of the clinical-status
attribute to determine if the Condition is still active.

R2D Access servers implementing this transaction shall provide a CapabilityStatement Resource stating the
transaction has been implemented.

4.3.6.5 Search AllergylIntolerance
The Allergylntolerance is the FHIR resource used to represent a
or intolerance; a propensity, or a potential risk to an indivi

of a clinical assessment of an allergy
ave an adverse reaction on future
exposure to the specified substance, or class of substance. i ion about the Allergylntolerance
resource can be found at this URL: https://www.hl7.0

Moreover, the resource Allergylntolerance is p
Summary specifications, it has been added to the R
omplete Patient

their set of Allergylntolerance even if the HCOs used do not provi

Summary.
Endpoint and parameters

The following URL shows tructure o ches on the Allergylntolerance

resource:

ncoded name-value pairs separated by the & char,
as well as control parameters to modify the behaviour of the

serve MUST process:

Search parameters available to S-EHR

Mandatory Constraint

category token NO http://hl7.org/fhir/ValueSet/allergy-intolerance-category

e
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type token NO http://hl7.org/fhir/ValueSet/allergy-intolerance-type
date date NO

_sort text NO

_count integer NO

_summary text NO “true” | "false’

Search parameters under R2D Access control

Mandatory Constraint

subject

verification-status firmed”

Access control (subject and verification-status),
strongly ma i eration as it is intended in the FHIR specifications. It implies
that every sea be executed narrowing the results to Allergylntolerance
whose verifica equal to the literal “current” and that belongs to the authenticated
guarantee the semantic equivalence between these two queries:

1. [base]/AllergyInte
2. [base]/AllergyIntolerance?subject=<auth-ctz>&verification-status=confirmed

R2D Access implementers MUST execute every search of Allergylntolerance considering that the subject
and verification-status search parameters are mandatory and under the responsibility of the R2D
Access server itself and not of the S-EHR. R2D Access implementers are free to develop their proprietary
solution to restrict searches of DocumentReference following the criteria stated in these specifications.

Examples of valid queries:
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[base]/AllergyIntolerance?type=allergy

[base]/AllergyIntolerance?date=category=food&gt2019-01-01l&sort=-date

Additional parameters under the responsibility of the S-EHR are the header parameters that can be added
to a request and that are used to provide contextual information affecting the request processing:

Header parameters available to S-EHR

Type Mandatory Constraint

Authorization string

Accept string

Prefer string

Return Value

ining instances of Allergylntolerance represented
d Accept parameter (default value is JSON).

us request accepted.

cessfully processed.

4XX Bad Requ : could not be processed or failed basic FHIR validation rules.
401 Not Authori thorization is required for the interaction that was attempted.
403 Forbidden: client is not allowed to access requested resources due to security policy.
404 Not Found: requested resource not found.

406 Not Acceptable: client requested a not supported content-type format.

429 Too Many Requests: client has submitted too many requests in the unit of time.

5XX Internal Server Error: the server encountered an unexpected internal error

Some additional notes about the Allergylntolerance resource:
e AllergyIntolerance defines two attributes for storing dates: one is recorded-date and the other
one is onset. The attribute recorded-date stores the date in which the Allergylntolerance was
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first recorded by the system, while the onset refers to when the Allergylntolerance is supposed
to begin, or was discovered. It is very difficult or almost impossible to determine with certainty the
onset of a certain allergy, this is the reason why this attribute may contain an incomplete date, or
simply an year or the age (of the patient) when the condition was discovered. Due to this
uncertainty this attribute cannot be used as a search parameter in R2D Access and the
recorded-date was preferred.

o The Allergylntolerance defines two status attributes, one is the clinical-status and the
other one is the verification-status. The clinical-status states if the
Allergylntolerance is active or not, while the verification—-status states if this condition

rance whose verification-

the responsibility of the S-EHR to
rmine if the Allergylntolerance is still

was confirmed by a clinician. In R2D Access only Allergyin

status is equal to “confirmed” are returned to S-EHR
check the value of the clinical-status attribut
active.

R2D Access servers implementing this transaction rovide a CapabilitySt

transaction has been implemented.

ent Resource stating the

4.3.6.6 Search Observaj

Observation resource

Endpoint and parameter

The followi y for executing searches on the Observation
resourc

representing the filter i query, as well as control parameters to modify the behaviour of the
R2D Access server such as i results or limiting the number of results to a specific value. Unlike the
FHIR specifications, R2DAccess only supports a small subset of filtering criteria for the Observation
resource. The following tables show the list of the allowed parameters a S-EHR MAY use, and a R2D Access
serve MUST process:

Search parameters available to S-EHR

“
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category token NO http://hl7.org/fhir/ValueSet/observation-category

code token NO http://hl7.org/fhir/ValueSet/observation-codes
date date NO
_sort text NO

_count integer NO

_summary text NO "false” | "text”

Search parameters under R2D Access control

patlent nticated citizen

status

The presence implici 2D Access control (subject and status), strongly modify the
is intended in the FHIR specifications. It implies that every search of
Observation MUST b ing the results to Observation whose status is equal to the literal
“final” and that belon enticated citizen. R2D Access implementers MUST guarantee the

semantic equivalence betw e two queries:

1. [base]/Observation
2. [base]/Observation?patient=<auth citizen>&status=final

R2D Access implementers MUST execute every search of Observation considering that the patient and
status search parameters are mandatory and under the responsibility of the R2D Access server itself and
not of the S-EHR. R2D Access implementers are free to develop their proprietary solution to restrict
searches of DocumentReference following the criteria stated in these specifications.

Examples of valid queries:
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[base] /Observation?code=http://loinc.org|29463-7

[base] /Observation?dcategory=vital-signs&date=gt2020-01-0l&sort=-date

Additional parameters under the responsibility of the S-EHR are the header parameters that can be added
to a request and that are used to provide contextual information affecting the request processing:

Header parameters available to S-EHR

Type Mandatory Constraint

Authorization string

Accept string

Prefer string

Return Value

ining instances of Observation represented with
cept parameter (default value is JSON).

us request accepted.

cessfully processed.

4XX Bad Requ : could not be processed or failed basic FHIR validation rules.
401 Not Authori thorization is required for the interaction that was attempted.
403 Forbidden: client is not allowed to access requested resources due to security policy.
404 Not Found: requested resource not found.

406 Not Acceptable: client requested a not supported content-type format.

429 Too Many Requests: client has submitted too many requests in the unit of time.

5XX Internal Server Error: the server encountered an unexpected internal error

R2D Access servers implementing this transaction shall provide a CapabilityStatement Resource stating the
transaction has been implemented.
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4.3.6.7 Search Immunization
Immunization is the FHIR resource used to represent the recording of current and historical administration
of vaccines to patients across all healthcare disciplines in all care settings and all regions. Full information
about the Immunization resource can be found at this URL: https://www.hl7.org/fhir/immunization.html.

Endpoint and parameters

The following URL shows the basic structure of the query for executing searches on the
DocumentReference resource:

GET [base]/Immunization{?paramsAndOptions}

The { ?paramsAndOptions} tag contains a series of enc alue pairs separated by the & char,

representing the filter criteria for the query, as well as to modify the behaviour of the
a specific value. Unlike the

ia for the Immunization

number of res
subset of filtering
d parameters a S-EHR

R2D Access server such as sorting the results or limiti
FHIR specifications, R2DAccess only supports a
resource. The following tables show the list of the a
serve MUST process:

se, and a R2D Access

Search parameters available to S-EHR

=
4

integer
t

Search parameters under R2D Access control

NO
NO

_summary NO “true” | "false” | "text”

ets"al.
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patient token YES Authenticated citizen

status token YES “completed”

The presence of two implicit parameters under R2D Access control (patient and status), strongly modify the
semantic of the search operation as it is intended in the FHIR specifications. It implies that every search of
DocumentReference MUST be executed narrowing the results to DocumentReference whose status is

equal to the literal “

complete” and that belongs to the authenti itizen. R2D Access implementers

MUST guarantee the semantic equivalence between these two

1. [base]/Immunization

2. [base]/Immunization?patien iti atus=complete
R2D Access implementers MUST execute every sea at the patient and
status search parameters are mandatory and under ss server itself and
not of the S-EHR. R2D Access imple tion to restrict

searches of DocumentReference followi

Examples of valid queries:

[base] /Immunization?date=gt2019-01-01&date=1t2019-31-12&sort=-date

) are the header parameters that can be added
mation affecting the request processing:

Header parameters available to S-EHR

Type Mandatory Constraint

Authorization string YES elDAS token of the authenticated citizen
Accept string NO Default value is application/json
Prefer string YES Default value is respond-async
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Return Value

e |[nstance of Bundle of type searchset containing instances of Immunization represented

with Content-Type corresponding to requested Accept parameter (default value is JSON).
e Version: FHIR R4

Return Codes

202 Accepted: asynchronous request accepted.

200 Successful: request successfully processed.

4XX Bad Request: search could not be processed or failed basic FHIR validation rules.
401 Not Authorized: authorization is required for the interaction that was attempted.
403 Forbidden: client is not allowed to access requested resources due to security policy.
404 Not Found: requested resource not found.

406 Not Acceptable: client requested a_not supported content-typeformat.

429 Too Many Requests: client has submitted too many requests in‘the unit of time.

5XX Internal Server Error: the server encountered an unexpected internal error

R2D Access servers implementing this transaction shall provide a CapabilityStatement Resource stating the
transaction has been implemented.

4.3.6.8 Search MedicationReqQulest
MedicationRequest is the/FHIR resource used to, represent anhorder or request for both supply of the
medication and the instructions for administration of.the medicationito a patient. Full information about
the MedicationRequest resource can be found at this URL:
https://www.hl7.org/fhir/medicationreguest.html.

Endpoint and parameters

The following URL shows the basic structure of the query for executing searches on the MedicationRequest
resource:

GET [base] /MedicationRequest{?paramsAndOptions}

The {?paramsAndOptions} tag contains a series of encoded name-value pairs separated by the & char,
representing the filter criteria for the query, as well as control parameters to modify the behaviour of the
R2D Access server such as sorting the results or limiting the number of results to a specific value. Unlike the
FHIR specifications, R2DAccess only supports a small subset of filtering criteria for the MedicationRequest
resource. The following tables show the list of the allowed parameters a S-EHR MAY use, and a R2D Access
serve MUST process:
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Search parameters available to S-EHR

Mandatory Constraint

category token NO http://hl7.org/fhir/ValueSet/medicationrequest-category

date date NO

_sort text NO

_count integer NO

_summary

Search parameters under R2D Access control

=

subject Au !Rentlcated citizen

status “active”

The presence of two implicit eters under R2D Access control (subject and status), strongly modify the
semantic of the search operation as it is intended in the FHIR specifications. It implies that every search of
DocumentReference MUST be executed narrowing the results to DocumentReference whose status is
equal to the literal “active” and that belongs to the authenticated citizen. R2D Access implementers MUST

guarantee the semantic equivalence between these two queries:

1. [base] /MedicationRequest

2. [base]/MedicationRequest?subject=<auth citizen>&status=active
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R2D Access implementers MUST execute every search of DocumentReference considering that the
subject and status search parameters are mandatory and under the responsibility of the R2D Access
server itself and not of the S-EHR. R2D Access implementers are free to develop their proprietary solution
to restrict searches of DocumentReference following the criteria stated in these specifications.

Examples of valid queries:

[base] /MedicationRequest?category=inpatient

[base] /MedicationRequest?date=gt2019-01-01&date=1t2019-31-12&sort=-date

Additional parameters under the responsibility of the S-EH der parameters that can be added

e request processing:

Header parameters available to S-EHR

Type Mandatory Constraint

en ofN&nticated citizen

It valueis a

Authorization string YES

Accept ing 0] lication/json

Prefer YES alue is respond-async

Return Value

searchset containing instances of MedicationRequest

t-Type corresponding to requested Accept parameter (default
value is JSON).

e Version: FHIR R4

Return Codes

202 Accepted: asynchronous request accepted.

200 Successful: request successfully processed.

4XX Bad Request: search could not be processed or failed basic FHIR validation rules.
401 Not Authorized: authorization is required for the interaction that was attempted.
403 Forbidden: client is not allowed to access requested resources due to security policy.
404 Not Found: requested resource not found.
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e 406 Not Acceptable: client requested a not supported content-type format.
® 429 Too Many Requests: client has submitted too many requests in the unit of time.
e 5XX Internal Server Error: the server encountered an unexpected internal error

R2D Access servers implementing this transaction shall provide a CapabilityStatement Resource stating the
transaction has been implemented.

4.3.6.9 Search Procedure
Procedure is the FHIR resource used to represent the details of current and historical procedures
performed on or for a patient. A procedure is an activity that is performed on, with, or for a patient as part

of the provision of care. Full information about the Procedure urce can be found at this URL:
https://www.hl7.org/fhir/procedure.html.

Endpoint and parameters

The following URL shows the basic structure of earches on the Procedure
resource:

GET [base]/Procedure{?paramsAndOptions}

e-value pairs separated by the & char,
representing the filter criteria for the quer ‘ rs to modify the behaviour of the
R2D Access server such as s@ iti F { s to a specific value. Unlike the
FHIR specifications, R2D ing criteria for the Procedure resource.
The following tables s
MUST process:

A

The {?paramsAndOptions} tag conta

MAY use, and a R2D Access serve

Search parameters available to S-EHR

Mandatory Constraint

category VO http://hl7.org/fhir/ValueSet/procedure-category
code token NO http://hl7.org/fhir/ValueSet/procedure-code
date date NO

_sort text NO
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_count integer NO

_summary text NO “true

Hl

"false” | "text”

Search parameters under R2D Access control

Mandatory Constraint

subject token YES cated citize

status token
The presence of two implicit parameters 3 ject and status), strongly modify the
semantic of the search operation as it is inte - i ns. It implies that every search of
Procedure MUST be exec tatus is equal to the literal

citizen>&status=completed

R2D Access in ery search of Procedure considering that the subject and

Examples of valid queries:

[base] /Procedure?category=http://snomed.info|387713003

[base] /Procedure?date=gt2019-01-01&date=1t2019-31-12&sort=-date

Additional parameters under the responsibility of the S-EHR are the header parameters that can be added
to a request and that are used to provide contextual information affecting the request processing:
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Header parameters available to S-EHR

Type Mandatory Constraint

Authorization string YES elDAS token of the authenticated citizen

Accept string NO Default value is application/json

Prefer string YES Default pond-async

Return Value

e Instance of Bundle of type searchset co ing i resented with
is JSON).

ameter (default va

Content-Type correspo
e Version: FHIR R4

Return Codes

transaction has been imple

4.3.6.10 Search Encounter
Encounter is the FHIR resource used to represent an interaction between a patient and healthcare provider
for the purpose of providing healthcare service or assessing the health status of a patient. Full information
about the Encounter resource can be found at this URL: https://www.hl7.org/fhir/encounter.html.

Endpoint and parameters

The following URL shows the basic structure of the query for executing searches on the
DocumentReference resource:
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GET [base]/Encounter{?paramsAndOptions}

The { ?paramsAndOptions} tag contains a series of encoded name-value pairs separated by the & char,
representing the filter criteria for the query, as well as control parameters to modify the behaviour of the
R2D Access server such as sorting the results or limiting the number of results to a specific value. Unlike the
FHIR specifications, R2DAccess only supports a small subset of filtering criteria for the Encounter resource.
The following tables show the list of the allowed parameters a S-EHR MAY use, and a R2D Access serve
MUST process:

Search parameters available to S-EHR

=
NO

Integer

_summary false

7 I"

Search parameters under R2D Access control

Mandatory Constraint

subject token YES Authenticated citizen

The presence of one implicit parameter under R2D Access control (subject), strongly modifies the semantic
of the search operation as it is intended in the FHIR specifications. It implies that every search of Encounter
MUST be executed narrowing the results to Encounter that belongs to the authenticated citizen. R2D
Access implementers MUST guarantee the semantic equivalence between these two queries:

1. [base]/DocumentReference
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2. [base]/DocumentReference?subject=<auth citizen>

R2D Access implementers MUST execute every search of Encounter considering that the subject search
parameters is mandatory and under the responsibility of the R2D Access server itself and not of the S-EHR.
R2D Access implementers are free to develop their proprietary solution to restrict searches of Encounter
following the criteria stated in these specifications.

Examples of valid queries:

[base] /Encounter?date=gt2019-01-01&date=1t2019-31-12&sort=-date

Additional parameters under the responsibility of the S- parameters that can be added

to a request and that are used to provide contextual i equest processing:

Header parameters available to S-EHR

“

elDA the a

Authorization nticated citizen

Accept s 0] ult valueis application/Jjson

Prefer ES It value is respond-async
Return Value
® |Instanceo searchset containing instances of Encounter represented with
Content-Ty ponding to requested Accept parameter (default value is JSON).

e \Version: FHIR R4

Return Codes

202 Accepted: asynchronous request accepted.

200 Successful: request successfully processed.

4XX Bad Request: search could not be processed or failed basic FHIR validation rules.
401 Not Authorized: authorization is required for the interaction that was attempted.
403 Forbidden: client is not allowed to access requested resources due to security policy.

404 Not Found: requested resource not found.
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e 406 Not Acceptable: client requested a not supported content-type format.
® 429 Too Many Requests: client has submitted too many requests in the unit of time.
e 5XX Internal Server Error: the server encountered an unexpected internal error

R2D Access servers implementing this transaction shall provide a CapabilityStatement Resource stating the
transaction has been implemented.

4.3.6.11 Search DiagnosticReport
DiagnosticReport is the FHIR resource used to represent the findings and interpretation of diagnostic tests

performed on patients. Full information about the DiagnosticRep ource can be found at this URL:
https://www.hl7.org/fhir/diagnosticreport.html.

Endpoint and parameters

The following URL shows the basic structure of the or executing es on the DiagnosticReport

resource:

GET [base]/DiagnosticReport{?paramsAndOptions}

The {?paramsAndOptions} tag conta

FHIR specifications, R2D
resource. The following
serve MUST process:

A

Search parameters available to S-EHR

Mandatory Constraint

category V NO http://hl7.org/fhir/ValueSet/diagnostic-service-sections
code token NO
date date NO
_sort text NO
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_count integer NO

Hl

_summary text NO “true” | "false” | "text”

Search parameters under R2D Access control

Type Mandatory Constraint

subject token YES cated citize

status token
The presence of two implicit parameters 3 ject and status), strongly modify the
semantic of the search operation as it is inte ns. It implies that every search of

R2D Acce te every search of DiagnosticReport considering that the subject

Examples of valid queries:

[base]/DiagnosticReport?category=RX|LAB

[base] /DiagnosticReport?date=gt2019-01-01&date=1t2019-31-12&sort=-date

Additional parameters under the responsibility of the S-EHR are the header parameters that can be added
to a request and that are used to provide contextual information affecting the request processing:
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Header parameters available to S-EHR

Type Mandatory Constraint

Authorization string YES elDAS token of the authenticated citizen

Accept string NO Default value is application/json

Prefer string YES Default pond-async

Return Value

e Instance of Bundle of type searchset co
with Content-Type corr
e Version: FHIR R4

Return Codes

transaction has been imple

4.3.6.12 Search Composition
Composition is the FHIR resource used to represent a set of healthcare-related information that is
assembled together into a single logical document that provides a single coherent statement of meaning,
establishes its own context and that has clinical attestation with regard to who is making the statement.
The Composition resource provides the basic structure of a FHIR document. Full information about
DocumentReference can be found at this URL: https://www.hl7.org/fhir/composition.html.

Endpoint and parameters
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The following URL shows the basic structure of the query for executing searches on the
DocumentReference resource:

GET [base]/Composition{?paramsAndOptions}

The { ?paramsAndOptions} tag contains a series of encoded name-value pairs separated by the & char,
representing the filter criteria for the query, as well as control parameters to modify the behaviour of the
R2D Access server such as sorting the results or limiting the number of results to a specific value. Unlike the
FHIR specifications, R2DAccess only supports a small subset of filtering criteria for the Composition
resource. The following tables show the list of the allowed parame -EHR MAY use, and a R2D Access
serve MUST process:

Search parameters available to S-EHR

Mandatory Constraint

category token tp://hl7.or, ValueSet/document-classcodes

type

date

_sort

_count integer

_summary NO “true” |”false” | "text”

Search parameters under R2D Access control

Mandatory Constraint
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subject token YES Authenticated citizen

status token YES “final”

The presence of two implicit parameters under R2D Access control (subject and status), strongly modify
the semantic of the search operation as it is intended in the FHIR specifications. It implies that every search

of Composition MUST be executed narrowing the results to Comp n whose status is equal to the

literal “final” and that belongs to the authenticated citizen. R2D implementers MUST guarantee the

semantic equivalence between these two queries:

1. [base]/Composition

2. [base]/Composition?subje =final

their proprietary solution to restrict

searches of DocumentReference followin stated in specifications.

Examples of valid queries:

[base] /Composition?type=http://loinc.org|60591-5

[base] /Composition?category=http://loinc.org|18842-5&sort=-date

ility of the !-EHR are the header parameters that can be added
tual information affecting the request processing:

Header parameters available to S-EHR

Mandatory Constraint

Authorization string YES elDAS token of the authenticated citizen

Accept string NO Default value is application/json
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Prefer string YES Default value is respond-async

Return Value

e Instance of Bundle of type searchset containing instances of Composition represented with
Content-Type corresponding to requested Accept parameter (default value is JSON).
e \Version: FHIR R4

Return Codes

202 Accepted: asynchronous request accepted.

200 Successful: request successfully processed.

4XX Bad Request: search could not be processed or failed basic FHIR validation rules.
401 Not Authorized: authorization is required for the interaction that was attempted.
403 Forbidden: client is not allowed to'access requested resources dueto security policy.
404 Not Found: requested resource not found.

406 Not Acceptable: client requested a not supported content-type format.

429 Too Many Requests: client has submitted toe many requests in the unit of time.

5XX Internal Server Error: the server encountered an unexpected internal error

4.3.6.13 Get exgiything of a Patiént
This operation is used to‘return all the information related to a Patient. This operation is considered the
simplest way to import health data of acitizen using R2D Access. The response of this operation is a bundle
of type "searchset" containing, at a minimum, the patient resource itself returned along with any other
resources that the server hasavailable forthe given patient.

The basic'idea behind thistoperation is to provide to'the S-EHR a single way to retrieve all the health data
produced during an Encounterin a single bundle without pagination. Moreover, using operations instead of
a complex‘query on the Patient campartment moves the responsibility from the client to the server: it is a
responsibility ‘of the R2D Access ‘server to search, select and group all the data related to the Patient that
are considered relevant for the context of the encounter.

Full information about, the / operation Patient/Severything can be found at this URL:
https://www.hl7.org/fhir/patiedt-operation-everything.html.

Endpoint and parameters

The following URL shows the basic structure of the query for executing searches on the
DocumentReference resource:

GET [base]/Patient/$everything

The following tables show the list of the allowed parameters a S-EHR MAY use, and a R2D Access serve
MUST process:
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Search parameters available to S-EHR

“ =
NO

start date

end date NO

ation is the one related to the
authenticated citizen. For this reason R2D Access impl tee the semantic equivalence

subject and status search parameters
server itself and not of the . velop their proprietary solution
to restrict searches of D

Parameters under the r
and that are used to provi

eader parameters that can be added to a request
ting the request processing:

Header parameters available to S-EHR

Mandatory Constraint

Authorization elDAS token of the authenticated citizen

Accept NO Default valueis application/json

Prefer string YES Default value is respond-async

Return Value
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e Instance of Bundle of type searchset containing heterogeneous instances of FHIR Resource
(at least the Encounter resource). All the resources contained in the bundle are represented
with Content-Type corresponding to requested Accept parameter (default value is JSON).

e Version: FHIR R4

Return Codes

202 Accepted: asynchronous request accepted.

200 Successful: request successfully processed.

4XX Bad Request: search could not be processed or failed basic FHIR validation rules.
401 Not Authorized: authorization is required for the intéraction that was attempted.
403 Forbidden: client is not allowed to access requested resources due to security policy.
404 Not Found: requested resource not found.

406 Not Acceptable: client requested a not supported content-type format.

429 Too Many Requests: client has submitted too many requestsiin the unit of time.

5XX Internal Server Error: the server encountered an unexpected-internal error

R2D Access servers implementing this transaction shall provide a CapabilityStatement Resource stating the
transaction has been implemented.

4.3.6.14 Get everything of GINERCOMRLET
This operation is used to return all the information related to an instance of Encounter. Almost every health
data of a citizen is produced.during an encounter betweenithe citizen and a healthcare organization, so
using the Encounter resource to fetch the health data produced during an Encounter is considered one of
the simplest ways t@ import health \data with R2D Access. The response of this operation is an
heterogeneous bundle of'type "searchset" containing at a minimum, the encounter resource itself returned
along with any other resources that the server has available for the given encounter.

The basic'idea behind thisieperation is to provide toithe S-EHR a single way to retrieve all the health data
produced during an Encountenin a singlesbundle without pagination. Moreover, using an operation instead
of a complex query moves the responsibility,from the client to the server: it is a responsibility of the R2D
Access serverto search, select and group all the data related to the instance of the requested Encounter
that are considered relevant for the context of the encounter itself.

Full information about) the /operation Encounter/Severything can be found at this URL:
https://www.hl7.org/fhir/encednter-operation-everything.html.

Endpoint and parameters

The following URL shows the basic structure of the query for executing searches on the
DocumentReference resource:

GET [base]/Encounter/<EncounterId>/S$everything
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Although the FHIR specifications define three optional search parameters (_since, _type, _count) to be used
with this operation, R2D Access specifications define this operation without any parameters, avoiding in
this way the retrieval of partial or not coherent results.

Parameters under the responsibility of the S-EHR are only the header parameters that can be added to a
request and that are used to provide contextual information affecting the request processing:

Header parameters available to S-EHR

Mandatory Constraint

Authorization enticated citizen

Accept string NO

Prefer

Return Value

aining heterogeneous instances of FHIR Resource
rces contained in the bundle are represented
ted Accept parameter (default value is JSON).

=
o
-+
c
=
=
0
=)

ous request accepted.
200 Su : cessfully processed.
4XX Bad Re : ould not be processed or failed basic FHIR validation rules.
401 Not Authc
403 Forbidden: c is not allowed to access requested resources due to security policy.
404 Not Found: requested resource not found.
406 Not Acceptable: client requested a not supported content-type format.

orization is required for the interaction that was attempted.

429 Too Many Requests: client has submitted too many requests in the unit of time.
5XX Internal Server Error: the server encountered an unexpected internal error

R2D Access servers implementing this transaction shall provide a CapabilityStatement Resource stating the
transaction has been implemented.

B In'.téropEHRate 112 -




4.3.6.15 Get everything of a Composition
This operation is used to return all the information related to an instance of a Composition, packing them in
a single Bundle with all the features defined by the FHIR specifications to represent CDA documents. The
response of this operation is a bundle of type "searchset" that contains a bundle of type “document”. This
second bundle embeds the instance of Composition itself and all the resources referred by it. Full
information about the operation Composition/Sdocument can be found at this URL:
https://www.hl7.org/fhir/composition-operation-document.html.

This operation can be used to retrieve the patient summary of a patient when it is represented with a
Composition.

Endpoint and parameters

The following URL shows the basic structure of the quer ting searches on the Composition

resource: l

GET [base]/Composition/{CompositionId}/$document

Although the FHIR specifications define three optional
efine this op

ters (id, pers aph) to be used

with this operation, R2D Access specifi ithout any parameters.

Parameters under the responsibility of th arameters that can be added to a

request and that are used to iiovide context

Header parameters available to S-EHR

“

|5$ token of the authenticated citizen

Authorization

Accept string Default value is application/json

Prefer Default value is respond-async

Return Value

e Instance of Bundle of type searchset containing a bundle of type document. All the
resources contained in the bundle are represented with Content-Type corresponding to
requested Accept parameter (default value is JSON).

e Version: FHIR R4
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Return Codes

202 Accepted: asynchronous request accepted.

200 Successful: request successfully processed.

4XX Bad Request: search could not be processed or failed basic FHIR validation rules.
401 Not Authorized: authorization is required for the interaction that was attempted.
403 Forbidden: client is not allowed to access requested resources due to security policy.
404 Not Found: requested resource not found.

406 Not Acceptable: client requested a not supported content-type format.

429 Too Many Requests: client has submitted too many requests in the unit of time.

5XX Internal Server Error: the server encountered an unéxpected internal error

R2D Access servers implementing this transaction shall providé a CapabilityStatement Resource stating the
transaction has been implemented.

4.3.6.16 Get everything of a DiagnosgieReport
This operation is used to return all the information related to an instance of'a DiagnosticReport packing
them in a single Bundle. This is the only operation defined by the R2D Access protocel that IS NOT part of
the FHIR API specifications [FHIR API SPEC].

In a clinical context, diagnostic reports can be used by HCPs in'two ways: i) simply reading the final report
compiled by the expert who performed the diagnosticinvestigations,ii) requiring the health data that were
produced during the diagnostic investigation'toranalyse them. The purpose of this operation is to return all
the health data directly referenced. by an instance of DiagnosticReport, but also additional data that are
considered relevant tounderstand the context of the diagnostic investigation performed.

The basic idea behind this'operation is to provide to the S-EHR a single way to retrieve all the health data
produced during.a DiagnosticReport(in a single bundle without pagination. Moreover, using an operation
instead of.a complex guery moves the responsibility,from the client to the server: it is a responsibility of the
R2D Access server to search, select and group all the data related to the instance of the requested
DiagnosticReport that are considered relevant for the context of the diagnostic report itself.

Endpoint and parameters

The following URL shows the basic structure of the query for executing searches on the DiagnosticReport
resource:

GET [base]/DiagnosticReport/{DiagnosticReportId}/Severything

Although the FHIR specifications define three optional search parameters (id, persist, graph) to be used
with this operation, R2D Access specifications define this operation without any parameters.

Parameters under the responsibility of the S-EHR are only the header parameters that can be added to a
request and that are used to provide contextual information affecting the request processing:
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Header parameters available to S-EHR

Type Mandatory Constraint

Authorization string YES elDAS token of the authenticated citizen

Accept string NO Default value is application/json

Prefer string YES Default pond-async

Return Value
e |[nstance of Bundle of type searchset

requested Accept paramet
e Version: FHIR R4

Return Codes

transaction has been imple

4.3.7 Interface R2DAccessldentification
This section provides an initial view of the interface called R2DAccessldentification.

< <interface>>
R2DAccessldentification

+ requestAuthenticate (country : String) : void
+ sendlde ntificationData(identificationAttrs : Atrribute[ ], token : String) : void

Figure 22 - R2DAccessldentification interface
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Usage of R2DAccessldentification interface has already been shown in the sequence diagrams contained in
sections Health data completeness and asynchronous interactions and Citizen identification. This interface

defines two operations:
e requestAuthenticate: is the operation used by the S-EHR to start the eIDAS authentication process.
e sendldentificationData: is the operation used by the S-EHR to send additional identification details
of a citizen to grant access to a specific instance of R2D Access server.

Complete RESTful specifications of these methods are provided in the deliverable [D3.4].

4.3.8 Interface R2DAccessDICOM

The Digital Imaging and COmmunications in Medicine [DICOM] protocol is the standard for the
communication and management of medical imaging information and related data, it is most commonly
used for storing and transmitting medical images enabling the integration of medical imaging devices and
Picture Archiving and Communication Systems (PACS) from multiple manufacturers. DICOMWeb
[DICOMWEB] is the RESTful version of the DICOM gprotocol, this standard is. composed by several sub-
standard, the one used for retrieving DICOM studies is the Web Access to DICOM Objects by RESTful
Services [WADO-RS] formerly referenced as WADO-RS.

Support for DICOM is NOT mandatory in R2D._Access, it is fully acceptable that an implementation of R2D
Access server does not provide support to DICOM, and adopts the,policy to embed significant key images
represented with the Media resource type in a DiagnosticReport.

R2D Access implementers that choose to provide support for,DICOM study are required to provide
implementation also for the interface R2DAccessDICOM (the following picture (Figure 23) is taken from the
architecture deliverable of the project|[D2.6]).

__________ Authenticates on national identy provider__ _________________|  <sSewice Components> g
r National Identity Provider

| N
‘

I
: trusts Citizen's elD issued by
i

|
Ll e uses identity tokenissued by . <<Service Component>> &£
Citizen ¢ pas  EIDAS Node
i )
'
|uses |
'
I
trusts Citizen's elD issued by
| 1 % i
<<WADO-RS>> <<opti I>> !
\/ ; R2DAccessDICOM PHOR !
l
< <Mobile App>>
S-EHR Mobile App &l (O Healthcare Organization Information System &)
R2D Access Client N
RRFHIRZ3. R2DAccess R2D Access Service
|
(i | Uses knowledge defined by
I

\
R2DAccessldentification 1
Vi
Central Knowledge Provider &

Figure 23 - DICOM support

The R2DAccessDICOM interface is a simplification of the WADO-RS interface, adopting only the basic
methods to retrieve an entire DICOM study, a series of a study or an instance of a series. Moreover this
implementation of WADO-RS server MUST adhere to the same security specifications defined by the R2D
Access protocol, in particular those regarding the identification of the authenticated / requesting citizen by
means of an elDAS token stored as an header parameter with name Authorization in the HTTP
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request. The token MUST be processed according to the process defined in section Citizen Identification

and in the specific deliverable about security [D3.4]. The following diagram shows a logical view of the
R2DAccessDICOM interface providing a first initial list of the methods it defines (Figure 24):

< <interface>>
R2DAccessDICOM

+ getStudy(studyld : String, token : String) : DICOMBundle
+ getSeries(studyld : String, seriesld : String, token : String) : DICOMBund|le
+ getinstance(studyld : String, seriesld : String, instanceld : String, token : String) : DICOMBundle

Figure 24 - R2DAccessDICOM interface

As for the R2DAccess interface, every method listed in the R2DA ICOM interface is described in a
dedicated section using a template that fits better with RESTful s .
to compose the RESTful URLs for

accessing DICOM objects, these URLS are already provide Study itself using the following

One important note for S-EHR developers: S-EHR are no

attributes:
e |magingStudy.endpoint: WADO-RS endpoi
Study).

® ImagingStudy.series.endpoint: WADO-RS en
section Get a Series)

be found at this  page:

request and that are use contextual information affecting the request processing:

Header parameters available to S-EHR

Mandatory Constraint

Authorization string YES elDAS token of the authenticated citizen
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Accept string NO Allowed media types for WADO-RS, default value is
application/dicom

Return Value

® A payload containing one or more representations of the Target Resource with the Content-
Type corresponding to the format set in the Accept parameter (default value is
application/dicom). The payload may be single part or multipart depending on the
media type.

Return Codes

® 200 Successful: request successfully processed.
e 206 Partial Content: The response paylo
the Target Resource(s).

400 Bad Request: search could not be

resource:

GET [base]/studies/{studyId}/series/{seriesId}

Parameters under the respon!ﬂity of the S-EHR are only the header parameters that can be added to a
request and that are used to provide contextual information affecting the request processing:

Header parameters available to S-EHR

Mandatory Constraint

8l

InteropEHRate 118

3
-2




Authorization string YES elDAS token of the authenticated citizen

Accept string NO Allowed media types for WADO-RS, default value is
application/dicom

Return Value

e A payload containing one or more representations of the Target Resource with the Content-
Type corresponding to the format set in the .Accept parameter (default value is
application/dicom). The payload may be single part or multipart depending on the
media type.

Return Codes

® 200 Successful: request successfully processed.

e 206 Partial Content: The response payload centains representations for some, but not all, of
the Target Resource(s).

400 Bad Request: search could not,be processed or failed basic FHIR validation rules.

401 Not Authorized: authorizationis required for the interaction that was attempted.

403 Forbidden: client is not allowed to accessirequested resources due to security policy.

404 Not Found:requested resource not found.

406 Not Acceptable: client requested a\not supported content-type format.

410 Gone: the requested'resource has'been deleted.

413 Too Many Requests: client has submitted too many requests in the unit of time.

5XX.Internal Server Error: the server encountered an unexpected internal error.

4.3.8.3 (Getdn Instange
This operation is used to retrieve,a specificiinstance of a series of a DICOM study in a single operation.

This operation‘can, be used to retrieve the patient summary of a patient when it is represented with a
Composition.

Endpoint and parameters

The following URL shows the basic structure of the query for executing searches on the Composition
resource:

GET [base]/studies/{studyId}/series/{seriesId}/instance/{instancelId}

Parameters under the responsibility of the S-EHR are only the header parameters that can be added to a
request and that are used to provide contextual information affecting the request processing:
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Header parameters available to S-EHR

Type Mandatory Constraint

Authorization string YES elDAS token of the authenticated citizen
Accept string NO Allowed media types for WADO-RS, default value is
applicatio

Return Value

ions of the Targe urce with the Content-

t in the Accept pa

® A payload containing one or more repr
Type corresponding to the form er (default value is
application/dicom). The payload depending on the

media type.

Return Codes

tions for some, but not all, of

submitted too many requests in the unit of time.
the server encountered an unexpected internal error.

FHIR Transactions allow clie ubmit FHIR Bundles containing several requests that are managed by the
server in a transactional way. Due to the asynchronous and Read Only nature of the R2D Access protocol,

support for FHIR transactions MUST NOT be provided by an R2D Access server.

Full  details about FHIR  transactions can be found at the following page:
https://www.hl7.org/fhir/http.html#transaction.

4.3.10 Capability Statement
HL7 FHIR defines how a service can declare a CapabilityStatement resource describing the resources,
transport, formats, and operations that can be performed on a series of resources for the service instance.
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Full information about the CapabilityStatement can be found at the following URL:
https://www.hl7.org/fhir/capabilitystatement.html.

The CapabilityStatement of a running FHIR server shall be retrievable at the following URL:

[base] /metadata

Additional information regarding the operations that must be listed in the capability statement of an R2D

Access server are provided in the next sections.
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5 R2D BACKUP PROTOCOL: BACKUP HEALTH DATA ON THE S-EHR CLOUD

The R2D Backup protocol defines the set of operations used for enabling the backup and the restore from a
remote cloud of the health data repository stored locally on the mobile phone. It is most likely that the
local health data repository is the result of the download (using R2D Access and / or D2D) of health data
from several healthcare organizations therefore it is very important to give to the citizen to option to
backup this unique repository on a remote cloud, and restore it (from a unique source) in case the mobile
phone gets damaged, lost, broken or stolen.

The next section of this document, provides a detailed description on the technologies that have been
studied and implemented towards the realization of the R2D Backup pfotocol, the context in which the R2D
Backup protocol will be used, and of all the conditions that have influenced the decisions taken in the
process carried out to specify the R2D Backup protocol.

5.1 R2D Backup Protocol scope
The purpose of the R2D Backup protocol is to allow citizens to securely back.up their EHR in a remote
repository (i.e. a S-EHR Cloud provider of their choice).. The R2D Backup protocol defines a set of operations
used for enabling (in a standardized way) the upload of\encryptedshealth data on a S-EHR Cloud service
along with the download of this encrypted health data to a S-EHR'Mobile App from a S-EHR Cloud.

S-EHR Cloud Providers

P

‘ R2D Cloud API

\ “a R2D Backup

Citizen

Figure 25 - R2D Backup protocol scope

** InteropEHRate “



5.2 Related Work

The communication between user applications and cloud providers is rapidly becoming a common
occurrence since it facilitates the storage of vital personal data and its fast and constant retrieval. This
section contains a list of technologies that implement similar operations, in the context of data exchange
between cloud providers and other user services. In particular, it will cover the technical issues that are
used by different providers in order to achieve this result.

To begin with, [Dropbox] is a typical example of this communication. It offers the possibility to make an app
interact with the cloud and exchange data. This is achieved by Dropbox API v2 [Dropbox APl v2] which
consists of a set of HTTP endpoints that are used to establish the communication between the app and the
cloud. The Dropbox API v2 gives the developers the opportunity to manage files stored inside Dropbox
through the app. Some functionalities that are included in this set of HTTP endpoints are full-text search,
thumbnails and sharing. Regarding the format used by the endpoints, HTTP POST requests are called with
parameters and responses applying the JSON format. Depehding on the.endpoint type there can be some
alterations. For instance, RPC endpoints (remote procedure call) takeJSON formatted arguments in the
request body and return a JSON response in the response body. Content-uplead endpoints are accepting
files in the request body. This time, the arguments are sent as JSON in the Dropbox-API-Arg request header
or arg URL parameter. Similarly, Content-download endpoints sent arguments as JSON in the Dropbox-API-
Arg request header or arg URL parameter. The response body is‘composed of files, so,the result will be
formatted as JSON in the Dropbox-API-Result response header! Dropbox applies OAuth 2.0 for authorizing
API requests. Authorization is accomplished with,the use of Authorization request header or authorization
URL parameter. It is worth mentioning that Dropbox should not be used as an identity provider since OAuth
2.0 is an authorization protocol.

Furthermore, Dropbox providés'seme components that can be,embeddediinside an app and exploit all of
its functionalities. To start with, Chooser [CHOOSER] 4§ a small component which enables the fast file
retrieval from the drive into the application by overcoming issues related to authentication, file browser
implementation complications and uploads and storage control. It takes a single options object as a
parameter and after a success callback function it returns a files parameter that consists of an array of file
objects containing information“about the requested files., Likewise, with the Saver component [SAVER]
users cah add files to their,Dropbox drive and access them from different devices. The method which
implements,the saver takes'as parameterithe href URL of the file. The URI can be HTTP or HTTPS. Also, the
name of the file is passed to the method along with a class that identifies the button which implements the
method. Finally, the Embedder component [EMBEDDER] allows the preview of Dropbox files or folders and
the interaction with them inside the app.

In a similar way, Google Drive also'provides REST APIs in order to accomplish the communication with apps.
With Google Drive APl [GOOGLE DRIVE API] applications acquire additional functionality. Some of these
capabilities are the simple or.complex search queries for files and folders stored in the Google Drive,
download and upload of files, share data with trusted users, etc. From a technical scope, the
communication is taking place between three main components.
1. Google Drive is the main cloud file storage service which supplies users with a unique storage
space. Each user has a separate storage slot called My Drive.
2. Google Drive App is the application that uses Google Drive to exploit its storage benefits.
3. Google Drive API guarantees that the app can use Google Drive’s space for the sake of file storage
and processing.
Another APl provided by Google Drive is Activity APl [ACTIVITY API]. Its main components are the
DriveActivity Resource and the query method. The latter enables the user to collect information about
changes made inside the drive. On the other hand, DriveActivity Resource keeps track of those changes.
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The query method is exploited through a HTTP request in order to ask for a user’s activity data. The request
can be made either by the itemName, if the search is about a certain file, or by ancestorName if the desired
result contains every item underneath a folder. Furthermore, the response is a list of DriveActivity
resources that fulfil the terms of the given parameters.

Just like Dropbox, Google Drive API leverages OAuth 2.0 protocol in order to authenticate app users. For
example, an application using Google sign-in controls the OAuth 2.0 flow and application access tokens.

In the same direction, DataVaults [DATAVAULTS] aims to give users the ability to fully manipulate their data
and share it with other organisations or individuals by adopting adjustable sharing schemes. At the same
time, it plans to overcome concerns related to confidentiality, ethics and intellectual property rights.
Generally speaking, DataVaults recommends an innovative framework and architecture which collects
personal information derived from several sources and provides them in a secure and interoperable
manner to the users. DataVaults functionality can be considéred as a large ever-expanding ecosystem
where many groups of people can benefit from the constant/productioniand circulation of data.

Lastly, International Data Spaces [IDS] vision is to create a secure network where data providers will take
into account the value of their data and interact with other entities in an independent and controlled way.
The International Data Spaces Association [IDSA] is‘in charge of the project and responsible for providing
users with certification over their data. The main component that.is responsible for'the,IDS functionality is
the IDS Connector [IDS-CONNECTOR]. ltsprovides multiple operations over the data and)guarantees that
every procedure is happening in a secure way.

5.3 R2D Backup Overview
The R2D Backup protocol definesithe operations offered to S-EHR applications to safely back up health data
of the citizen. Similarly‘to the R2D Access protocol and the R2D Emergency protocol, the R2D Backup
protocol is an internet'based protocol, and its operations are exposed as RESTful services. The following
figure (Figure 26), extracted from the architecture deliverable [D2.6], shows the role of the R2DBackup
interface and. thestwo applications,that uses it:

=<Mohile App=> 5]
——— 1 5-EHR Mobile App
|

| I'd ==Sarvice Components= E

Citizen - - \.O S-EHR Cloud
=<|nternet=>= RZDBackup

Figure 26 - R2D Backup protocol interface

The R2D Backup protocol defines the basic operations for the exchange of encrypted health data between
the S-EHR mobile application and the S-EHR Cloud service. The following figure (Figure 27) shows a logical
view of the R2DBackup interface, providing a first initial list of the methods it defines:
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RZDBackup

+ register{credentials | Credentials) : String

+ removesccountitoken : String) ;- void

+ login(credentials . Credentials) : JSOMWebToken

+ listBuckets(sessionld : 5tring) : Bucket]

+ listObjects(sessionld : String, bhucketMame : String) : Object[]

+ getBundlesinfolbucket | BucketType, sessionld : String) : Bundlelnfof]

+ get(blobinfo : Bundlelnfo, sessionld : String) ;. CryptedBundle

+ create(bloblnfo : Bundlelnfo, content © CryptedBundle, sessionld © String) . Commit
+ downloadConsentStore foken : String) : Consent

+ downloadConsentShareftoken : String) : Consent

+ UploadConsentStore(token : String, consentType © String) © void

+ UploadConsentShare{token : String, signedConsent : int)  JSOMNWebToken
+withdrawConsentShareftoken : String, signature : int) ; void

+ auditl formation{token : String) : String

Figure 27 - R2D Backup p#oteed! interface operations

Every operation defined by the R2D Backup protocol‘is described in.a specific section,of this chapter using
an ad hoc template for RESTful services, the allows to describe the'following features:
e the HTTP method to be used;
the URL to be invoked;
the type of the FHIR resource that is the subjectiof the request;
the FHIR profile of the returned data;
the allowed parameters that.may be added to thé URL and,.the constraints defined for the allowed

values of each(parameter;

e the set of allowed header parameters and the constraints defined for the allowed values of each
parameter;

e theset of possible HTTP return codes.

Complete technical specifications of these methods are provided in the next sections of this chapter, but
before going into technical details it is important to define the technical context in which the R2D Backup
protocol operates.and all the preliminary operations that must be executed by S-EHR to grant access to R2D
Backup services. These operations, although not related to the exchange of health data, still remain crucial
to the overall communication, thus/they are defined as part of the R2D Backup protocol.

The remainder of this section is focused on the behavioural aspects of the R2D Backup providing sequence
diagrams showing how the R2DBackup interface has to be used to upload and download data from a S-EHR
Cloud. Moreover, it includes the messages that will be exchanged when invoking the R2D Backup
operations, and the rules in which the exchanged messages should be compliant with.

5.3.1 Registration and upload of health data
The next figure (Figure 28) shows the sequence diagram for registering, and then uploading data to the S-
EHR Cloud. In more detail, it describes the interactions between the S-EHR Mobile application and the S-
EHR Cloud, over the R2D Backup protocol, with the usage of the MR2DBackup, a mobile library which
implements the R2DBackup interface. A detailed description of the diagram is included afterwards.
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3 downloadConsentToStore(token) |

[
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|
|
|
alt : consent to gore |
|
|
I

[accept] : signConssnt()
=<RE ST ful==>
4.1: uploadC onsent(token, signedConsert) .
e consentUploadedAck j_rl
I 5: symKey = generateSymmetricKey()

| <<RESTil==>
N & download Consert ToSharefoken) .

consentToShare j_|

alt: conserk to share

[accept] L
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==RESTful>>
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|
|
lopp [for each health record stored in S-EHR ﬁpp])

8: encryptedHealthR ecord = encryptiheathRecord, symKey)

i ==<RESTl==>
9. create(encryptedHealthRecord, token)

[
L _ _ _ _ _enoypteddeathRecordUploadedAck jj

Figure 28 - R2D Backup protocol interactions with respect to the upload of encrypted health data to the S-EHR Cloud
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Following, a detailed description of the sequence diagram takes place. It should be noted that the steps

that are depicted in the above figure can be split into three major categories: (i) citizen’s account creation
and login, (ii) consent acceptance, and (iii) health data encryption and upload on the S-EHR Cloud.

(i) Citizen’s account creation and login

Step 1 - Create Account: This step is performed in order for the citizen to connect to his/her
preferred S-EHR Cloud service and create an account to it. The citizen should include in the request
their credentials in order to create the account on the S-EHR Cloud. The same credentials will be
used also for the login of the citizen.

Step 2 - Login to S-EHR Cloud: This step is performed in order for the citizen to login to their
preferred S-EHR Cloud provider. The citizen should includehis/her credentials on the request. If the
credentials are correct, the S-EHR Cloud provider returns an authentication token to the S-EHR
Mobile application that can be used to perform any health data exchange to and from the S-EHR
Cloud.

(i) Citizen’s consents acceptance

Step 3 - Accept consent to store encrypted health data on the S-EHR Cloud: The citizen in order to
be able to upload encrypted health data on the S-EHR Clodd should at first accept a consent that is
sent from the S-EHR Cloud. This consent is retrieved by the S-EHR mobile application, and upon
citizen’s acceptance is digitally signed.»Afterwards, the)consent including the citizen’s digital
signature is sent back to the S-EHR Cloud. Iny,the case where the citizen declines this consent,
he/she is not able to perform any requests to the S-EHR Cloud.

Step 4 - Accept consent to share encrypted health data stored onthe S-EHR Cloud with authorized
HCPs and trusted Healthcare Institutions: Thisstep regardsthe'second consent that the citizen may
accept, and concerns the ability of HCPs to'access the citizen’s health data that is stored in the S-
EHR Cloud, if an emergency/occurs. In contrast with the first consent, this is not a mandatory
consent. If thecitizen decides to decline'this consent, it means that he/she has chosen to utilize the
S-EHR Cloud only as a backupyservice. What is.important to note here is, that even if the citizen
initially declines this consent, he/she also has the ability to accept it at a later time.

(iii) Health data encryption and upload to the S-EHR Cloud

What is important to'note here, before the steps description is, that the steps that will be described below
can only take place ifithe citizen accepts the first consent (i.e. to allow the S-EHR Cloud to store encrypted
health data).

Step 5 - Encrypt and upload health data on the S-EHR Cloud: The health data that is stored locally
on the S-EHR Mobile application is at first encrypted with a symmetric key that is generated on the
S-EHR mobile application and then uploaded on the S-EHR Cloud. The upload of the health data to
the S-EHR Cloud is done automatically by the S-EHR App if a change on a health record is applied.
This aforementioned key is also used by the S-EHR Mobile application in order to decrypt at a later
time the health data as it is downloaded from the S-EHR Cloud.
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5.3.2 Download of health data
The next figure (Figure 29) shows the sequence diagram of the R2D Backup protocol as it is used for the
download of the encrypted health data that is stored on the S-EHR Cloud to a S-EHR Mobile application.
Similar to the previous sequence diagram, the steps can be split into two main categories: (i) the login of
the citizen, and (ii) the download of the encrypted health from the S-EHR Cloud to the S-EHR Mobile
application.

S-EHR App S-EHR Cloud

I |
| <<RESTful=> |

] 1: login{credentials)
taken jj
{ _____________________

|

|
| <<RESTiul>> |
o 2: listBuckets{token) |
L

- bucketsList tl;l
|

loop [for bucket in bucketsList] ) <<RESTiuls>

3: listObjects(token, bucket) :I:I

loop [fc} object in objectsList] )
l <<RESTful>>
4: get{token, objectinfo)

A

5: decrypte dBundle = decrypt(symKey, CryptedBundle)

F

Figure 29 - R2D Backup protocol interactions with respect to the download of encrypted health data from the S-EHR
Cloud

(i) Citizen’s login
e Step 1 - Citizen’s login: This step is performed in order for the citizen to login to their preferred S-
EHR Cloud provider from a new S-EHR Mobile application. The citizen should include his/her
credentials on the request, and if the credentials are correct, the S-EHR Cloud provider returns an
authentication token to the S-EHR Mobile application that can be used to perform any health data
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exchange to and from the S-EHR Cloud, which in this case regards the request to download
encrypted health data from the S-EHR Cloud.

(ii) Download and decryption of health data from the S-EHR Cloud
® Step 2 - List buckets: The encrypted health data of a citizen is stored in the S-EHR Cloud in the form
of objects within several buckets. For this reason, before the actual download of the health data on
the mobile of the citizen a request to receive a list of all the buckets that are used to store the
citizen’s health data is performed.
e Step 3 - List objects: This step is performed in order to receive a list of the encrypted health data
that is stored on a specific bucket on the S-EHR Cloud.

e Step 4 - Download and decrypt health data object: As s the list of the objects (i.e. the
encrypted health data) is returned from the S-EHR Clo request to download it is performed.
The encrypted health data Bundle is downloaded fr, Cloud and then decrypted IocaIIy

equest for registering to a S-EHR Cloud:

POST [base]/citizen/register

Additional parameters un
to a request and that are use

ponsibility of the S-EHR are the header parameters that can be added
provide contextual information affecting the request processing:

Header parameters available to S-EHR

Authorization string Basic Base64(username:password)
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Return Value

e void operation.

Return Codes

200 Successful: request successfully processed.

4XX Bad Request: search could not be processed or failed basic FHIR validation rules.
401 Not Authorized: authorization is required for the interaction that was attempted.
403 Forbidden: client is not allowed to access requested resources due to security policy.

404 Not Found: requested resource not found.

406 Not Acceptable: client requested a not supporte nt-type format.

5XX Internal Server Error: the server encountere ected internal error
5.4.2 Login to the S-EHR Cloud
This operation allows a citizen to send a request to
authorization token is returned to the S-EHR Mobi
owning the account in order to perform requests to t

the S-EHR Cloud.
lication. This token can

login is successful, an
ed by the citizen

Endpoint and parameters

The following URL shows the structure of t to a S-EHR Cloud:

POST [base]/citizen/login

Additional parameters un

B rew

R are the header parameters that can be added
tion affecting the request processing:

Header parameters available to S-EHR

Mandatory Constraint

Authorization YES Basic Baseb4(username:password)

Return Value

® JSON Web Token, used for the authorization of the citizen in the body of the response.
JSON Web Token, used by HCPs during emergency situations in order to perform a request
to access the citizen’s health data stored in the S-EHR Cloud.
The JSON response is structured as follows:

e
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“token” : JSON Web Token: Citizen’s Authorization
token,

“emergencyToken” : JSON Web Token: Healthcare
Institution emergency token

Return Codes

® 200 Successful: request successfully processed.
4XX Bad Request: search could not be processed or failed basic FHIR validation rules.
ion that was attempted.

401 Not Authorized: authorization is required for the in
403 Forbidden: client is not allowed to access reque sources due to security policy.
404 Not Found: requested resource not found.
406 Not Acceptable: client requested a not s type format.

5XX Internal Server Error: the server enco

5.4.3 List of available buckets
This operation allows a citizen to send a request to ret
access to. Different buckets may be crea
buckets.

d.in emergency he citizen may a all concerning

Endpoint and parameters

The following URL show, of the req

GET [base]/citizen/buckets

Header parameters available to S-EHR

“ =

Authorization string Authentication token - JSON Web token

Return Value

e List of buckets that the citizen’s account has access to, in JSON format. The JSON response is
structured as follows:
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“buckets” : [
String: Bucket Name 1,
String: Bucket Name 2,

Return Codes

200 Successful: request successfully processed.

4XX Bad Request: search could not be processed or fai sic FHIR validation rules.
raction that was attempted.

urces due to security policy.

401 Not Authorized: authorization is required for
403 Forbidden: client is not allowed to access r
404 Not Found: requested resource not fou
406 Not Acceptable: client requested a

5XX Internal Server Error: the server

5.4.4 List of encrypted health record
This operation allows a citizen to send
data) stored in a specific bucket.

f the objects (i.e. the'encrypted health

Endpoint and parameters

The following URL sho asic ture of t e list of objects in a bucket:

GET [base]/citizen/buckets/ {SbucketName}

\ 4

HR are the header parameters that can be added

textual information affecting the request processing:

Header parameters available to S-EHR

Type Mandatory Constraint

Authorization string YES Authentication token - JSON Web token

Return Value

e List of items contained in a bucket in JSON format. The JSON response is structured as follows:
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“bucket” : String: Bucket Name,
“objects” : [
String: Object Name 1,
String: Object Name 2,

Return Codes

200 Successful: request successfully processed.
4XX Bad Request: search could not be processe
401 Not Authorized: authorization is requi
403 Forbidden: client is not allowed to
404 Not Found: requested resource no
406 Not Acceptable: client requested a no
5XX Internal Server Error: the

5.4.5 Retrieval of metada
This operation allows a citizen to send a req a of an encrypted health record
from the S-EHR Cloud..

Endpoint and parame

The following URL shows th or requesting the metadata:

GET [base]/citizen/{S$bucketName}/{SobjectName}/metadata

Additional par rs under the onsibhf the S-EHR are the header parameters that can be added
toarequestandt e used to provide contextual information affecting the request processing:

Header parameters available to S-EHR

Mandatory Constraint

Authorization string YES Authentication token - JSON Web token

L]
B
°
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Return Value

e The metadata of the health data resource requested in JSON format. The JSON response is
structured as follows:

“object” : String: Object Name,

“metadata”: {
“objectName”: String: Object Name,
“bucketName”: String: Bucket Naméy
“size”: Float: Size of the objeéct in KB,
“type”: String: Object type,
“dateAdded”: Date: Date stored in S-EHR Cloud

Return Codes

200 Successful: request successfully processed.

4XX Bad Request: search could not be processed or failed basic FHIR validation rules.
401 Not Authorized: authorization is required for the interaction that was attempted.
403 Forbidden: client is not allowed to access requested resources due to security policy.
404 Not Found: requested resource not founds

406 Not Acceptable: clientrequested.a hotsupported content-type format.

5XX Internal Server Error: the server encountered an unexpected internal error

5.4¢60Bownload Gfautobyecfiibom theS2EHR Cloud
This operation allows a citizen to send\a request to download an encrypted health data resource from the
citizen’s bucket and decrypt it locally on the S-EHR Mobile app.

Endpoint and parameters

The following URL shows the| basic structure of the query for executing searches on the
DocumentReference resource:

GET [base]/citizen/{SbucketName}/{SobjectName}

Additional parameters under the responsibility of the S-EHR are the header parameters that can be added
to a request and that are used to provide contextual information affecting the request processing:
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Header parameters available to S-EHR

“ =

Authorization string Authentication token - JSON Web token

Return Value

e Encrypted Binary file.

Return Codes

200 Successful: request successfully p

of the query for uploading an encrypted bundle:

POST [base]/citizen/upload?objectName={SResourceCategory}

Additional parameters un
to a request and that are use

onsibility of the S-EHR are the header parameters that can be added
rovide contextual information affecting the request processing:

Header parameters available to S-EHR

Mandatory Constraint
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Authorization string YES Authentication token - JSON Web token

Body value
e The encrypted bundle is stored in the body of the request.

Return Value
e void operation.

Return Codes

200 Successful: request successfully processed.
4XX Bad Request: search could not be processe
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5.4.8 Download of conse
This operation allows a citizen to send a req
store the citizen’s health data

Endpoint and parame

The following URL shows the or downloading the consent:

GET [base]/citizen/consent/cloud

Additional pa
to arequest an

ters under th onsib f the S-EHR are the header parameters that can be added

re used to ide contextual information affecting the request processing:

Header parameters available to S-EHR

Mandatory Constraint

Authorization string YES Authentication token - JSON Web token

Return Value
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e The consent that after signing it and re-uploading it on the S-EHR Cloud allows the service to
store the citizen’s encrypted health data for backup purposes.

Return Codes

200 Successful: request successfully processed.
4XX Bad Request: search could not be processed or failed basic FHIR validation rules.
401 Not Authorized: authorization is required for the interaction that was attempted.

403 Forbidden: client is not allowed to access requested urces due to security policy.

404 Not Found: requested resource not found.

406 Not Acceptable: client requested a not suppo ent-type format.

5XX Internal Server Error: the server encounter

This operation allows a citizen to sign and upload t loud to store the

citizen’s health data.

Endpoint and parameters

The following URL shows the basic structur th he consent:

POST [base]/citizen/consent/cloud

D _d

Additional parameters un HR are the header parameters that can be added

tion affecting the request processing:

Header parameters available to S-EHR

“ =

strlng Authentication token - JSON Web token

Authorization

Body value
e The signed consent.
Return Value

e void operation.
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Return Codes

200 Successful: request successfully processed.

4XX Bad Request: search could not be processed or failed basic FHIR validation rules.
401 Not Authorized: authorization is required for the interaction that was attempted.
406 Not Acceptable: client requested a not supported content-type format.

5XX Internal Server Error: the server encountered an unexpected internal error

5.4.10 Download of consent for trusted HCO
This operation allows a citizen to send a request to download the c

that allows the S-EHR Cloud to
share the citizen’s health data with HCPs from authorized Healt rganizations.

Endpoint and parameters

The following URL shows the basic structure of the or downloading t sent:

GET [base]/citizen/consent/hco

Authentication token - JSON Web token

Authorization

Return Value

ning it and re-uploading it on the S-EHR Cloud allows the service to
share the citizen th data with HCPs from authorized Healthcare Organizations.

Return Codes

200 Successful: request successfully processed.

4XX Bad Request: search could not be processed or failed basic FHIR validation rules.
401 Not Authorized: authorization is required for the interaction that was attempted.
403 Forbidden: client is not allowed to access requested resources due to security policy.
404 Not Found: requested resource not found.

406 Not Acceptable: client requested a not supported content-type format.
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e 5XX Internal Server Error: the server encountered an unexpected internal error

5.4.11 Upload of signed consent for trusted HCO
This operation allows a citizen to sign and upload the consent that allows the S-EHR Cloud to share the
citizen’s health data with HCPs from authorized Healthcare Organizations.

Endpoint and parameters

The following URL shows the basic structure of the query for uploading the consent:

POST [base]/citizen/consent/hco

Additional parameters under the responsibility of the S- r parameters that can be added

to a request and that are used to provide contextual i tion affectin request processing:

Header parameters available to S-EHR

“

Authorization Authe i toke ON Web token

Body value

Return

Return Codes

200 Successful: request successfully processed.
4XX Bad Request: search could not be processed or failed basic FHIR validation rules.
401 Not Authorized: authorization is required for the interaction that was attempted.

406 Not Acceptable: client requested a not supported content-type format.

5XX Internal Server Error: the server encountered an unexpected internal error

5.4.12 Download of auditing information
This operation allows a citizen to download audit information regarding the Healthcare Organizations that
were granted access to the S-EHR Cloud, and any changes made to the citizen’s health records.
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Endpoint and parameters

The following URL shows the basic structure of the query for downloading the auditing information:

GET [base] /citizen/auditing

Additional parameters under the responsibility of the S-EHR are the header parameters that can be added
to a request and that are used to provide contextual information affecting the request processing:

-

Header parameters available to S-EHR

“

entication token - JSO

Authorization string

Return Value

e The auditing information in JSO is structured as follows:

[

ordName": TimeStamp, ...}

"healthRec
"ShealthRecord: Health Record Name": ({
"uploadDate": TimeStamp,
"updatedOn": [
timeStampl, ... : TimeStamp

I
"downloadedOn": |
timeStampl, ... : TimeStamp

by

}
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Return Codes

® 200 Successful: request successfully processed.
4XX Bad Request: search could not be processed or failed basic FHIR validation rules.
401 Not Authorized: authorization is required for the interaction that was attempted.
406 Not Acceptable: client requested a not supported content-type format.

5XX Internal Server Error: the server encountered an unexpected internal error

5.4.13 Withdrawal of signed consent for truste
This operation revokes the previously signed consent, thus the
the citizen’s health data with HCPs from trusted Healthcare

loud is no longer allowed to share

Endpoint and parameters

The following URL shows the basic structure of the for withdrawing the co

DELETE [base]/citizen/consent/hco

are the er parameters that can be added
ffecti

request processing:

Header parameters available to S-EHR
Mandatory Constraint
Authentication token - JSON Web token

Authorization string

Body value
e The signed withdrawal request.
Return Value

e void operation.

Return Codes

® 200 Successful: request successfully processed.
e 4XX Bad Request: search could not be processed or failed basic FHIR validation rules.

e 401 Not Authorized: authorization is required for the interaction that was attempted.
o
o
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e 406 Not Acceptable: client requested a not supported content-type format.
e 5XX Internal Server Error: the server encountered an unexpected internal error

5.4.14 Removal S-EHR Cloud account
This operation deletes the citizen’s account from the S-EHR Cloud and removes all the data that is stored in
the S-EHR Cloud related to this citizen.

Endpoint and parameters

The following URL shows the basic structure of the query for withdrawing the consent:

DELETE [base]/citizen/account

are the hea rameters that can be added

Additional parameters under the responsibility of the

to a request and that are used to provide contextu mation affecting th uest processing:

Header parameters available to S-EHR

“ = -

n —vJS.ON Web token

Authorization

Return

oid operation.

Return Codes

cessfully processed.
ould not be processed or failed basic FHIR validation rules.
uthorization is required for the interaction that was attempted.

4XX Bad Rec
401 Not Author
406 Not Acceptable: client requested a not supported content-type format.

5XX Internal Server Error: the server encountered an unexpected internal error
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6 R2D EMERGENCY PROTOCOL: EMERGENCY ACCESS OF HEALTH DATA
FROM THE S-EHR CLOUD

The R2D Emergency protocol defines the set of operations that allow authorized HCPs to access the
encrypted health data that is backed up on a S-EHR Cloud of a citizen in need during an emergency
situation over the internet.

The next section of this document, provides a detailed description on the technologies that have been
studied and implemented towards the realization of the R2D Emergency protocol, the context in which the
R2D Emergency protocol will be used, and of all the conditions that have influenced the decisions taken in
the process carried out to specify the R2D Emergency protocol.

6.1 R2D Emergency Protocol scope
The purpose of the R2D Emergency protocol is to allow authorized HCPs to gain access to the health data
the citizen backed up on the S-EHR Cloud during an emergency situation. The R2D Emergency protocol
defines a set of operations used for enabling (in a standardized way) the download of encrypted health
data by an authorized HCP from a S-EHR Cloud service to an HCP App, along withithe ability upload to the S-
EHR Cloud of that specific citizen in need, new health data regarding that emergency, and reports at patient
discharge, once the emergency is over.

@
>
%

‘ R2D Cloud API

{.® R2D Emergency

D2D Providers

()
D2D GP Office Hospital
APl | j |ﬁ‘

HCP
app HCP

Figure 30 - R2D Emergency protocol scope

6.2 Related Work
Many cloud providers offer the opportunity to handle emergencies and other situations where the data
access from third parties has a vital significance. It is interesting to see the ways its provider handles such
challenges regarding the variety of the technologies used to grant and revoke access from involved entities.
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The most popular Cloud providers don’t offer functionalities that aim to cope with emergency scenarios but
they have developed technologies which handle occasions when data needs to be shared with one or more
stakeholders.

In the first place, Dropbox uses Dropbox API in order to manage file permissions and share data with
stakeholders [DBX SHARING GUIDE]. They provide three different ways that data can be distributed
depending on the scenario and restrictions. The first option is a shared link that gives admission to non-

Dropbox users. By default, these links are accessible publicly but there are certain restrictions that can be
added such as password or expiration time. The operation which is used to create the shared links takes as
input a “path” and a “settings” parameter. Path is responsible for.dentifying the requested file while
settings manages the actions and the availability of the file or foldér. If, for example, the link points to an
online editable file (e.g. Google docs) it can give modification abilities to the third party. This is achieved by
setting the “editor” value to the “access” parameter. The second option is to add users to a shared folder
which contains all the needed files. Generally speaking, shared folders have an owner and multiple
members that can be either viewers or editors. The last alternative is shared files and can be exploited for
giving access to a specific content. Every file can be shared with a single or various accounts and also with
groups of people. Responsible for giving access to third parties are file owners and editors.

In a similar manner, Google Drive uses permissions to declare accessibility to a variety of entities (user,
group, domain, etc.). The concept behind the permission is that every file or folder inherits the rules of its
parent. A Files Resource is a list of boolean capabilities fields that,is used to determine the available
operations for every file. This goes hand in ‘hand with thewser’s Permission Resource concerning a data
source. When creating aspermission, there are two parameters that need to be declared. The first one is
“type” which defines the targeting entities such as user, group, domainor anyone. The second parameter is
the “role” and offers corresponding capabilities to the above mentioned entities.

International Data Spaces’ [IDS] concept focuses on the unrestricted data exchange inside its secure
environment. This initiative, offers a software architecture which ensures freedom of data sharing and
secure interaction between parties. From,a technical scope, Data Owners are providing their data through
a Data Provider device. This operation is happening with the help of the IDS Connector. It allows entities to
attach usage policies into the data spaces environment. It also offers a trusted manner for applications to
exploit the IDS functionalities. On the other hand, Data Recipients retrieve the data through Data Consumer
devices. Users that are certified by the IDS Association establish constraints on their data before going
public and accessible to other parties. However, when it comes to vital data such as Electronic Health
Records, the data exchange procedure cannot be restricted to plain permission restrictions. Cloud services
may offer a ubiquitous access to information but the exposure of such data in public storage raises a
plethora of concerns. The above mentioned cloud drives are not specialized for emergency situations. As a
result, many surveys have been conducted in order to propose ways to overcome these challenges.

One survey [OLIVEIRA 2020] suggests the Red Alert Protocol (RAP) to address situations when the patient is
not conscious. First of all, users are registered through a central Registration Authority and are assigned
with user attributes and a unique identifier that will be used when needed. RAP is divided into four basic
stages. In this phase, the patient stores his EHR which is encrypted as a ciphertext in the cloud. Next, in the
Emergency Session, the Master Authority (MA) links the patient to every treatment team that needs to be
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involved. The procedure starts by the time someone informs the health center for the incident. Each
treatment team needs to prove its involvement in the operation. When the attributes are validated, the
MA generates a global emergency key and a control token for each team. In this way, the Master Authority
can stop sharing data with a certain team when its contribution has ended without revoking access from
everyone. The third stage is the Process Data Phase. One of the leaders of the team sends the access token
to the cloud in order to receive the data. The HealthCare Practitioners then decrypt the EHR by using the
emergency key and finally read the data through an application. Finally, the Leave Session phase is
happening when the patient is no longer under care of a treatment team. The MA is informed and the
access tokens are either revoked or expired. Consequently, no more entities can access the patient’s
information.

Another study [LI 2010], proposed a patient-centric Personal Health Record system which supports multiple
owners over the stored data. The framework exploits the attribute-based encryption (ABE) to certify that
every user has control of their data. Data users, meaning,the entities'whe want to access the data for a
variety of reasons, are classified according to theirattributes (researcher, professional, etc.). Therefore,
data owners enable the access only to specific groups that satisfy those requirements. As a second security
policy, the whole user ecosystem is divided into two security domains. Personal Demain (PSD) is composed
of users that are personally connected to the PHR owner.who is in‘charge of the group. On the other hand,
Public Domain (PUD) may contain entities from healthcare, education, government and insurance fields.
This domain also involves public attribute authorities (PAA) that are responsible for providing credentials to
authorized users. Except for the above-mentioned domains, there is'a third subdomain called Emergency
Department (ED) and its goal is to manage situations when the regular. access polishes are not useful.
Access rights to PHR’s arefalso assigned to the appropriaté EDs. The emergency teams need to contact the
ED and validate their identity along with the emergency situation. After a successful validation, the team
obtains temporary read-only.keys which are revoked after the completion of the emergency.

One more survey [BANERJEE 2013] talks aboutra centralized cloud database that will store every user’s

medicalsistory in a singleistandard-formatted and interoperable document. The storage system can be
accessed by, hospitals and health centers to receive information and health records of the desired patient.
The main concept is to achieve the authentication of the patient with the use of biometric data such as
fingerprints. Additionally, a unique\state-owned identification number (social security number) can be
used. Every time new, data is generated, the cloud center is updated with the recent information. Taking
into account all the available documents, the system creates a single summarised document that contains
the complete medical history. of that person. The creation of this document is implemented with the multi-
document summarization technigue. First, a summary of each single document is created by the use of a
graph based ranking algorithm. From all these summaries a meta-document is produced and with the
execution of the page ranking method on it the final result is generated. Finally, if the patient is
unconscious, the health center personnel uses the biometric information to access and query the storage
system to find a match and finally retrieves the appropriate data in order to use it for the operation.

The next survey [LOUNIS 2016] proposed an architecture consisting of four main entities. A wireless sensor
network (WSN) that gathers health data from the patients, the monitoring applications which are used by
the HCPs to access stored data, the Healthcare Authority that manages security issues and the cloud
servers. Emergencies can be detected either by human intervention or by the advanced WSN. The scenarios
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are divided into proactive and passive. In the first case, the system detects the emergency by analyzing
collected health data and informs the appropriate entities. Additionally, it modifies access parameters in
order to enable the staff to access the patient’s health data. The healthcare authority is also alerted and is
responsible for providing further access privileges given the emergency situation. On the other hand, if the
emergency is detected by human intervention, the group of people that needs to act first is requesting
limited access to the health data so that they can offer the basic medical help. Furthermore, some
additional attributes are used such as Emergency Case (EC) which facilitates the identification of the
emergency in order to address proper medical assistance. Also, the exclusion of unauthorised access to
medical data is achieved with Patient Identity (Pl) and Emergency Keys. These keys should be prebuilt and
easily retrieved in order to make emergency response acceleratedsgEventually, access to medical data
should be temporary and emergency keys should be revoked after the end of the procedure.

6.3 R2D Emergency Overview

The R2D Emergency protocol defines the operations represented by the interfaces that are offered by the
Healthcare Organization Information System (i.e. theHCP web application). These interfaces are included in
the HCP application, and will be used by authorized HCPs who need to gain access to the S-EHR Cloud
provider of a citizen in need, during an emergency, in‘order to download their health data, and upload new
health data related to the emergency, such as the Patient,Discharge Report. The HCPs will be the only
actors involved in the overall interaction, forithe exchange of encrypted healthcare related data with the S-
EHR Cloud (Figure 31).
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Figure 31 - R2D Emergency protocol interface

The R2D Emergency protocol defines the basic operations that the protocol should contain, for the ability
of HCPs to access the citizen’s health data that is stored in a S-EHR Cloud, as well as for exchange of
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encrypted health data between an HCP application and a S-EHR Cloud service. The next class diagram
shows a logical view of the R2ZDEmergency interface providing a first initial list of the methods it defines:

R2DEmergency

+ listBucksts(sessionld : String) : Bucket[]

+ listObjects{sessionld : String, bucket | Bucket) : List

+ getBundlesinfolbucket : BucketType, commit : Commit, sessionld : String) : Bundlelnfol]

+ get{bloblnfo : Bundlelnfo, sessionld : String) : CryptedBundle

+ create(blobinfo : Bundlelnfo, content : CryptedBundle, sessionld : String) : Commit

+ requesthccess(citizen : Citizen, authToken | JSONWebTaoken, heatthcarelnstitutionAttr : HealthCareOrganization, hepAttr - HealthCareProfessional) . JSONWebToken

Figure 32 - R2D Emergency protocol interface operations

Every operation defined by the R2D Emergency protocol is described in a specific section of this chapter
using an ad hoc template for RESTful services, the allows to desctibe the following features:
e the HTTP method to be used;
the URL to be invoked;
the type of the FHIR resource that is the subject of the request;
the FHIR profile of the returned data;
the allowed parameters that may be added to the URL and the constraints defined for the allowed

values of each parameter;

o the set of allowed header parameters and the constraints defined for the allowed values of each
parameter;

e the set of possible HTTP return codes.

Complete technical specificationsief these methods are provided in the next sections of this chapter, but
before going into techhnical details it is important to define the technical context in which the R2D
Emergency operates. The remainder of this section is focused on the behavioural aspects of the R2D
Emergency protocol providing, sequence diagrams showing how the R2DEmergency interface has to be
used to uploadsand,download data‘from a S-EHR Cloud. Moreover, it includes the messages that will be
exchanged when invoking,the R2D Emergency operations, and the rules in which the exchanged messages
shouldbe compliant with.

6.3 R 2D Emergeniy dowiN@ad of encrypted health data from a S-EHR Cloud
This section describes the use of R2D Emergency protocol as a medium protocol for the communication and
data exchange of encrypted health data between an HCP application and a S-EHR Cloud. In more detail, it
describes the interactions betweén the HCP application and the S-EHR Cloud, over the R2D Emergency
protocol to download encrypted data from the S-EHR Cloud of a patient to the computer of the authorized
HCP that is managing the emergency situation. The sequence diagram also shows the preliminary steps that
need to take place in order for an HCP to gain access to a citizen’s health data during emergency situations.
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Figure 33 - RZBAEmergency protot@Bimteractionsiith respect to the download of encrypted health data from the S-

ERR€/oud to th&HCP app during an emergency

Following, a detailed ‘description of the sequence diagram takes place. It should be noted that the steps
that are depicted in the abovesfigure can be split into three major categories: (i) retrieving information
regarding the citizen’s preferred S-EHR Cloud service, (ii) requesting to access the citizen’s health data, and

(iii) download and decryption of health data from the S-EHR Cloud.

(i) Retrieving information regarding the Citizen’s S-EHR Cloud
Step 1 - Scan QR-code and extract S-EHR Cloud information: The HCP uses the QR-code that is
obtained from the citizen and scans it with the use of the HCP application. This QR-code contains

information with respect to the citizen’s preferred S-EHR Cloud service (i.e. which S-EHR Cloud

service the citizen uses), an emergency access token which can be used by HCPs in order to request

access to the citizen’s health data, and the symmetric key which will be used for the decryption of
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downloaded health data as well as for the encryption of health data that will be uploaded to the S-
EHR Cloud after the emergency is ended.

(ii) Requesting to access the citizen’s health data that is stored in the S-EHR Cloud

Step 2 - Request to access the citizen’s health data: The HCP performs a request to the citizen’s
selected S-EHR Cloud provider in order to access the citizen’s health data. This request includes the
citizen’s emergency access token, along with the Healthcare Institution’s attributes, and the HCP’s
personal identification information. The S-EHR Cloud, upon the receiving of the HCP’s request, may
either approve or decline it. As a first step the S-EHR Cloud may decline any incoming request that
is not coming from a trusted healthcare institution (i.e. trusted,by the S-EHR Cloud provider). If the
incoming request is coming from a known healthcare institution, the S-EHR Cloud contacts a
trusted authorization service hosted by the S-EHR Cloud, named HCP Attributes Evaluation service,
in order to evaluate the attributes that were sent with the request in the first place. This trusted
service may be an Attribute-Based Access Contrel(ABAC) Engine. If.the evaluation is successful the
S-EHR Cloud creates a temporary account that may be used by the HCP's of that specific Healthcare
Institution and can be used to access the Citizen’s health data that is stored in the S-EHR Cloud, as
well as uploading health data to the S-EHR Cloud once the emergency is over. If the evaluation is
not successful, the request to access the S-EHR Cloud is rejected.

(iii) Download of encrypted health data from,the S-EHR Cloud and decryption locally on the HCP
application

Step 3 - List buckets: The encrypted health data‘of axcitizen is stored in the S-EHR Cloud in the form
of objects within several buckets. For this reason,efore the actual download of the health data on
the HCP app afrequest to receive a list of'alhthe buckets that are used to store the citizen’s health
data is performed.

Step 4 - List objects: This step is performed in order to receive a list of the encrypted health data
thatds stored'on a specific bucket on the'S-EHR Cloud.

Step 5 - Download,and decrypt health datanobject: As soon as the list of the objects (i.e. the
encrypted health data)is returned from the S-EHR Cloud, the request to download it is performed.
The encrypted health data, Bundleis downloaded from the S-EHR Cloud and then decrypted locally
on the HEP app with the encryption key that was obtained when the QR-code was scanned.
Afterwards, the health data is stored locally on the HCP app.

6.3.2 R2D Eraexges@pupload of encrypted health data to a S-EHR Cloud

This section describes the use of R2D Emergency protocol as a medium protocol for the communication and
data exchange of encrypted health data between an HCP application and a S-EHR Cloud. In more detail, it
describes the interactions between the HCP application and the S-EHR Cloud, over the R2D Emergency
protocol to upload encrypted data to the S-EHR Cloud of a patient.

A prerequisite of this sequence diagram (Figure 34) (shown in the previous one) is the successful execution

of the preliminary steps that need to take place in order for an HCP to gain access to a citizen’s health data

during emergency situations.

InteropEHRate -



HCP App S-EHR Cloud

The requestto accessthe citizen's health
data that is stored in the S-EHR Cloud is
already been executed and approved by

the S-EHR Cloud provider.

B

[actessGranted]
I
I

cencryptedBundle = encrypt{symiKey, heathRecordBundle)

=<RESTful== l
1.1: create(authorizationT oken, ResourceCategory,encryptedHealthecordBundle)
By,
e _ _ _ _ emcyptedHeattRecordUploadsdAck ]J

Figure 34 - R2D Emergency protocol interactiori§iith respeetiie,the uploadd@fencrypted health data related to the
emergencygioithenS-EHR Cloud f¢@n the HCPRpR Bk ing or Oftelan emergency

Figure 34 depicts the 'sequence diagram of the R2D Emergency protocol as it is used for the upload of
encrypted health data relatedito the emergency as soonas it ends from the HCP app.

Upload of @éncrypted health data related to the emergency to the S-EHR Cloud
® (Step 1 - Encrypt and upload-health data related to the emergency on the S-EHR Cloud: The health
data'that is created during an emergency or after its completion (i.e. the Patient Discharge Report)
on the HCP application is encrypted with the symmetric key that is obtained from the QR-code and
then uploaded on the S-EHR\Cloud. The upload of this new content is stored on a bucket to the
citizen’s S-EHR €loud that is specific to this emergency.

The following tables provide a.complete description of all the operations of the R2D Emergency protocol’s
exposed methods on the R2DEmergency interface, along with the translation of those requests from the
citizen’s side to REST HTTP requests in order to communicate with a RESTful service such as the S-EHR
Cloud.

6.4 R2D Emergency Specifications
This section contains the technical specifications of every operation of the R2D Emergency protocol
introduced in the previous sections. The R2D Emergency is a protocol based on the HTTP specifications
version 1.1, providing details about these standards is out of the scope of this document, complete
knowledge of HTTP specifications [rfc 2616] [rfc 7540] is required for a complete understanding of the

present deliverable.
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6.4.1 Request to access health data
This operation allows an HCP to send a request to access the citizen’s bucket during an emergency. An
account is created for the health care institution that is providing care for the patient. This temporary
account may be used by the HCPs of that specific institution during the emergency in order to download
the citizen’s health data, and/or upload new health data in a bucket dedicated for that specific emergency.

Endpoint and parameters

The following URL shows the structure of the request for gaining accesi to the patient’s S-EHR Cloud:

POST [base]/hcp/requestaccess

rameters that can be added
uest processing:

are the hea

Additional parameters under the responsibility of the

to a request and that are used to provide contextu mation affecting th

Header parameters available to S-EHR

“ =

Authorization i JWT format) collected by the QR-

HCO-attrs i are institution's attributes used to evaluate the

Return Va

the HCPs of the Healthcare institution in order to access the citizen’s
health in the body of the response. The JSON response is structured as

follows:

“hcoEmergencyToken” : Healthcare Institution
Authorization JSON Web Token

Return Codes

® 200 Successful: request successfully processed.
e 4XX Bad Request: search could not be processed or failed basic FHIR validation rules.
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401 Not Authorized: authorization is required for the interaction that was attempted.
403 Forbidden: client is not allowed to access requested resources due to security policy.
404 Not Found: requested resource not found.

406 Not Acceptable: client requested a not supported content-type format.

5XX Internal Server Error: the server encountered an unexpected internal error

Preconditions
® The citizen should have agreed to share their health data with authorized HCPs during emergency
situations.
® The HCP should scan the QR-code found on the citizen in orderto obtain the HCP authorization
token, and the S-EHR Cloud URI information.

6.4.2 List of available buckets

This operation allows an HCP to retrieve the list of th CPs of this institution can gain

access to. Different buckets may be created in eme situations. The may access all concerning

buckets.

Endpoint and parameters

The following URL shows the structure o

GET [base]/hcp/buckets

Additional parameters ader parameters that can be added

to a request and that are

y 2 =

mation affecting the request processing:

Header parameters available to S-EHR

“
Authorization |V YES Health care institution authentication JSON Web token

Return Value

e List of buckets that the citizen’s account has access to, in JSON format. The JSON response is
structured as follows:

e
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“buckets” : |
String: Bucket Name 1,
String: Bucket Name 2,

Return Codes

200 Successful: request successfully processed.

4XX Bad Request: search could not be processed or fai sic FHIR validation rules.
401 Not Authorized: authorization is required for

403 Forbidden: client is not allowed to access r

raction that was attempted.
urces due to security policy.
404 Not Found: requested resource not fou

Preconditions

® The Healthcare Institution was ¢ s S-EHR Cloud.
6.4.3 List of health record

This operation allows an HCP

specific bucket.

crypted health data) stored in a

Endpoint and paramete

The followe S

GET [base]/hcp/buckets/{$bucketName}

rieving the objects stored in a specific bucket:

under the
used to p

Additional para
to a request and th

onsibility of the S-EHR are the header parameters that can be added
e contextual information affecting the request processing:

Header parameters available to S-EHR

“

Authorization string Health care institution authentication JSON Web token
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Return Value

e List of items contained in a bucket in JSON format. The JSON response is structured as follows:

{
“bucket” : String: Bucket Name,
“objects” : [
String: Object Name 1,
String: Object Name 2,
]
}

Return Codes

200 Successful: request successfully processed.

4XX Bad Request: search could not be processed or failed basic FHIRwalidation rules.
401 Not Authorized: authorization is required for the interaction that was attempted.
403 Forbidden: client is not allowed to access requested resources due to security policy.
404 Not Found: requested resource not found.

406 Not Acceptable: client requested a not supported content-type format.

5XX Internal Server Error: the 'server.encountered an‘unexpected internal error

Preconditions
e The Healthcarednstitution'was,granted access to'the citizen’s:S-EHR Cloud.

6.4.4 Metadat@uetrieval
This operation.allews an HCP to retrieve the metadata of encrypted health data’s information from the S-
EHR Cloud:

Endpoint and parameters

The following URL shows the structure of the request for retrieving the metadata of an encrypted health
data file:

GET [base] /hcp/{SbucketName}/{SobjectName} /metadata
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Additional parameters under the responsibility of the S-EHR are the header parameters that can be added
to a request and that are used to provide contextual information affecting the request processing:

Header parameters available to S-EHR

“ =

authentication JSON Web token

Authorization string Health care instituti

Return Value

e The metadata of the health data resource r JSON response is

structured as follows:

“object” ject Name,
“metadata”: {
“objectName” :

“bucketName”'

allowed to access requested resources due to security policy.
404 Not Fou : resource not found.

406 Not Accept nt requested a not supported content-type format.

5XX Internal Server Error: the server encountered an unexpected internal error

Preconditions
e The Healthcare Institution was granted access to the citizen’s S-EHR Cloud.

6.4.5 Health record download
This operation allows an HCP to download an encrypted health data record from the S-EHR Cloud and
decrypt it locally on the HCP App.

Endpoint and parameters
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The following URL shows the structure of the request for downloading an encrypted health data file:

GET [base]/hcp/{SbucketName}/{SobjectName}

Additional parameters under the responsibility of the S-EHR are the header parameters that can be added
to a request and that are used to provide contextual information affecting the request processing:

Header parameters available to S-EHR

“ = —

Authorization string

h care institution authe ion JSON Web token

Return Value

® Encrypted Binary file.

Return Codes

200 Successfu

Preconditions

e The Healthcare In as granted access to the citizen’s S-EHR Cloud.

6.4.6 Health record upload
This operation allows an HCP to upload an encrypted health data’s information to the S-EHR Cloud.

Endpoint and parameters

The following URL shows the structure of the request for uploading an encrypted health data file:

POST [base] /hcp/upload?objectName={S$ResourceCategory}
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Additional parameters under the responsibility of the S-EHR are the header parameters that can be added
to a request and that are used to provide contextual information affecting the request processing:

Header parameters available to S-EHR

“

ion authentication JSON Web token

Authorization string Health care i

Body value
The encrypted bundle is stored in the body of the req
Return Value

e void operation

Return Codes

ssed or failed basic FHIR validation rules.
401 Not Authorized: ‘ joni d for the interaction that was attempted.
0 i equested resources due to security policy.

supported content-type format.
er encountered an unexpected internal error

Preconditions
® The Healthcare Institution granted access to the citizen’s S-EHR Cloud.

6.4.7 DICOM §
This section describes the way HCPs can retrieve DICOM images from other Healthcare Organizations
during emergency situations. The process starts with the citizen storing to the S-EHR Cloud a set of
information for each Healthcare organization that has generated DICOM images for this citizen and

supports the exchange of those images via a REST-ful WADO-RS service.

This set information includes the following:
® An authorization token that is obtained from the WADO-RS service. The WADO-RS Service comes
with an authorization mechanism that generates such tokens, usually in the form of JWT (JSON
Web Token).
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e A consent signed by the citizen that allows the Healthcare Organization to share with other
Healthcare Organizations the DICOM images it generated during emergency situations.

What is important to note is that since there might exist several Healthcare Organizations that contain

citizen’s DICOM Medical Images, multiple tuples of such tokens and consents are stored in the S-EHR Cloud.

When the emergency occurs the HCP of the Healthcare Organization that the citizen is taken to, performs a
request to the S-EHR Cloud to obtain the above-mentioned information. With the use of this information,
the HCP can perform requests to a WADO-RS server of the Healthcare Organization that contains DICOM
Images of this specific citizen, to download a Study, a Series of a Study of a specific Instance of a Series. The
procedure that is followed in order to perform those requests is the same as already described in the
sections Get a Study, Get a Series, and Get an Instance accordingly.

More information regarding the authorization of Healthcare/Organizations to access DICOM images stored
in other Healthcare Organization during emergency situations, can be found,on [D3.8].
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7 CONCLUSIONS AND NEXT STEPS

The objective of this report was to deliver the final version of the design and the specification of the D2D
and the R2D protocols. With the implementation of D2D it became feasible to achieve the exchange of
healthcare related data between a healthcare practitioner and a mobile application of a citizen, without the
usage of internet connection, whereas the R2D Access protocol works over the internet and defines the set
of operations for acquiring the health data of a citizen from an EHR (e.g. a National EHR, or the EHR of a
hospitals). Moreover, it is used for initial import of health data to the mobile device and for the
subsequent periodic synchronization operations. The R2D Backup protocol defines the set of operations
used by the citizens in order to safely back up and store their health data on the S-EHR Cloud and then
restore it on another S-EHR App. In addition, the R2D Emergenhcy protocol is also used for the
communication with the S-EHR Cloud but from the HCP’s perspective, allowing authorized HCPs to
communicate with S-EHR Cloud providers during emergency sitations and gain access to the health data of
the citizen in need.

In more detail, regarding the specification of the BD2D protocol it should be,mentioned that in the 1st
version of the D2D protocol specification [D4.1], the specification was performed based only on the
Android Bluetooth API since the D2D protocol was in a very immature phase, and we would like to perform
additional research on the different platforms for identifying'the Bluetooth profiles that could satisfy all the
requirements. In the version of the! D2Dwprotocol that was specified in [D4.2], the D2D protocol
specification was independent from any APLin order for any developer that would like to use this protocol
to be able to use the listed operations or develop his/her own ‘aperations, in order to implement the
corresponding data exchange. between a S-EHR and an HCP application. Inithe final version of the protocol,
the independent nature<sof the D2D)protocol has\been continued; while'the way that the messages are
being exchanged between the S-EHR app and the HEP app have been restructured for providing a client-
server nature to the protocol, where the HCP app can send requests of specific resources (client), and the S-
EHR app will provide specifically. designedsresponses ‘(server). As for our next goals, we plan to perform
additional evaluation of,the overall D2D protocolspecification, and finalize or redesign specific messages
that may violate or delay.the,overall process.

As for the R2D)Access protocol, the current wersion (version 3) represents a concrete step towards the
completeness and maturity of the protocol. The boundaries and the characteristics of the protocol are well
defined as well as thexmain requirement: define an easy to adopt protocol to enable citizens to download
their health data. R2D Access provides several ways to allow S-EHR app developers to adopt different
patterns to import data from an R2D Access server, choosing the one that best fits their needs: for low
users that accept to import any health data, or for more experienced users that wants to download only
specific health data required. Version 1 and 2 of the protocol supported only limited kinds of data and basic
interactions, while version 3 now supports a wider set of managed health data types and also adopts more
advanced FHIR operations that simplify the import with one operation a complex set of health data that
share a common context. As for our next goals for the R2D Access Protocol, it is within our plans to
continue the implementation of the libraries that may implement the functionality of the protocol.

Regarding the design and specification of the R2D Backup protocol, the exchange of encrypted health data
between a S-EHR mobile application of a citizen and a S-EHR Cloud provided was made feasible over the
internet. Moreover, it should be mentioned that the protocol has been specified in order to allow a citizen
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to exchange all health data types that are supported by the other protocols. Regarding the future steps
with respect to the R2D Backup protocol, we plan on continuing the implementation of the protocol in
order to give the citizens additional abilities such as the capability to choose their preferred S-EHR Cloud
provider.

Finally, this document also described the design and specification of the R2D Emergency protocol giving the
ability of HCPs to access health data of a citizen that is stored in the S-EHR Cloud and access it on their HCP
app over the internet. The R2D Emergency protocol has been specified in that way in order to also allow an
HCP to have the ability to upload encrypted health data related to the emergency to a S-EHR Cloud. Similar
to the R2D Backup protocol, the R2D Emergency protocol’s specification allows an HCP the download of all
health data types that are supported by the other data exchangeprotocols defined by the InteropEHRate
project. In this context, regarding the future steps with respectto the R2D Emergency protocol, we plan on
continuing the implementation of the protocol in a way' that will minimize the response times and
accelerate the data exchange process, something greatly€rucial especially When in emergency situations.
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ANNEX

Users’ questionnaire

Communication Requirements

“ e

What is the maximum delay in | Afew seconds

communication that is acceptable to you?

Would you prefer the data to be exchange is not any preference
in a distance of a few centimetres betwe
the 2 devices, or in a distance of

than 10 meters?

Table 5 - Commu

Data Requirements y ¥

e

Both, | data and images

It depends on the situation

Yes

Table 6 - Data Requirements

Security Requirements

“ e

SR1 Should the data exchange part be reliable | Yes
(e.g. requirement of  confirmation
messages)?

How important is the authentication of the | Very important
parties?
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“ Is the transferred data confidential? Yes

Table 7 - Security Requirements

User Interaction Requirements

Uil How many types of parties will be | HCPs and citizens
involved? Only Physicians and Citizens?

Who will initiate the process? The Physician
or the Citizen?

How would the Physician explain to t iding an initial list of attribute
Citizen the data he/she wants to ac
How would the Citizen underst
Physician’s demands?

Table 8- User Int

JSON-schema for the D2D reque

"description": "JSON s¢
"examples": [

tamp™:
""JRE 1.8

agent'

"name":

"value":
}
{
"name": "DATE",
"value": "2021-07-24"
}
1
}
1
"required": [
"id",
"header",
"operation”
1
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"type": "object",
"properties": {
"id": {
"$id": "#/properties/id",
"default": ",
"type": "string"
}
"header": {
"$id": "#/properties/header",
"description": "Header of a D2DRequest, contains descriptive data about the request",
"examples": [

"itemsPerPage": 100,
"timeStamp": "2021-07-24T10:55:44.700Z",
"agent": "JRE 1.8.0_121 - Mac OS X 10.16",
"protocol": "D2D",
"version": "1"
}
1
"required": [
"itemsPerPage",
"timeStamp",
"agent",
"protocol”,
"version"
1
"type": "object",
"properties”: {
"itemsPerPage™: {
"$id": "#/properties/header/properties/itemsPerPage",
"default": O,
"description™: "A non negative value states that the requestor isasking for a paged result and it is
specifying how many items every page should contain”,
"examples™: [
100
]

“type": "integer"
}!
“timeStamp": {
"$id": "#/properties/header/properties/timeStamp",
"examples": [
"2021-07-24T10:55:44.700Z2"
]1
"type": "string"
}l
"agent": {
"$id"; "#/properties/header/properties/agent”,
"examples™: [
"JRE 1.8.0_121 - Mac OS X 10.16"
]l
"type™: "string"
}l
"protocol": {
"$id": "#/properties/header/properties/protocol”,
"default": "D2D",
"examples™: [
"D2D"
]l
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"enum"; [
"D2D"
]

3
"version™: {
"$id": "#/properties/header/properties/version”,
"default"; "1",
"examples™: [
Illll
]

}

dditionalProperties": false

type™: "string"

'type": "'string"

}

}

peration™: {
"$id": "#/properties/operation”,
"default": ",
"description": "An explanation about the purpose©f this instance.",
"examples": [
"SEARCH"
1
"title™: "The operation schema",
"enum™: [
"SEARCH",
"READ",
"WRITE",
"CLOSE_CONNECTION"

]

’type": "'string"
}

arameters™: {
"$id": "#/properties/parameters”,
"description*,""Array of the parameters needed for the processing of the request",
"examples": [
[

{
"name": "CATEGORY",

“value": "OBSERVATION"
}1
{

"name’: "DATE",
"value": “2021-07-24"
}
]

type": "array",

"additionalltems™: false,

"items": {

"$id": "#/properties/parameters/items",
"anyOf": [

]

"$id": "#/properties/parameters/items/anyOf/0",
"description": "A parameter is composed by a couple of a name and a value."
"examples": [

{

"name": "CATEGORY",
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"value": "OBSERVATION"
}

required": [
"name",
"value"

]

1
"type": "object",
"properties": {
"name": {
"$id": "#/properties/parameters/items/anyOf/0/properties/name",
"description™: "An explanation about the purpose of this instance.",
"examples": [
"CATEGORY"
1
"enum": [
"CATEGORY",
"SUB_CATEGORY",
"DATE",
"TYPE",
"SUMMARY™",
"MOST_RECENT",
"|D"

!

’type": "'string"
}

alue™: {

"$id": "#/properties/parametersfitems/anyOf/O/properties/value",

"description™: "The value of a‘parameter. In case.it is a date itMUST have this format 'YYYY -
MM-DD', in case it is the CATEGORY. parameter, it MUST contains one of the following value:
'PATIENT_SUMMARY/ 'IMAGE_REPORT', LABORATORY REPORT", 'PATIENT',
'DOCUMENT_REFERENCE', ' DOCUMENT_MANIFEST', 'DIAGNOSTIC_REPORT,
'MEDICATION_REQUEST', 'CONDITION!, TMMUNIZATION', 'ALLERGY _INTOLERANCE/,
'OBSERVATION', 'ENCOUNTER', 'COMPOSITION', 'PROCEDURE",

“type": "string"
}

dditionalProperties": false

}
}
]
}
}
"body": {
"$id": "#/properties/body",
"type": "string",
"description": "optional encrypted string containing health data sent to the S-EHR."
}
}

dditionalProperties": false

}

JSON-schema for the D2D responses
The JSON-schema for the D2D responses is specified below:

{

"$id": "http://fexample.com/example.json",
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"$schema": "http://json-schema.org/draft-07/schema”,
"description": "The root schema comprises the entire JSON document."”,
"examples": [

{
"id": "bf0a4f17-62c6-4199-ha9e-55325794¢138",
"header": {
"requestld": "21a67al11-524d-44ab-834b-936e13f14b28",
"page™: 1,
"totalPages": 1,
"timeStamp": "2021-07-24T14:25:42.407Z",
"agent": "JRE 1.8.0_121 - Mac OS X 10.16",
"protocol": "D2D",
"version": "1"
h
"body": "encrypted body value",
"status™: 200,
"message": "Successful"
}
I
"required": [
"id",
"header",
"body",
"status"
]

"type": "object”,
"properties”: {
"id": {
"$id": "#/properties/id",
"description": "Unique ID of the response",
"examples": [
"bf0a4f17-62¢6-4199-bade-55325794c138"
1
"type": "string"
+
"header": {
“$id"; "#/properties/header",
"description": "An explanation about the purpose ofthis instance.",
"examples": [
{
"requestld": "21a67a11-524d-44ab-834b-936e13f14b28",
"page*: 1,
"totalPages"a 1,
"timeStamp": "2021-07-24T14:25:42.407Z2",
"agent": "JRE1.8.0_121 - Mac OS X 10.16",
"protocol": "D2D¥,
"version": "1"

}

required”: [
"requestld",
"page",
"totalPages",
"timeStamp",
"agent",
"protocol”,
"version"

]
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"type": "object",
"properties": {
"requestld": {
"$id": "#/properties/header/properties/requestid",
"description™: "ID of the request that generates this response”,
"examples": [
"21a67al1-524d-44ab-834h-936e13f14b28"
1
"type™: "string"
3
"page": {
"$id": "#/properties/header/properties/page”,
"default": 0,
"description™: "current page",
"type": "integer"
}

otalPages": {
"$id": "#/properties/header/properties/totalPages";
"description™: "Total number of pages that compose the result",

"type": "integer"
}

imeStamp": {
"$id": "#/properties/header/properties/timeStamp®,
"examples™: [
"2021-07-24T14:25:42.4072"
]

"type™: "string"
+
"agent™: {
"$id": "#/properties/header/properties/agent”,
"examples":{
"JRE 1.8.0_121 - Mac OS X 10.16"
]

’type": "'string"
}

rotocol": {

"$id": "#/properties/header/properties/protocol™;
"default": "D2D",

“description”: "Name of the protocol",
“examples™: [

“D2D"

1

"enum":

"D2D"
]

+
"version™: {
"$id": "#/properties/header/properties/version”,
"default™: "1",
"description™: "version of the protocol"”,
"examples": [
npn
]

}

dditionalProperties": false

’type": "'string"

,type": "'string"

}
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}
"body": {
"$id": "#/properties/body",
"description": "Contains an encrypted string representing the requested health data",
"type": "string"
3
"status": {
"$id": "#/properties/status”,
"default”: 200,
"description™: "Return code of the requested operation”,
"examples": [
200
1
"enum": [
200,
300,
400,
410,
500

]

’type": "integer"
}

essage": {
"$id": "#/properties/message”,
"description™: "An optional human readable message describing the outcome of the operation”,
"type™: "string"
}

dditionalProperties": false

}

}

R2D over eHDSI

This section_.swnot, part of ‘the, InteropEHRate specification, but defines an additional architectural
hypothesis for extending 'eHDSI. It is based on‘the current eHDSI API specifications [NCPeH ARCH SPECS]
and epSO0S technical specifications [EPSOS ARCH][EPSOS SPECS]. The current APl of an NCP is based on the
IHE profile. named XCA (Cross Community. Access) extended for specific epSOS purposes (knowledge of IHE

XCA profile is considered very important ‘in erder to completely understand eHDSI technical details).
Deliverable [EPSOS SPECS] contains \all technical details for server side implementation including XML
examples of requestand response messages.

The InteropEHRate project canhot define technical specifications for the eHDSI project, but R2D and eHDSI
protocols share so many objectives (concerning the exchange of health data) that technological
impediments should be solved to facilitate cross border health data exchange for citizens and application
developers. Current eHDSI specifications [EHDSI SYS SPECS] assert that the users of the system are only

authenticated HCPs (having executed the authentication to their National Infrastructure), thus the
exchange of health data occurs only between authorized HCOs pertaining to different member states, a
citizen is not allowed to access eHDSI (neither the NCP of his/her country). In the hypothesis reported here,
we describe the NCP as an Extended NCP, considering it as an evolution of the current NCP but also
available to authenticated citizens belonging to the same country of the NCP (citizens of Country A are
allowed only to access Extended NCP A). The motivations behind the choice of having also an
implementation of R2D working on eHDSI have been already described before in this deliverable, but they
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can be summarized as: provide a unique interface to access health data in all Europe, facilitating life to
citizens and applications developers.

The following figure (Figure 35) shows a Citizen of Country A downloading his health data using the S-EHR
app and downloading data from the NCP of his country.

Common
Country A eHDSI domain Country B

BN (e

proprietary
protocol

=) 1

proprietary
protocol

Y

¢ I

Pharmacy Hospital General Hospital General
Practitioner Practitioner
Furthermore, current 3 ificati : hole kind of health data defined in
[EUCBEHR REC] by the ly the request of the Patient Summary and of the
ePrescription / eDispensatio ing 1s shows what R2D operations may be supported
by R2D ov
Search of structured Patient Summary R2D_SRC_STR_PAT_SUM YES
Search of unstructured Patient Summary R2D_SRC_UNSTR_PAT_SUM YES
Retrieval of most recent structured Patient Summary R2D_LST_STR_PAT_SUM NO
Retrieval of most recent unstructured Patient R2D_LST_UNSTR_PAT_SUM NO
Summary
Search of structured Laboratory Result R2D_SRC_STR_LAB_RES NO
Search of unstructured Laboratory Result R2D_SRC_UNSTR_LAB_RES NO
Retrieval of most recent structured Laboratory Result R2D_LST_STR_LAB_RES NO
Retrieval of most recent unstructured Laboratory R2D_LST _UNSTR_LAB_RES NO
Result
: b ® . .
' : ) . '
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Search of structured Medical Image R2D_SRC_STR_MED_IMG NO

Search of unstructured Medical Image R2D_SRC_UNSTR_MED_IMG NO
Retrieval of most recent structured Medical Image R2D_LST_STR_MED_IMG NO
Retrieval of most recent unstructured Medical Image R2D_LST_UNSTR_MED_IMG NO
Search of structured Prescription R2D_SRC_STR_PRE YES

R2D_SRC_UNSTR_PRE YES

Search of unstructured Prescription

Retrieval of most recent structured Prescription _STR_PRE YES

Retrieval of most recent unstructured Prescription UNSTR_PRE YES

Direct access by ID to a specific resource NO

eHDSI is defined with SOAP Web Services, speci
operation is mapped to specific eHDSI SOAP service, in p
e the eHDSI interface(s) involved

ines how a specific
h operation specified:
e the methods of the interfaces to
e The arguments provided to met

values.

nstraints defined over arguments
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Operation R2D_SRC_STR_PAT_SUM and R2D_SRC_UNSTR_PAT_SUM (Search of structured and
unstructured Patient Summary)

This operation, as it has been designed in eHDSI, allows retrieval of both structured (ePSOS pivot) or
unstructured (source coded) versions of PatientSummary. The following table shows all specifications of
such operation.

eHDSI Service Interface PatientService

Service Interface method list()

Header Params

cations reported
Body Arguments

Header Parameters . )
reatment Relationship

onfirmation ertion [O]

Return Value atientResponse containing results

4701 - No consent

4702 - Weak Authentication
4703 - Insufficient rights
1102 - No Data

4201 - Unsupported Feature
4202 - Unknown Signifier
4203 - Transcoding Error
4204 - Unknown Filter

Error

Allowed value for the argument instance of ListPatientRequest:
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Method Arguments

“ o

Patient Identifier YES Value MUST be equals to the identifier of the patient who
performed the authentication.

epSOS CDA template | NO Code defining the output format of requested health data. It may
qualifier be an epSOS CDA com
according to the source
is related to the val

template or document coded
th data. The value of this argument
argument responseFormat and must

ient

Operation R2D_SRC_STR_PRE and R2D_SR R uctured Prescriptions)
This operation, as it has been designed in
unstructured (source co ing hows all specifications of such
operation.

eHDSI Service Interface

emce\‘

Session token obtained by authentication method
epSOS HCP Identity Assertion

Service Interface method ist()

Header Params

Instance of ListOrderRequest compatible to specifications reported

Body Arguments in table below.
o [PT] X.509 NCP-B service certificate
Header P . ® [ST] eHealth DSI HP Identity Assertion
€ader Farameters ® [ST] eHealth DSI Treatment Relationship
o Confirmation Assertion [O]

Return Value e Instance of ListOrderResponse containing list of citizen

prescriptions in the requested format.
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o [PT] X.509 NCP-A service certificate

4701 - No consent
4702 - Weak Authentication
4703 - Insufficient rights
1102 - No Data

4201 - Unsupported Feature
4202 - Unknown Signifier
4203 - Transcoding Error
4204 - Unknown Filter

Error

Allowed value for the argument instance of ListPatientRequ

VN
Method Arguments

Patient Identifier YES e identifier he patient who

epSOS CDA template
qualifier

RED_CONVERTED: “urn:epS0S:ps:ps:2010”
D_UNCONVERTED: “urn:epS0S:ps:ps:2010”
CTURED: “urn:ihe:iti:xds-sd:pdf:2008"

o ALL: null or parameter not provided by client
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