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Import Easily

Easily receive your health 
data from national or 

foreign healthcare 
providers and store them 
onto your mobile device

R2D Access

Backup Privately

Automatically backup your 
health data on your 

preferred Cloud without 
disclosing them to your 

Cloud provider

R2D Backup

Share Trustly

Enable qualified HCPs to 
access and enrich your 

health data in emergency 
situations anywhere in the 

EU

R2D Emergency
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R2D PROTOCOLS

R2D Access: secure download 

of personal health data from 

an health care provider

R2D Backup:

periodic 

backup of 

smartphone’s 

health data

R2D Emergency: download of 

patient’s health data in 

emergency



R2D ACCESS BASIC PRINCIPLES
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1. Allow a citizen to access (only) to his / her health data

2. Read only protocol

3. FHIR Based

a. Data Model based on specific FHIR profiles

b. Query language based on FHIR RESTful APIs

4. Authentication with eIDAS 

5. Encrypted data exchange



R2DACCESS - CITIZEN POINT OF VIEW
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1. Initialization 2. Authentication 3. Downloading 4. Storage



• Step 1: creates an instance of 

the Mobile Library

• Step 2: authenticate with eIDAS

• Step 3: retrieve all the medical 

records of the citizen

• Step 4: use the downloaded 

records locally in the app
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R2D ACCESS- DEVELOPER POINT OF VIEW



Conceptual R2D operations have been mapped to concrete FHIR query (FHIR RESTful API)

9

R2D CONCRETE OPERATIONS

getLastRecord(LABORATORY_RESULTS);

GET <BASE>/DiagnosticReport?category=LAB&_sort=-date&_count=1

R2D over FHIR applies search narrowing, the implicit subject is the authenticated citizen
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R2D ACCESS SAMPLE CODE

getLastRecord(LABORATORY_RESULTS);

GET <BASE>/DiagnosticReport?category=LAB&_sort=-date&_count=1

Translation of conceptual 

operations into concrete R2D 

invocations is a responsibility of 

R2D Mobile Library (IEHR 

framework)



R2D ACCESS – Y3 ROADMAP

1. Clarify relationship to other standard with similar objectives like 

MHD (Mobile Health Device by IHE) and IPA (International 

Patient Access) by HL7.

2. Implement support for Prescriptions and Diagnostic Reports 

containing DICOM Images
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R2D BACKUP
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Backup of health data on the Cloud without disclosing them to the cloud provider 

1. Allows the citizen to choose the preferred Cloud provider 

2. Does not rely on encryption mechanisms provided by the Cloud provider  

3. Provides a secure level of transferring independent from the Cloud provider

4. Prevents the Cloud provider to gain access to the health data stored in the Cloud 

a. The Cloud provider does not possess a decryption key



Conceptual R2DBackup operations have been mapped to concrete RESTful API services
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R2DBACKUP CONCRETE OPERATIONS 

upload(ENCRYPTED_IPS);

POST <BASE>/citizen/upload/ips?token=AUTHENTICATION_TOKEN



R2D EMERGENCY 
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Allow HCPs to access to health records 

from private clouds in emergency

1. Only HCPs owning a QR code provided by the 

citizen may access health records stored in the 

Cloud

2. Define a secure approach transferring health 

records to Cloud providers by HCPs



Conceptual R2DEmergency operations have been mapped to concrete RESTful API service
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R2D EMERGENCY CONCRETE OPERATIONS

download(ENCRYPTED_IPS);

GET <BASE>/hcp/download/ips?token=CITIZEN_EMERG_TOKEN&hcp_ca=HCP_CA&hcp_auth=HCP_AUTH_CREDS
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