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• In the Healthcare sector terms such as “APIs”, “Blockchain”, and “Machine

Learning”, promise to solve the challenge of maintaining and facilitating the

exchange, sharing and analysis of healthcare information

• Medical information is usually still stored on paper, and when it has to be shared

between healthcare ecosystem entities, it happens by mail, fax or by the patients

themselves, who often bring their files from appointment to appointment

• When exchanging healthcare information that is inaccurate, this leads to:

▪ Inefficiency

▪ Costs

USERS' PROBLEM

“…the right data is not at

the right time so

providers cannot make

the right decisions”

Citizens cannot

participate and contribute

actively in their care

Inconsistency in

information, as health

records cannot

accompany citizens

during physicians’ visit

▪ Errors

▪ Low value care
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SCENARIO: MEDICAL VISIT

Provide citizens the ability using only

their smartphones to securely:

• travel along EU with their health

data

• store their data locally on their

smartphone

• exchange their data even when

no internet is available



Novelties

D2D PROTOCOL PROPOSITION
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• Based on a globally used short-range distance (up to 100 m) data exchange protocol (Bluetooth v4.0)

• D2D protocol compatible by the main market Operating Systems (specific Bluetooth Profiles used)

• Secure and easy-to-use data exchange process with minimum user interactions and fast response times

1. Connect & Request Demographic Data

2. Exchange Demographic Data

HL7 FHIR 

Representation

3. Send Health-related Data

Data Exchange

Protection

4. Evaluation DataPatient Local 

doctor

Secure BT 

Connection

5. Close the Connection



D2D PROTOCOL SPECIFICATION
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Step 1: HCP app gets the advertised connection request

D2D Protocol Steps
Connection



D2D PROTOCOL: CONNECTION
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D2D PROTOCOL SPECIFICATION
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Step 1: HCP app gets the advertised connection request

Step 2: S-EHR app gets the Healthcare Organization identity

Step 3-4: HCP app gets the decision from the side of the S-EHR app (possibly with Personal Identity)

Step 5: S-EHR app gets the decision from the side of the HCP app (possibly with Temporary Consent

Request)

D2D Protocol Steps

Demographic 

Data 

Exchange



D2D PROTOCOL: DEMOGRAPHIC DATA EXCHANGE
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D2D PROTOCOL SPECIFICATION
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Step 1: HCP app gets the advertised connection request

Step 2: S-EHR app gets the Healthcare Organization identity

Step 3-4: HCP app gets the decision from the side of the S-EHR app (possibly with Personal Identity)

Step 5: S-EHR app gets the decision from the side of the HCP app (possibly with Temporary Consent

Request)

Step 6-7-8: HCP app gets the consent decision from the side of the S-EHR app (possibly Patient Summary)

D2D Protocol Steps

Consent 

Exchange



D2D PROTOCOL: CONSENT EXCHANGE
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D2D PROTOCOL SPECIFICATION
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Step 1: HCP app gets the advertised connection request

Step 2: S-EHR app gets the Healthcare Organization identity

Step 3-4: HCP app gets the decision from the side of the S-EHR app (possibly with Personal Identity)

Step 5: S-EHR app gets the decision from the side of the HCP app (possibly with Temporary Consent

Request)

Step 6-7-8: HCP app gets the consent decision from the side of the S-EHR app (possibly Patient Summary)

Step 9: S-EHR app gets consultation results

D2D Protocol Steps

Health

Data

Exchange



D2D PROTOCOL: HEALTH DATA EXCHANGE
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D2D PROTOCOL SPECIFICATION
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Step 1: HCP app gets the advertised connection request

Step 2: S-EHR app gets the Healthcare Organization identity

Step 3-4: HCP app gets the decision from the side of the S-EHR app (possibly with Personal Identity)

Step 5: S-EHR app gets the decision from the side of the HCP app (possibly with Temporary Consent

Request)

Step 6-7-8: HCP app gets the consent decision from the side of the S-EHR app (possibly Patient Summary)

Step 9: S-EHR app gets consultation results

Step 10: HCP app gets the connection closure message

D2D Protocol Steps

Connection 

Closure



D2D PROTOCOL: CONNECTION CLOSURE
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D2D PROTOCOL IMPLEMENTATION: S-EHR-side (1/2)
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M-D2D-E component:

• Mobile D2D Security

Management component

• Mobile D2D HR

Exchange component

External libraries:

• HAPI FHIR library

• Android Bluetooth API



D2D PROTOCOL IMPLEMENTATION: HCP-side (2/2)
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T-D2D-E component:

• Terminal D2D Security

Management component

• Terminal D2D HR

Exchange component

External libraries:

• HAPI FHIR library

• Bluecove library



NEXT STEPS
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• Add option for citizen to send partial information (upon request) of a HL7

FHIR resource

• Add operations for transmitting other kind of health data (Medical

Images)

• Specify D2D protocol in a more independent way avoiding mandatory one-

to-one interactions

• Testing with different short-range distance communication technologies (e.g.

Wi-Fi Direct)



Thanos Kiourtis - kiourtis@unipi.gr
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D4.1 D2D & R2D protocol specification

D4.2 Specification of remote and D2D protocol and APIs for HR exchange - V1

D4.4 D2D & R2D protocol libraries implementation

D4.12 D2D & R2D protocol libraries demonstration

mailto:kiourtis@unipi.gr
https://www.interopehrate.eu/wp-content/uploads/2019/10/InteropEHRate-D4.1-Specification-of-remote-and-D2D-protocol-and-APIs-for-HR-exchange-V1.pdf
https://www.interopehrate.eu/wp-content/uploads/2020/10/InteropEHRate-D4.2-Specification-of-remote-and-D2D-protocol-and-APIs-for-HR-exchange-V2.pdf
https://www.interopehrate.eu/wp-content/uploads/2019/11/InteropEHRate-D4.4-Design-of-libraries-for-remote-and-D2D-HR-exchange-V1.pdf
https://www.interopehrate.eu/wp-content/uploads/2020/02/InteropEHRate-D4.12-Libraries-for-remote-and-D2D-HR-exchange-V1.pdf

