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INTEROPEHRATE OPEN SPECIFICATION

1. D2D protocol – applied to Medical visit abroad
Exchange of health data with S-EHRs without internet connection

2. R2D protocols – applied also to Emergency access
Remote access to EHRs and to personal cloud (S-EHR Cloud)

3. RDS protocol – applied to Health Research study
Sharing of health data from S-EHRs with specific research studies
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More synergy among two complementary approaches

• Healthcare centred

• Citizen centred

VISION
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HEALTHCARE CENTRED APPROACH
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Data are governed by 

healthcare providers
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HEALTHCARE CENTRED APPROACH

Features:

• Heath data are stored within local EHR of health organisations

• Citizens and health organisations are connected to regional EHRs

• Exchange of health data is mediated by regional EHRs

Pros: 

• Trustable data sources (single source of healthcare data)

• Compliance to local regulations

• Complete healthcare data

Limits:

• Citizens cannot access to health data produced in foreign countries

• Citizens have no control on health data exchange 

• Regional EHRs usually lacks wellness/health data provided by third party mobile apps 

• Regional EHRs have to be maintained 

• Data exchange depends on network availability
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CITIZEN CENTRED APPROACH

Data are governed 

by citizens
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CITIZEN CENTRED APPROACH

Features:

• Heath data are stored within private S-EHRs (or S-EHR Clouds) of Citizens

• Citizens moves with their health data

• Exchange of health data is mediated by Citizens’ S-EHRs (or S-EHR Clouds)

Limits:

• Depends on Citizens

• Data are duplicated (Citizen’s devices are secondary sources of healthcare data)

• Large images or signals cannot be stored on current mobile devices

Pros:

• Citizens receives data produced in foreign countries

• Citizens have control on health data exchange 

• Citizens and HCPs can consult health data also offline

• Researchers obtain consent for secondary use of data may be directly from citizens

• HCPs may access to health data provided by any user app that supports the open protocols
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SYNERGY OF APPROACHES

Citizens, healthcare 

organisations and 

research centres are 

peers
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• Non proprietary protocols free citizens, HCPs and Researchers from specific vendors

• Citizens may use same user and password across different EU states*

• Health data can be reliably translated in different user languages**

• Health data provenance is digitally certified

* InteropEHRate supports the usage of eIDAS-Nodes: digital services offered by EU member states, 

implementing the eIDAS regulation, capable of electronically identifying users from all across Europe. 

** Thanks to the adoption of common International terminologies and HL7 FHIR profiles.

ADDED VALUE OF INTEROPEHRATE OPEN SPECIFICATION
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Citizens: more health alert, higher privacy & control.

Healthcare: more health data, better health services.

Research: larger studies, richer data easier to collect.

KEY BENEFITS OF SELF-MANAGED HEALTH DATA
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